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Connectivity Evolution 

Verizon Wireless 4G LTE Launch Offers Faster Speeds & 
Reduced Latency Wherever Business Takes You 



by Joanna Clay 

Verizon Wireless is revolutionizing 
connectivity possibilities. Soon, we will 
connect to high-speed data networks that 
are up to 10 times faster (5 to 12Mbps) than 
current speeds, enabling virtually instanta- 
neous downloads, streaming, messaging, 
and more. For Verizon Wireless customers, 
this means the limitations of here-and-now 
connectivity standards will be no more. 

Verizon Wireless has already rolled out its 
much anticipated 4G LTE (Long Term 
Evolution) broadband data network to 38 
major metropolitan markets and 60 airports 
across the country. California, Florida, Ohio, 
and Texas are among the states with the 
highest number of cities with 4G coverage, 
but metropolitan areas such as Washington, 
D.C.; Atlanta; Chicago; Boston; New York; 
and Las Vegas also support 4G throughput. 

Although Verizon says it will take until 
2013 to build 4G LTE everywhere it has 
3G, Verizon's 4G LTE service is already 
powerful enough to significantly impact the 
marketplace by meeting customer demands 
for high bandwidth and low latency. 

Increased Speeds 

Lindsay Notwell, executive director of 4G 
LTE Strategy & Planning for Verizon 
Wireless, says customers moving from 
3G to 4G can expect increased speeds of 
up to lOX and will not lose their connection. 
Labeled as the "silent business partner," LTE 
will enable network users to actually receive 
instant mobile gratification, thanks to 
machine-to-machine communication. 

Notwell says that by leveraging Verizon' s 
700MHz spectrum for LTE deployment, 
enterprises are "capable of quickly deploy- 
ing a high-quality wireless broadband 
network with excellent coverage and in- 
building penetration, empowering them 
with new business models that will provide 
a competitive advantage." 

"Enterprise users and businesses immedi- 
ately benefit from Verizon Wireless' 4G 
LTE network," Notwell says. "While 
Verizon Wireless' 4G LTE network 
promises much more than speed, the first 
application gives workforces the ability to 
work at significantly faster speeds and 
reduced latency, increasing productivity 
and the opportunity to get work done where 
their business takes them." 

Because new 4G devices are backward- 
compatible with 3G, users can buy a 4G 
device now and will benefit from 4G ser- 
vices when they travel to a 4G-enabled 
market and will immediately get the faster 
speeds once 4G service is available. 




The Broadband Future 



In the near future, Verizon customers can look forward to an aggressive 4G growth plan that involves 
partnering with: rural regions and non-3G coverage areas. Verizon also aims to introduce an array of 4G 
devices, with handset deployment slated for the middle of this year. 

There are currently two devices that support 4G LTE: the LG VL600 and the Pantech 
UML290 ($99.99 each after $50 rebate with a two-year contract) 4G USB modems for 

laptop connectivity. Both USB modems are backward compati- 
ble with the 3G network. Verizon has also announced two 
4G LTE Mobile Broadband data plans: a $50 5GB 
monthly access plan or an $80 subscription with 1 0GB 
data allowance. 




Why 4G LTE? 

Verizon didn't simply decide to expand 
the 4G network because it's the trendy thing 
to do, but rather, it looked at a number of 
options, including Ultra Mobile Broadband, 
WiMax, and LTE, that would provide cus- 
tomers with the best experience and the 
most consistent service. Notwell says 
Verizon chose LTE because of its "global 
scale advantages, healthy vendor ecosys- 
tems, and widespread roaming potential." 

LTE offers many advantages for small 
businesses and unreached markets, Notwell 
says. "Advanced LTE-based wireless net- 
works will support incredible new applica- 
tions that businesses and consumers can 
today only access through high-speed wire- 
line networks," Notwell says. 

"In addition to simply faster email and 
Liternet access and better quality video ser- 
vices, wireless users will be able to take 
applications they are accustomed to using at 
home or in the office into the mobile world," 
Notwell says. "LTE also offers the possibili- 
ty of providing coverage in some rural areas 
not currently served by wireless broadband 



since Verizon is partnering with rural opera- 
tors to build out these white spaces. Most 
importantly, a wide-area wireless LTE net- 
work will enable you to connect a full range 
of consumer electronics devices and 
machines to each other — the holy grail of 
true wireless interconnectivity." 

Verizon customers relying on the CDMA 
network won't have to worry about 4G over- 
taking their service, however. The carrier 
intends to support CDMA2000 and EVDO 
coverage even as it expands 4G LTE. 

"Verizon will continue to invest in and 
offer services over its current CDMA2000 
network for years to come. Verizon Wireless 
is adding record numbers of customers to our 
existing CDMA 2000- IX and EVDO net- 
works, and average customer usage on these 
networks is increasing monthly," Notwell 
says. "So our task is twofold: Not only must 
we prepare for the tremendous volume of 
traffic that 4G will deliver, but we must con- 
tinue expanding and operating our IX and 
EVDO networks. " □ 

Contact: 

(800) 899-4249 I www.verizonwireless.com 
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refurbished equipment, be sure to look into the equip- 
ment vendor's warranty and service options page 43 

■ Mow should enterprises allocate their IT budgets in 
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News 



I Medicare & Medicaid Upgrading 
Ttieir IT Infrastructures 

The Centers for Medicare & Medicaid Services, 
or CMS, recently released a lengthy report 
detailing proposed modernizations of their com- 
puter and data systems. The changes are 
prompted by the Patient Protection and Afford- 
able Care Act passed last year. The CMS' 
Health Care Data Improvement Initiative will 
focus on implementing flexible payment meth- 
ods with more comprehensive case history 
auditing, better oversight and performance 
measurement, improved transparency and 
treatment outcomes, and current storage and 
database technology. Electronic health records 
and unification of claims data will also be major 
parts of the overhaul, the report says. 

I "Facebook" Top Search 
Term Again 

It seems AOL had it right a 
decade ago with its key- 
word Web navigation fea- 
ture: People like to type 
in the name of the site 
they're trying to reach. 
Thus the top 10 search 
engine terms of 201 are 
all destinations on the 
Internet, according to Experian 
Hitwise. Facebook was the top 
search term for the second year running; in 
fact, variations on "Facebook" logged four 
places in the top 10 and nearly 3.5% of all 
searches in the United States. Others in the 
top 10 included YouTube, Craigslist, MySpace 
eBay, Yahoo!, and MapQuest. 

I Rare Earth Mine Back In Production 

Molycorp, a Colorado mining operation that 
extracts rare earths, announced that it has 
resumed production. Rare earths are a group of 




17 metals intrinsic to the manufacture of electri- 
cal components, such as magnets and capaci- 
tors. Since the company was last producing eight 
years ago, the market has been dominated by 
facilities in China, which supplies 90% of the 
world's demand. Molycorp expects to produce 
20,000 tons of rare earths by 2012, enough to 
meet U.S. demand; however, this still is just a 
fraction of what China is able to produce, having 
extracted 124,000 tons in 2009. 

I Apple Sued By Consumers 
Over Applications 

Consumers are suing Apple for allegedly violat- 
ing federal computer and privacy laws. Along 
with Apple, application developers Backflip, 
Dictionary.com, Pandora, and The Weather 
Channel are involved in two class action 

suits. The defendants want to pre- 
vent personal data, such as 
age, gender, location, and 
device identification num- 
bers, from being shared 
via apps on iPhones and 
iPods. In the midst of a 
national debate over app 
privacy, the Federal 
Trade Commission has 
recommended that con- 
sumers be given the option to 
decline personal tracking fea- 
tures before they sign up for app ser- 
vices. In recent years, Apple has also been 
sued by Nokia, Motorola, and HTC concerning 
its popular iPhone. 

I Pew Internet Survey Shows 
Consumers Will Pay For Online Content 

According to a study conducted by Pew 
Internet, 65% of the consumers surveyed say 
they've paid for online content. Digital music, 
software, and mobile apps were tops among the 
content users were willing to pay for; 33% paid 



WATCH THE 

This information provides a quick glimpse of current and historical stock 
j^^^^^ J^j^ prices and trends for 1 3 major companies in the technology market. 



Company 


Symbol 


Year Ago 


Dec. 22 $ 


Jan. 6 $ 


% change from 
previous issue 


AMD 


AMD 


$9.47 


$8.11 


$8.69 


▲ 7.15% 


CA Technologies 


CA 


$22.87 


$24.65 


$24.72 


▲ 0.28% 


Cisco Systems 


CSCO 


$24.53 


$19.56 


$20.95 


▲ 7.11% 


Dell 


DELL 


$14.72 


$13.88 


$14.26 


▲ 2.74% 


Google 


GOOG 


$594.10 


$605.49 


$613.50 


▲ 1 .32% 


HP 


HPQ 


$52.20 


$41.48 


$44.88 


▲ 8.2% 


IBM 


IBM 


$129.55 


$145.95 


$148.66 


▲ 1 .86% 


Intel 


INTO 


$20.60 


$20.89 


$20.77 


T 0.57% 


McAfee 


MFE 


$40.42 


$46.30 


$47.36 


A 2.29% 


Microsoft 


MSFT 


$30.45 


$28.19 


$28.82 


▲ 2.23% 


Oracle 


OROL 


$24.38 


$31.66 


$31.17 


T 1 .55% 


Red Hat Software 


RHT 


$30.39 


$46.70 


$46.25 


T 0.96% 


Symantec 


SYMG 


$18.32 


$16.71 


$17.69 


▲ 5.86% 



NOTE: This information is meant for reference only and should not be used as a basis for buylseli decisions. 



for music and software online, and 21% pur- 
chased mobile applications. Other popular 
material users paid for includes music, e-books, 
ringtones, magazines, videos, online data ser- 
vices, and game cheat codes. The study also 
found that 43% of Internet users spend $1 to 
$10 per month on online content, and 25% 
spend between $1 1 and $30; additionally, a 
small percentage (7%) spend more than $1 00 
per month for Internet content. 

I Avaya Acquires Konftel 

Business collaboration tools maker Avaya has 
acquired Konftel, an audio collaboration tech- 
nology and telephone manufacturer. Konftel's 
products include desktop conferencing, large 
auditorium sound systems, and its popular 
OmniSound technology, which Avaya plans to 
put to use in its SIP-based products. Once inte- 
grated with Avaya's multi-modal technologies, 
Konftel's offerings will allow Avaya to beef up its 
conference room audio systems and develop 
innovative products featuring scalability, stream- 
lined management, and a better user experience. 
Konftel, based in Sweden and with offices in the 
United States, cost Avaya $15 million and is now 
a wholly owned subsidiary. 

I Data Center Networking Equipment 
Market Grows 

According to the most recent Data Center 
Network Equipment report from Infonetics 
Research, the market for data center networking 
equipment should grow by as much as 67% to 
about $7.6 billion worldwide. The surge is likely 
due to heavy upgrades necessitated by the 
growth of storage requirements, enterprises mak- 
ing up for conservative investments from the pre- 
vious year, and the recovering financial markets. 
Other findings indicate that third-quarter world- 
wide revenue for data center equipment was up 
2% from the second quarter to $1 .9 billion, with 
much of the growth driven by North America and 
the EMEA. 

I Amazon.com Highest Among Online 
Retailers For Holiday Customer 
Satisfaction, Survey Shows 

According to ForeSee Results' recent sixth annu- 
al "E-Retail Satisfaction Index" holiday survey, 
customer satisfaction with the top 40 online retail- 
ers fell 1 % from last year, charting a score of 78 
based on the study's 1 00-point scale, although 
Foresee notes that this year's score is still signifi- 
cantly higher than in prior years. The company 
attributed the 1 % dip to declining scores for 
some computer and electronics retailers and 
mass merchants. Overall, Amazon.com (86) and 
Netflix (86) ranked as having the highest satis- 
faction scores. Further down the list are Apple's 
online store (82), HPShopping.com (78), 
Dell.com (76), and Symantec.com (76). The 
study also showed consumer spending was up 
from last year, with Christmas week alone jump- 
ing 17% over last year to reach $2.45 billion. 
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BLACK BOX 

NETWORK SERVICES 




o win a 
iPad!* 



Win a Cable & Cabinet Makeover valued at up to $20Ki 

(^^^ A disorganized closet costs you time and money. 




» Moves, adds, and changes are nnore expensive. 

» Even small problems can cost you much more in labor 
and network downtime. 

» Pull the wrong cable and you can accidentally take 
down a department or your entire network. 



Enter the Cable & Cabinet Makeover Contest! 

With a well -organized closet, problems 
are easily fixed or avoided altogether. 

The Grand Prize Winner will receive a Cable & Cabinet 
Makeover from Black Box, including up to $20,000 
worth of equipment and the technical expertise to put 
it all together. 

Enter at blackbox.com/go/Makeover 
by February 16, 2011. 

All entrants have a chance to win an Apple® iPad® 
and receive 10% off their next Black Box order. 



enter our contest at blackbox.com/go/makeover 




Black Box has the solutions and expertise to clean up and protect your closet: 



go to SpaceGAIN cables and panels 



www.blackbox.com/go/SpaceGAIN 



visit our cabinets & racks e-catalog 



www.blackbox.com/go/CabinetslOec 



see our environmental security solutions 



www.blackbox.com/go/AlertWerks 



try our cabinet configurator 



www.blackbox.com/go/CabCon 



see our power management solutions 



get the Cabinet and Rack Solutions Guide 



www.blackbox.com/go/PowerController 



www.blackbox.com/go/CabinetSolutions 



Watch the video and enter the contest at blackbox.com/go/Makeover. 
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Upcoming 



Are you looking to learn more about data center 
or IT topics? Network with some of your peers? 

Consider joining a group of data center 
professionals. If you have an event you'd like 
listed, please send an email to 
feedback @ processor.com . 



- JANUARY - 

DAMA St. Louis 
Jan. 15 

www.dama.org/i4a/pages/index.cfm 
?pagelD=3502 



BICSI Winter Conference 
Jan. 16-20 
Rosen Shingle Creek 
Orlando, Fla. 
blcsi.org/winter/201 1/event 
_overview.aspx?id=481 8 

Cisco (ICND1); Interconnecting 
Cisco Network Devices Part 1 
Jan. 17, 9 a.m. 
Online Live 
www.nhnorthflorida.com 



AITP Oklahoma City 
Jan. 18 
aitpokc.org 



AITP Southwest Missouri 
Jan. 18 
aitpspringfield.org 



Central Ohio VMware Users Group 
Jan. 18, 8 a.m. 
Platform Labs 
1275 Kinnear Road 

Columbus, Ohio 
www.platformlab.org 



PASS Minnesota 
Jan. 18 
passmn.org 



AITP Omaha 

Jan. 20 
altpomaha.com 



ISSA Northern Virginia 
Jan. 20, 5:30 p.m. 
issa-nova.org 



SharePoint 2010 
Jan. 20, 9 a.m. 
New Horizons Webinar 
tinyurl.com/NHWebinar1201 1 

Jan. 20, 1 p.m. 
New Horizons Dayton 
1890 Commerce Center 
Fairborn, Ohio 
ti nyu rl .com/N H Dayton 12011 

Jan. 21, 9 a.m. 
New Horizons Cincinnati 
10653 Techwoods Circle 

Cincinnati, Ohio 
tinyurl.com/NHCincy12111 



Cisco (ICND2): Interconnecting Cisco Network 
Devices Part 2 
Jan. 24, 9 a.m. 
Online Live 
www.nhnorthflorida.com 



Datalink's Advanced Virtualization/Cloud 
Technology Event 
Jan. 25, 11 a.m. 
Platform Labs 
1275 Kinnear Road 

Columbus, Ohio 
www.platformlab.org 



Microsoft Lync 2010 

Jan. 25, 9 a.m. 
New Horizons Dallas 
150 W John Carpenter Freeway 
Irving, Texas 
tinyurl.com/NHDallas1251 1 

Jan. 25, 2 p.m. 
New Horizons Webinar 
tinyurl.com/NHWebinar1 251 1 

Jan. 26, 9 a.m. 
New Horizons Fort Worth 
4100 International Plaza, Suite 200 
Fort Worth, Texas 

Jan. 27, 9 a.m. 
New Horizons San Antonio 
8200 IH-1- West, Suite 500 
San Antonio, Texas 
tunyurl.com/NHSanAntonio1 281 1 



For more Upcoming IT Events, see page 8. 
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I European Commission Approves 
Universal Smartptione Charger 

In a move the European Commission says 
will help both consumers and the environment, 
the commission released new standards in 
late December that established a universal 
microUSB-based charger for smartphones 
from a variety of manufacturers. Apple, Nokia, 
Samsung, Motorola Mobility, Qualcomm, RIM, 
Sony Ericsson, and six other manufacturers are 
already onboard; however, it's important to 
point out that the standards only apply 
phones. In addition to making 
charging a smartphone easier, 
moving to a standard charger is 
expected to cut down on the 
number of chargers that eventu- 
ally end up being discarded and 
thus creating e-waste. The 
European Commission started 
the effort in 2009 by asking the 
mobile phone Industry to volun- 
tarily work on such a charger. 
Additionally, companies can 
continue using proprietary ports 
if they also create an adapter to work with uni- 
versal chargers. 

I Study Examines Botnet Beliavior 

Researchers at Ecole Polytechnique de Montreal 
in Canada recently collaborated with Nancy 
University in France and Carlton University in 
Ottawa to create a botnet and obsen/e its behav- 
ior. The groups created an isolated version of the 
Waledec botnet that at one point early in 2010 
had infected more than 70,000 computers. The 
researchers installed about 3,000 copies of 
Windows XP onto a cluster of 98 servers at 
Ecole Polytechnique and infected the systems 
with Waledac. They found that the IP address of 
the bot doesn't need to be unique, because bots 
are identified with a 16-byte ID; therefore, hack- 
ers can generate a large number of bots with 
unique IDs from the same IP address. 

I IVIobile IVIarketing Association 
Establisties Pricing Guidelines 

The MMA (Mobile Marketing Association) an- 
nounced its Guidelines and Best Practices in 
Mobile Price Promotions, which is designed to 
provide marketers, merchants, wireless carriers, 
and other ecosystem members with an industry- 
standard framework for using mobile coupons 
and rebates to increase sales and promote con- 
sumer loyalty. The guidelines offer a concise 
breakdown of marketing channels, such as the 
five stages of mobile price promotions, and list 
general best practices and principles, including 
transparency; good taste; privacy; opt-in/opt-out; 
and government laws, rules, and regulations. 

I Allen Files Revised Patent Suit 

Microsoft co-founder Paul Allen has revised his 
patent suit against several technology compa- 
nies. The revised filing targets Google, Apple, 
and Facebook, claiming that features of Android, 
ITunes, and Facebook's "Like" feature all violate 
patents developed by a company funded by 
Allen and since transferred to a holding company 
also owned by Allen. The original suit claimed 
that 1 1 companies — including Google, Netflix, 
OfficeMax, and others — violated four of Allen's 
patents. The revision, filed after U.S. District 
Court Judge Marsha Pechman dismissed the 
earlier suit for being too vague, runs 35 pages 
and contains specific examples of services and 
software that Allen alleges violate the patents. 

I L.A. Woman Sues Microsoft A Second 
Time Over Downgrade Requirements 

Los Angeles resident Emma Alvarado has sued 
Microsoft for a second time, alleging that the 
software giant has broken California's unfair 
business practice and restraint of trade laws by 
requiring customers to purchase a copy of a 
newer operating system (Windows Vista or 
Windows 7) if they wish to downgrade to the 
older Windows XP. The suit also requests that 



a judge grant class-action status. Alvarado had 
previously sued the company in 2009 over the 
same issue, but a federal judge in that case dis- 
missed the suit in early 201 0, saying that the 
claimants had not proved that Microsoft benefited 
from the downgrade practices. 

I Researchers Foresee Strong Sales 
For Tablets 



acturersare be a banner ye 
rtant to 
3ly to smart- 

□ 



According to a new Forrester survey, 201 1 will 
be a banner year for tablets and e-readers, due 
in part to some high-profile 
product launches. The current 
market dominator, Apple, plans 
to launch its next-gen iPad, 
and Google just announced a 
tweaked version of the latest 
Android build, which is opti- 
mized for tablets' larger 
screens. The research firm 
predicts that 24.1 million 
tablets will sell in 201 1 and 
35.1 million in 2012. Forrester 
also sees the rise partly due to 
the devices' growing accep- 
tance in the schoolroom. 



I Group Examines Help Desk Trends 

HDI, an association of IT service and technical 
support professionals, reports that more peo- 
ple are calling help desks for assistance than 
ever before. In the firm's 2010 study of help 
desk trends, HDI reveals that 67% of all help 
desk operations experienced increases in 
2010. Hardware support and repair is the most 
often outsourced function of the support indus- 
try. Those organizations that do not outsource 
say they don't because they want to maintain 
service quality and retain customer accep- 
tance. The good news is that the percentage 
of support centers that foresee layoffs and hir- 
ing and salary freezes Is down. Even better, 
34% of support organizations are planning to 
hire more personnel. 

I United States, Germany Authorities 
Investigate ISPs 

The United States FBI and Germany's Federal 
Criminal Police are working together to uncover 
those responsible for launching DDoS attacks 
against several major Web sites in December. 
The two investigative teams have raided ISPs in 
both countries that allegedly were linked to 
"Operation Payback," which was organized by 
hackers to seek revenge on companies that 
ended relations with WikiLeaks after it began 
publishing private information leaked from the 
Department of State. The ISPs included Host 
Europe in Germany, Tailor Made in Dallas, and 
Hurricane Electric in Fremont, Calif. The Web 
sites of PayPal, Visa, MasterCard, and others 
were victims of the attacks. 

I Microsoft Patent Infringement 
Victory Overturned 

A 2009 court ruling that decided Microsoft was 
not infringing on patents by Uniloc Singapore has 
since been reversed. According to the U.S. Court 
of Appeals for the Federal Circuit, Microsoft was 
in fact infringing on Uniloc's patent. The ruling 
isn't all bad for Microsoft, as the original figure of 
$388 million in damages is being re-evaluated by 
the court because the decision was "fundamen- 
tally tainted by the use of legally inadequate 
methodology," according to Judge Richard Linn. 
The case will be sent back to the Rhode 
Island district court for further deliberation. 

I Cyber Threats In 2011 Target Apps, 
Apple & Android, Among Others 

McAfee released its 201 1 Threats Predic- 
tions report, which details cybersecurity 
threat predictions for the year. Social media 
is listed as a vulnerable target for malware 
attacks and spearphishing (targeted phishing 
attacks) in 201 1 — such tactics are used to 
assist cybercriminals in identity theft and 
user profiling. McAfee expects to see the 
long-anticipated arrival of threats to mobile 



devices this year, as well. Rootkits, Trojans, 
botnets, and other tactics will likely be used to 
steal data on smartphones and other devices. 
Additionally, due to the popularity of new and 
existing Apple devices, McAfee foresees 
increased malware attacks, as well as botnets 
and Trojans, on Mac operating systems. 

I Android Gaining On iPhone 

According to a new report from Nielsen, 41% of 
adult smartphone buyers in the United States 
purchased an Android handset during the past 
six months. The latest figures illustrate double- 
digit growth for Android since June 201 0, when 
only 28% of poll respondents said they'd bought 
an Android-powered smartphone during the pre- 
vious six months. Nielsen said the Apple iPhone 
accounted for 27% of smartphone purchases 
during the past six months, and 19% chose a 
BlackBerry device. Android is now only slightly 
behind Apple in market share, with Apple con- 
trolling 28.6% of the smartphone market and 
Android accounting for 25.8%. Market share for 
RIM'S BlackBerry has fallen to 26.1% from the 
33% it held in June 2010. 

I Nokia/Motorola Deal Delayed 

Nokia Siemens' plans to purchase Motorola's 
public carrier wireless network infrastructure 
assets have been put on hold for the time being, 
with Nokia citing a lack of regulatory approval 
from the Chinese Ministry of Commerce's anti- 
monopoly division. The deal, which is worth $1 .2 
billion, was originally slated to take place in the 
end of 201 but has been pushed to Q1 201 1 . 
Nokia's purchase of Motorola's assets is one 
piece of Motorola's overall plan to split itself into 
two separate entities: an enterprise mobility/ 
public safety unit and a mobile devices/set-top 
box unit. 

I Dell To Purchase SecureWorks 

In a move designed to expand its IT manage- 
ment offerings, Dell announced that it plans to 
acquire security services company Secure- 
Works. The two companies had already been 
working as partners on a set of SME-targeted 
security services, including Web application 
scanning and 24/7 monitoring. Dell expects the 
acquisition to further its reach in the managed 
security services market, which is growing 
quickly as more enterprises turn to managed 
services to meet their needs. SecureWorks 
currently serves about 2,900 clients, 1 ,500 of 
which are financial institutions, and the compa- 
ny expects revenues of about $120 million for 
fiscal year 2010. Financial terms of the deal 
were not disclosed. 

I U.S. still Lags In Broadband Speed 

Today's video-rich broadband applications 
require fast download and upload speeds, but 
49% of U.S. residents have Internet connec- 
tions that fall below the FCC's minimum broad- 
band speed standard of 4Mbps download and 
1Mbps upload. By 2015, the FCC's goal is to 
increase those standards to 50Mbps download 
and 20Mbps upload; however, just 1% of U.S. 
Internet connections currently meet that pro- 
posal. As a result, the United States ranks 
25th among countries in terms of average 
Internet connection speeds. In the United 
States, median download speed is 3Mbps, far 
behind South Korea's average of 34.1Mbps 
and Sweden's 22.2Mbps. 
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STATS & FACTS 



Providing The Latest Insight & Information From Leading Research Firms 



A Market Shift For The History Bool(S 

In announcing its predictions for 201 1 , IDC predicted what many have expected for some time: Within 

the next 18 months, shipments of app-capable, non-PC mobile devices such as smartphones and 
media tablets will outnumber PC shipments. IDC analyst Frank Gens says these app-capable, non-PC 
devices "are not replacing the PC— that's a key point— but expanding the market." 



On The Smartphone Side 



• This year, IDC says, manufacturers will ship more than 377 million app-capable, non-PC mobile devices. 
That's up from 284 million in 2010. And the momentum will continue, with more than 462 million shipments 
expected in 2012. 

• The mobile apps market will be aflutter, with manufacturers fighting for dominance. Users will download 
about 25 million mobile apps this year. In 2010, users downloaded slightly more than 10 million mobile apps. 

• Gartner's stats for the third quarter 201 (the most recent available) show smartphone sales doubled 
year over year, totaling 81 million units. Symbian was the market leader with 29.5 million 
smartphones sold, followed by Android with 20.5 million and Apple with 13.5 million. 





On The PC Side 

• IDC expects PC 
shipments this 
year to reach 402 
million, up about 
13% from 201 0's 
356 million shipments. 
In 2012, IDC expects 
shipments of about 
448 million PCs. 

• Gartner says PC 
shipments should 
reach 409 million this 
year, up about 16% from 

201 0's shipments of 352.4 million. 

• For the third quarter 201 0, iSuppli 
shipments of 88.1 million PCs, up 
from a year ago. 
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PRODUCT RELEASES 



The Processor Product Releases section 
includes brief overviews of data center products. 

All products listed have been released recently, so use this section to get 
up to date with what's new on the market and to find products you need. 



Manufacturers: ■ 
Do you have a new product that data center/IT* 
managers would be interested in learning about? 

Send your press release or product information 
to press@processor.com. 



Physical Infrastructure 



■ Emerson Network Power 
Liebert SH Hybrid Series Surge 
Protective Device 

Emerson Network Power launched the 
Liebert SH Hybrid Series Surge Protec- 
tive Device, which offers a true, coordi- 
nated multi-stage system of suppression. 
The Liebert SH Hybrid Series integrates 
the fast response time of the Silicone 
Avalanche Diode with the high-energy 
capability of the standard Liebert SI 
Series MOV. 



Networking & VPN 



■ Edgewater Networlcs 
EdgelVlarc 4601 Enterprise Session 
Border Controller 

Edgewater Networks has released the 
EdgeMarc 4601 Enterprise Session Border 
Controller, a solution designed to optimize 
and monitor voice, video, and data con- 
nections. The 4601 features network- 
ing harmonization between the service 
provider and PBX, traffic management, 
and passive quality call monitoring. The 
consistent SIP signaling interface offers 
troubleshooting and monitoring support; 
it's also equipped to handle NAT/Firewall 
issues, protect VoIP devices, and diagnose 
network impairments. The controller can 
work with PBX and communications sys- 
tems using Ethernet, FXS, and PRI inter- 
faces, as certified by the Edgewater SIP 
Trunking Interoperability lab. Additional- 
ly, it's compatible with the EdgeView 
VoIP Support System. 

■ Oracle VM VirtualBox 4.0 

Oracle released the open-source, cross- 
platform VM VirtualBox 4.0, which can 
support multiple guest operating systems 
on a desktop or laptop. Some of the soft- 
ware's primary features include a scalable 
display mode, an asynchronous I/O model 
for networked and local storage, virtual 
appliance sharing, and a virtual chipset 
that supports PCI Express. 



Storage 



■ RAID Razor II 

RAID released Razor II, the second 
generation of its Razor storage systems. 

mRAID 

i NCOR POKA I 



These systems feature either 8Gb Fibre 
Channel or 6Gb SAS host interfaces, 
with the capability of expanding to up to 
a total of 60 SAS drives in lU incre- 
ments. They also have 2.5-inch SAS 
drives with 10,000rpm and 15,000rpm, 
as well as a 1.7 million hour MTBF. The 
2.5-inch drives help save space when 
compared to 3.5-inch drives. The Razor 
II supports 300GB and 600GB 2.5-inch 
SAS drives and from 64 to 128GB solid- 
state drives. 

■ Supermicro SC417, SC837 

Supermicro announced a pair of prod- 
ucts that will be added to its Double-Sided 
Storage line. The SC417 supports up to 88 
2.5-inch SAS or SATA drives in a JBOD 



Supermicro 



configuration in a 4U rack space. The 
SC837, meanwhile, can hold up to 28 3.5- 
inch JBOD drives in its 3U chassis. 

■ Verbatim Arledia DVD-R 

Verbatim released the Arledia DVD-R 
archival media, which retains data twice 
as long as earlier media, according to 
manufacturer MKM (Mitsubishi Kagaku 
Media). Its reflective layer is made of both 
silver and gold for drive compatibility and 
longevity. The discs are also coated for 
scratch and fingerprint resistance. 



Security 



■ Exiade Cryptic Disk 

Exlade announced the newest version 
of Cryptic Disk, its corporate information 
encryption program. The upgrade improves 
multicore platform processing and now 
uses all cores for encryption. To increase 
security. Cryptic Disk doesn't save the 
user's key file path, and with the Deniable 
Encryption feature, encrypted volumes give 
no indication that they are encrypted. 

■ Sendmail Sentrion Connect 

Sendmail released 
the Sentrion Con- 
nect For Symantec 
Data Loss Preven- 
tion App, which 
helps enterprises 
safeguard email con- 
taining private and 
sensitive data from 
being delivered to 
inappropriate recipients or from leaving 
the organization. Sendmail says the app 
eases the integration configuration 
between the Symantec DLP Network 
Prevent for Email and Sendmail Sentrion 
Message Processor. The app aims to dis- 
cover, monitor, protect, and manage sensi- 
tive data no matter where it's stored or 
used, plus let companies reduce data 
breach risks, show regulatory compliance, 
and guard customer privacy and brand 
equity and intellectual property. The app is 
available in the Partners section of the 
Sentrion app store. 




Servers 



■ OEM Production CloudNet 1U13L 

OEM Production recently announced 
the availability of its CloudNet 1U13L 
rack server. The 1U13L features your 
choice of an Intel Xeon 3400, Core 15, or 
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Core 17 processor; an Emulex Pilot II 
graphics controller with 64MB of DDR2 
memory; six DDR3 DIMM slots; one PCI 
Express slot; six 3Gbps SATA ports; and 
an optional quad-port SAS and SAS RAID 
module. The CloudNet 1U13L supports 
Windows XP/Vista/7, Linux, FreeBSD, 
and Sun Solaris and features Intel 
Deployment Assistant and Intel Server 
Management software. For more on this 
product, see page 37. 



Clients 



■ InFocus IN5120 Projectors 

InFocus announced the release of its 
IN5120 series projectors, which feature 
inorganic LCDs and offer integrated con- 
nectivity and collaboration features. The 
series is rated at 4,000 lumens, producing 
sharp, bright images as large as 110 diag- 
onal inches. The projectors can be con- 
nected to a network, allowing anyone on 
the network to present, and can also use 
USB thumb drives for presentations with- 
out a computer. 

■ NextComputing Appliances With Intel 
Xeon 5600 Processors 

NextComputing announced it will 
release NextServer rackmounts. Vigor 
rugged portable computers, and Next- 
Dimension portable workstations with 
Intel Xeon 5600 six-core processors. 
NextComputing' s NextStream appliance 
also features the Intel processors and 
offers a total of 36 CPU cores in a 
2U form factor and many other high- 
speed features. 

■ Oce MPS Express and MPS Enterprise 

Oce recently announced improvements 
to its MPS (Managed Print Services) pro- 
gram, which helps businesses manage 
their printing networks. The program now 
includes MPS Express, a print manage- 
ment program designed for small busi- 
nesses, and MPS Enterprise, a consultative 
engagement process made specifically for 
larger companies. 

■ Oracle Business Intelligence 
For Utilities 

Oracle announced the latest release of 
Oracle Business Intelligence for Utilities, 
which helps utilities access, organize, and 
use the data they need to monitor activi- 
ties, make decisions, and meet organiza- 
tional goals. The release is also designed 
to help utilities gain visibility into the 
data influx from smart meter and smart 
grid deployments. 

■ Oracle Documaker Enterprise Edition 

Oracle announced the latest version of 
its Documaker Enterprise Edition, a tool 
designed to create and manage enterprise 



communications. New features include 
adaptive enterprise content, a redesigned 
Web-based iDocumaker module. Doc- 
ument Factory to help reduce costs and 
increase efficiency, and increased multi- 
language support. 

ORACLe' 



■ Oracle Insurance Insight 7.0 

Oracle launched the latest version of 
Insurance Insight, which is the firm's flag- 
ship insurance-specific data warehouse 
and business intelligence solution. In- 
surance Insight 7.0 now provides critical 
decision makers the information they need 
to help them take appropriate actions more 
quickly. The latest release includes an 
adaptive data modeling capability, which 
lets users employ a warehouse palette tool 
to automate some data warehouse element 
creation tasks. Other features include 
built-in insurance-specific data models, 
prebuilt content and interfaces for six 
P&C lines, and support for multiple lan- 
guages and currencies. 

■ Polywell PolylTX-H6700 Mini-ITX PC 

Polywell announced the release of its 
fanless Intel Core 15 Mini-ITX PC, based 
on the H67 Chipset and 1,155-pin proces- 
sor. The silent unit features USB 3.0, 
eSATA, 8GB DDR3 RAM, 30GB solid- 
state drive plus 500GB SATA hard drive, 
Blu-ray/DVD combo drive, and more, all 
packed into a Mini-ITX small form factor 
chassis measuring just 3.5 x 8 x 8.9 inch- 
es. The system includes Windows 7 Home 
Premium Edition 64-bit. 



Services 



■ Opnet Cloud Readiness 
Performance Assessment 

Opnet announced Cloud Readiness 
Performance Assessment, a service for 
clients and partners that aims to help in the 
successful migration of applications to 
cloud computing settings. The service uses 
Opnet' s methodologies and tools to pre- 
dict how applications will function once 
migrated; at which time, company consul- 
tants offer advice on addressing any issues 
uncovered to generate a migration plan. 



Do you have 
a new product 
that data center and 
IT managers would 

be interested 
in learning about? 

Send your press release 
or related product information 
to press@processor.com. 
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Server Racks • Server Cabinets • Wallmount Racks • LAN Racks 
Network Racks • Portable Rackmount Cases • Accessories 
GSA Schedules • Custom Racks Manufactured As Needed 

Our products are a solid value for yourtime and money. We pride ourselves 
in providing quality customer service. Please call us at (866) 207-6631 and 
let us know how we can solve your rackmount ne 
www.rackmountsolutions.net. 
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Upcoming 



For more Upcoming IT Events, see page 4, 10. 



Microsoft Lync 201 

Jan. 27. 1 p.m. 
New Horizons Austin 
300 Highland IVlall Blvd 
Suite 100 
Austin, Texas 
tinyurl.com/NHAustin1271 1 



AITP St. Louis 
Jan. 27, 5:30 p.m. 
Crowne Plaza Clayton 
7750 Carondelet Ave. 

St. Louis, Mo. 

stlouisaitp.org 



ISSA Metro Atlanta 
Jan. 27, 6:30 p.m. 
SecureWorks 
One Concourse Parkway NE, 5th Floor 
Atlanta, Ga. 
www.gaissa.org 



PMP- 

Project Management Professional 
Jan. 31, 9 a.m. 
Online Live 
www.nhnorthflorida.com 



- FEBRUARY - 

What's New In Exchange Server 2010 
Feb. 1. 1 p.m. 
New Horizons Fort Worth 
4100 International Plaza, Suite 200 
Fort Worth, Texas 
tinyurl.com/NHFtWorth21 1 1 

Feb. 2. 9 a.m. 
New Horizons Dallas 
150 W John Carpenter Freeway 
Suite 100 
Irving, Texas 
tinyurl.com/NHDallas221 1 

Feb. 3. 9 a.m. 
New Horizons San Antonio 
8200 IH-1- West 
Suite 500 
San Antonio, Texas 
tinyurl.com/NHSanAntonio231 1 



Central Plains ISSA 
Feb. 4, 1 p.m. 
Wichita Marriott Restaurant 
9100 E. Corporate Hills Drive 
Wichita, Kan. 
issa-cp.org 



AITP Research Triangle Park 
Feb. 10 
University Club 
4200 Hillsboro St. 

Raleigh, N.C. 
www.rtp-aitp.org 



AITP Oklahoma City 
Feb. 15 
aitpokc.org 



AITP Southwest Missouri 
Feb. 15 
aitpspringfield.org 

PASS Minnesota 
Feb. 15 
passmn.org 



AITP Omaha 

Feb. 17 
aitpomaha.com 



ISSA Northern Virginia 
Feb. 17, 5:30 p.m. 
issa-nova.org 



SIM Minnesota 
Feb. 17, 2:30 p.m. 
Northland Inn 
7025 Northland Drive N. 
Minneapolis, Minn. 
www.simnet.org 



AITP Akron- 
Outsourcing Data Center Operations 
Feb. 22 
Akron, Ohio 
www.akron-aitp.org 



AITP St. Louis 
Feb. 24, 5:30 p.m. 
Crowne Plaza Clayton 
7750 Carondelet Ave. 

St. Louis, Mo. 

stlouisaitp.org 



For more Upcoming IT Events, see page 10. 



COVER FOCUS 



Storage In The New Year 

Virtualization & The Cloud Will Continue To Reshape The Storage Landscape 



by Christian Perry 

Thanks to innovations in virtualization 
and the cloud, the IT storage landscape has 
morphed wildly over the past few years. 
Organizations now have the power and flex- 
ibility to store data to suit not only their 
budgets and equipment, but also the mobili- 
ty of their employees and customers. These 
technologies and others made great head- 
way over the past year and should continue 
to transform technology in 2011, according 
to experts. 

"The virtualization of more and more 
business applications and the rapid adoption 
of cloud technology means that storage 
strategies must shift from simply providing 
storage technology to managing storage and 
infrastructure as a service," says Edward 
Newman, global service line lead for cloud 
and virtual data center infrastructure at 



Key Points 



Experts anticipate a rise in storage virtual- 
ization as data centers focus increasingly 
on TOO, rather than capital expenses. 

The coming year will breathe new life 
into information lifecycle management as 
companies look to reduce their budgets 
through changes to storage and archiving. 

Cloud storage will continue its rise in 
popularity, as will hybrid clouds and pri- 
vate clouds that help enterprises to ease 
their transition to the cloud as a whole. 



EMC Consulting. "This will require a huge 
shift in storage operations for many organi- 
zations as they move their focus from simply 
managing storage technology to aligning 
with business and application stakeholders to 
manage the demand and capacity of their 
data and application services." 

Virtual Value 

More than ever, organizations are turn- 
ing to virtualization to do more with less — 
less equipment, less investment, less floor 
space. This concept has increasingly float- 
ed to the storage realm due to its ability to 
improve utilization and provide seamless 
data migration. Chris Marsh, IT market 
and partner development manager for 
Spectra Logic (www.spectralogic.com), 
predicts that storage virtualization and its 
tie-in with archival technologies will have 
a big impact in 201 1 . 

"Data centers are facing requirements 
to reduce their budgets significantly, and 
the emphasis is on TCO, or annual cost, 
not on the capital expense side, because 
of the economy," Marsh says. "Initiatives 
like active archiving and extending stor- 
age across multiple media types and onto 
tape is the most significant way to impact 
a company's year-over-year cost per 
gigabyte of storage. Companies simply 
can't get the rubber-stamp approval that 
they could a few years ago to purchase 
more and more performance disk." 

ILM To The Rescue 

The amount of data stored at the average 
enterprise was already massive before 
2010, but the rise of mobile applications 
and social networking has piled enterprise 
data even higher as more employees are 
working and communicating from remote 
locations. Still, data remains data, and most 



information eventually 
becomes obsolete, in turn 
placing the onus on data 
center managers to effec- 
tively manage the flow of 
information onto and off 
of storage systems. 

Marsh predicts a rise in 
the use of information • ^vV.X 
lifecycle management in 
2011 as companies must 
increasingly address their 
approaches to storage 
and archiving — rather 
than just the products 
they're using — to reduce 
their total cost. As data 
centers grow exponen- 
tially, the cost of stor- 
ing data is going to go 
directly under the bud- 
getary microscope. 

Into The Cloud 

External cloud storage should continue its 
ascent in 2011, but internal — or private — 
clouds are slated to make a particularly big 
impact in the coming year as organizations 
become more familiar with the technologies 
and strategies around their deployment. 
Because businesses rarely trust their entire 
storage infrastructures to external cloud 
models, hybrid clouds that use both hosted 
services and on-premises archives should 
enjoy increased popularity in 201 1. 

Newman notes that many organiza- 
tions are preparing for the move to the 
cloud by designing storage for enterprise 
private clouds. "The benefits to this 
approach include access to data from 
anywhere using ubiquitous Web-based 
tools such as REST [representational 
state transfer], automatic remote syn- 
chronization of updates to multiple geo- 
graphic locations, automatic worldwide 
tiering, and compliance policy enforce- 
ment," he says. 

CDMI, or the Cloud Data Management 
Interface, also will have a big impact in 
2011, says Rob Peglar, vice president of 
technology for Xiotech (www.xiotech.com), 
as it outlines a complete methodology for 
managing cloud storage via RESTful proto- 
cols and will help prevent vendor lock-in for 
cloud storage users. 

Preparing For Change 

Tomorrow's storage technologies and 
strategies generally have agility and ease 




of use in mind, but managers can 
nonetheless start working now to prep 
their environments. According to New- 
man, this means preparing to go small 
and get dense. "If your data center is 
not already stuffed full of 2TB drives 
and straining your power and cooling 
capabilities today, it soon will be," he 
says. "The major strategy emerging to 
deal with this challenge is to move 
toward small-form-factor drives with 
higher and higher densities but smaller 
power footprints." 

He also recommends that data center 
and IT managers adopt a more integrated 
view of their IT infrastructures to pre- 
pare for delivering IT as a service and 
infrastructure as a service. For example, 
integrated infrastructure offerings such 
as Vblocks could make sense for some 
environments. In general, he advises 
focusing on service levels, service cata- 
logs, and service portfolios across the IT 
infrastructure to make it easier for busi- 
ness and application owners to under- 
stand, consume, and pay for services 
provided by IT. 

"Data centers are also becoming more 
efficient in their use of power, cooling, 
and other 'inputs,' and storage strategies 
which leverage this trend will prevail," 
Peglar says. "The overall business strategy 
of reducing operational expense is still 
very much in play in 2011, and efficient 
storage will win the day." J 



Biggest Trend To Watch: Uncharted Waters 

Whereas storage technology comparisons of the past boiled down to which product was the 
best of class, today's IT managers now must focus progressively on the various available 
approaches to storage, archiving, and backup. According to Chris Marsh, IT market and 
partner development manager for Spectra Logic (www.spectralogic.com), this fresh focus 
will help managers determine the methodology that best meets their companies' needs. 

"Many storage companies are targeting new markets that they have not previously gone 
after," Marsh says. 'This translates to a merging of technologies from the mainframe, 
archive, broadcast, and traditional backup markets. . . . The dialogue will no longer be as 
granular as inline vs. post-processing [deduplication] but will expand to dedupe vs. active 
archive vs. cloud/outsourcing." 

Cloud vendors, in particular, are going to be challenged by other industry storage methods 
to clearly define and defend methodologies for data protection, he adds. Regardless of how 
data is compressed and moved around in the cloud, the fact remains that data is indeed in 
the cloud and needs to be protected and accessible. In 201 1 , cloud providers will be 
pressed to explain why they're using a specific method for backup and archiving, rather 
than explaining simply that they provide those services in general. 
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Automatic Transfer Switch — ATS 




Standard Features 

Out-Of-Phase Source Switching 
8-1 5ms Switcliing Time 
Programmable Dropout Voltage 
Programmable Switchback Voltage 
SNMPAnd HTTP With DS-Series 
PCB-Based Reliability 
Reports Volts, Current, Watts, VA 
Break-Before-Make Transfer 



Provide Redundancy To Single-Corded Devices With 
The Ability To Switch Out-Of-Phase Sources In 8 To 15ms. 



Providing redundancy on the power-circuit level is critical to maintaining 
uptime. The ATS Series provides a simple and reliable solution for automati- 
cally sensing power loss and seamlessly switching to a backup circuit. 
BayTech ATS transfer switch line offers a unique approach to performing the 
transfer by completely severing the connection between the source and load 
then waiting for the zerocrossing to perform the transfer. This is the driving 
force behind being able to perform out-of-phase transfers with a low-cost 



solution. Monitoring Power on the ATS is a unique feature which provides 
information about: 

• Amperage Load • (Watts) True RMS Power • Volt-amps 

• Voltage • Internal Temperature 

By combining the ATS and the DS-Series, console server alerts on power 
and transfers can be sent via secure SIMMP V3. 



Bay Technical Assoc. Inc. 5239 A Avenue Long Beach, MS 39560 Tel: 228-563-7334 Fax: 228-563-7335 sales@baytech.net 



PDUs 



direct 



pdusdirect.com 




Robust, economical power distribution solutions 
sliipped within 24hrs - just 4-clicks away! 



(2^ 



COST EFFECTIVE 

Buy at 10-20% below competing sites 

FAST SHIPPING 

Products ship within 24-hours 

EASY-TO-USE WEBSITE 

Transactions completed in 4-clicks 

INDUSTRIAL GRADE QUALITY 

Highest quality PDUs on the marl<et 



PDUs 



direct 



Tel +1.888.751.7387 
Fax +1.775.284.2065 

www.pdusdirect.com 
sales@pdusdirect.com 



Premium Quality PDUs without the Premium Price 
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Prepare For The Unexpected With Room Alert 



^J^o one knows when or how disaster will 
.slrike. We just know the potential is always there. 
So preparation is crucial to minimizing its impact 
on computers, networks, users & business. 

When disasters occur, there are significant 
costs in areas that go far beyond the simple 
replacement of damaged hardware. This is 
because what happens in the data center or other 
facility effects the entire organization. If disaster 
strikes your facility, how will it impact business? 
Who will gel the blame? Could it have been 
prevented? What will it cost? 









Start Al Si95 


Room Alert products can mnnitnr: 


• Temperature 


' Smol(e/Flre 


^ Humidity 


' Air Flow 


■ Heat Index 


• Sound, Light 


• Main / UPS Power 


' Panic Buttons 


• F=lood/ Water 


• Dry Contacts 


' Room Entry, Motion 


* Switch Sensors 


■ IP NetworK Cameras 


■ Wireless & More 



AVTECH has a full line of powerful, scalable 
Room Alert solutions for real-time 
environinent monitoring in a computer room, 
data center or other facility. All models 
arrive assembled with easy to install 
hardware, cables, sensors, easy-to-use 
logging & alerting software, printed 
documentation, unlimited technical support 
and a '30-Day Satisfaction Guarantee'. Users 
can typically install in under 10 minutes. 

Room Alert products inonitor critical 
environment conditions like temperature, 
power, humidity, flood, smoke, room entiy, 
air tlow, motion and more, alert statTby any 
method and can take automatic corrective 
action. There is a model that is right for any 
organization and budget... yours too! 

Call or Visit Us Online Today 



S^AVTECH 



888.220.6700 • 401.628.1600 
AVTECH.com 



Protect Your IT Facility... Don't Wait Until It's Too Late! 



^ AV I KI H «v<-rldMiJL-k"iLdi:ri>n r& ladliliirs. 
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Upcoming 



For more Upcoming IT Events, see pages 4, 8. 



ISSA Metro Atlanta 
Feb. 24, 6:30 p.m. 
SecureWorks 
One Concourse Parkway NE, 5th Floor 
Atlanta, Ga. 
www.gaissa.org 



Southern California Linux Expo 

Feb. 25-27 
Hilton Los Angeles Airport Hotel 

Los Angeles, Calif. 
www.socallinuxexpo.org/scale9x 

- MARCH - 

Central Plains ISSA 
March 4, 1 p.m. 
Wichita Marriott Restaurant 
9100 E. Corporate Hills Drive 
Wichita, Kan. 
issa-cp.org 



AITP Research Triangle Park 
March 10 
University Club 
4200 Hillsboro St. 

Raleigh, N.C. 
www.rtp-aitp.org 



Cisco (ROUTE): Implementing Cisco IP Routing 
March 14, 9 a.m. 
Online Live 
www.nhnorthflorida.com 



AITP Oklahoma City 
March 15 
aitpokc.org 



AITP Southwest Missouri 
March 15 
aitpspringfield.org 



PASS Minnesota 
March 15 
passmn.org 



AITP Omaha 

March 17 
aitpomaha.com 



ISSA Northern Virginia 
March 17, 5:30 p.m. 
issa-nova.org 



SIM Minnesota 
March 17, 2:30 p.m. 
Northland Inn 
7025 Northland Drive N. 
Minneapolis, Minn. 
www.simnet.org 



AITP St. Louis 
March 24, 5:30 p.m. 
Crowne Plaza Clayton 
7750 Carondelet Ave. 

St. Louis, Mo. 

stlouisaitp.org 

Data Center World 
March 27-31 
Mirage Hotel & 
Convention Center 
Las Vegas, Nev. 
www.datacenterworld.com 



AITP Akron- 
Tools For Deploying Windows 7 
March 29 
Akron, Ohio 
www.akron-aitp.org 



ISSA Metro Atlanta 
March 31, 6:30 p.m. 
SecureWorks 
One Concourse Parkway NE, 5th Floor 
Atlanta, Ga. 
www.gaissa.org 

- APRIL - 

Central Plains ISSA 
April 1, 1 p.m. 
Wichita Marriott Restaurant 
9100 E. Corporate Hills Drive 
Wichita, Kan. 
issa-cp.org 



AITP Research Triangle Park 
April 14 
University Club 
4200 Hillsboro St. 

Raleigh, N.C. 
www.rtp-aitp.org 

AITP Oklahoma City 
April 19 
aitpokc.org 
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2011 Security Trends 



Securing Mobile Devices & Preventing IVIalware 
Are Paramount To Protecting The Enterprise 



by Elizabeth Millard 

Security is always a fast-moving area 
for trends, and the coming year sliould 
be no exception. From mobile device 
lockdowns to social media concerns, 
2011 is likely to be rife with security 
challenges and opportunities. Here's a 
look at what SMEs might see. 

Mobile Devices 

Enterprises have dealt with mobile 
devices for a long time, but increasing 
operating system complexity and the 
pace of device change will boost security 
issues in this area in the year ahead, 
experts believe. 

Research firm IDC predicts that by the 
end of the next year, mobile device ship- 
ments of new units will have increased by 
55%, and research firm Gartner estimates 




Key Points 



Mobile devices will come to the forefront of 
security, as more people use them to man- 
age business contacts and information. 

The FISMA 2.0 regulations that pertain 
to how federal agencies manage securi- 
ty are likely to influence changes to the 
private sector. 

Malware and viruses will continue to 
be big threats to SMEs, especially as 
malware breaks through virtualization 
technologies. 



that in the same timeframe, 1.2 billion 
people will be using phones with rich 
Web capabilities. "Increasingly, these are 
devices that sales and business use to 
keep all their contacts," says Pierluigi 
Stella, CTO of managed security firm 
Network Box USA (www.networkboxusa 
.com). "They need to integrate with 
the desktop to transfer diary, address, 
and backup." 

The architecture of these systems is 
going to be critical in terms of security, 
he adds, because not all of the devices 
will have push technology that keeps the 
systems secure. This will be a concern 
going forward, he believes, despite the 
number of viruses for mobile devices 
being low right now. 



The increasing presence of mobile 
devices introduces a new aspect of secu- 
rity for some companies, which leads 
some to believe that a new security proto- 
col will be put in place to enhance protec- 
tion, notes Anup Ghosh, chief scientist 
and founder of security firm Invincea 
(www.invincea.com). "This enhanced 
security protocol will assist in protecting 
data from being shared outside the com- 
pany's network, whether by accident or 
on purpose," Ghosh says. 

Malware, Viruses & Worms 

Zero-day vulnerabilities will continue 
to be one of the biggest threats to SMEs 
as the majority of antivirus vendors take 
about five hours to provide solutions to 
new threats, according to Simon Heron, 
CTO of Network Box UK. He believes 
companies should investigate how to get 
protection faster. 

"Increased scrutiny will be required as 
viruses become more subtle, hiding more 
effectively," he says. "Scanning inter- 
nal and external networks for installed 
malware will be more common [to help 
identify] malware that attempts to be 
unobtrusive." An example of this. Heron 
says, is the Conficker worm, which 
sat quietly on infected systems but 
responded on TCP port 445, enabling 
companies to remove the threat before 
it became active. 

In terms of malware, a large concern is 
that more malware will attempt to break 



Biggest Trend To Watch: Social IVIedia Attacl(s 

Attackers always take advantage of growing trends to find the easiest ways to steal data or 
take control of IT assets, notes Randy Barr, CSO of Qualys (www.qualys.com), a vulnerabili- 
ty management and policy compliance firm. "With the vast number of people participating in 
social media activity through sites like Facebook and Twitter, we expect hackers to continue 
to target individuals using social media sites," Barr says, adding that this trend will also 
extend to the use of social media on mobile devices because of the number of people 
accessing the sites by that method. 

These attacks could combine with another major trend, which is attackers organizing with 
each other and launching coordinated cyber attacks. Barr cites the recent example of I 
WikiLeaks supporters banding together to launch distributed denial-of-service attacks against 
sites that declined to keep WikiLeaks online. "Unfortunately, we can expect to see more of 
this, with increasing hacker how-sites and forums," Barr says. "We can expect to see more 
YouTube videos and instructions on how to create malware or create botnets to launch 
attacks, as well." 



through virtualization, says Fred Touchette, 
senior security analyst at AppRiver (www 
.appriver.com), an Exchange hosting 
provider that offers managed virus, spam, 
and email protection. "Many breeds of 
malware today can detect if they are run- 
ning within virtual machines and make 
adjustments or shut down altogether in 
order to evade detection, but only a few 
proof-of-concept viruses have actually 
attempted to break free into the host 
machine," he says. "I expect to see more of 
these in the near future." 

Touchette also expects more fallout 
from the Stuxnet worm, which was first 
discovered in July 2010. The worm target- 
ed critical infrastructure and very specific 
targets, he notes, and it's likely that there 
will be more attacks made in this fashion. 

Standards & Regulations 

The Federal Information Security 
Management Act, or FISMA, established 
standards for federal agencies for manag- 
ing information security, notes Harry 
Sverdlove, CTO of security company 
Bit9 (www.bit9.com). The act largely 
involves periodic security audits and 
extensive paperwork related to compli- 
ance. The updated act, FISMA 2.0, takes 
a more modern approach, Sverdlove 
explains, focusing on continuous moni- 
toring of security data. 

"The idea that security should be a 
continuous collation and correlation of 
data across an organization makes 
sense," he says. "FISMA 2.0 formalizes 
this idea and will be a driver for change 
in the public sector. These federal stan- 
dards will influence security in other 
sectors, like health care and financial 
services, and ultimately, the broader pri- 
vate sector." 

Another area to watch will be stan- 
dards promoted by the National Institute 
of Standards and Technology, he adds. 
Standards such as the Security Content 
Automation Protocol provide the frame- 
work for different products and technolo- 
gies to share information. "Security is 
multifaceted with hundreds of special- 
ized technologies," Sverdlove says. 
"Being able to share data across these 
technologies in a standard format is a 
significant step toward achieving holistic 
and continuous monitoring." II 



January 14, 2011 



Processor.com 



COVER FOCUS 



Page 1 1 



News 



The Year Ahead In Power 



Boost Efficiency & Lower The Electricity Bill In 2011 



by Bruce Gain 
■ ■ ■ 

Here is one thing you can be sure 
about in 2011: Whether your data center 
is growing or shrinking, power will con- 
tinue to be a key concern, and how you 
manage power will likely change, as 
well. New technologies, government rec- 
ommendations, different priorities, and a 
host of other variables will shape power 
management trends during the coming 
year. Industry experts share their 
thoughts about what to expect. 

Cheaper & More Flexible 

Power application delivery and availabil- 
ity will remain a key concern next year, 
and other performance factors will emerge 
as data center managers seek more flexible 
and inexpensive ways to squeeze more 
power savings out of their existing equip- 
ment, says Jack Pouchet, director of energy 
initiatives at Emerson Network Power 
(www.emersonnetworkpower.com). 

"From an administrator's perspective, 
the overarching concern will still be 
focused on application delivery and avail- 
ability," Pouchet says. "However, this 
will be nuanced with a drive for increased 
flexibility, scalability, and ever-reduced 
cost per unit of workload delivery." 

Tracking Power Consumption Is Key 

The U.S. government recommends that 
data centers work toward achieving bet- 
ter PUE (power usage effectiveness), 
which is the ratio of the total data center 
power consumption divided by the 
amount of power consumed by IT. 
However, data center managers will like- 
ly look beyond this metric when gauging 
power efficiency in 2011, Pouchet says. 
"We expect to see less of a focus on 
PUE," Pouchet says. "Existing data cen- 
ters only have so much room to move 
that needle, and more attention will be 
placed on practical strategies that maxi- 
mize existing investment and reduce 
total energy consumption." 

Instead of sole focus on PUE, power- 
savings goals will increasingly become 
intertwined with new and existing metrics 

1 

Biggest Trend To 
Watch: Reducing 
Idle Power Usage 

Experts predict 201 1 will see a trend of elimi- 
nating the power waste that comes from 
servers running in idle mode. The 
Environmental Protection Agency and the 
Department of Energy's joint Energy Star 
(www.energystar.gov) program, which was 
created to communicate environmentally effi- 
cient products and sen/ices to businesses 
and consumers, will help to spearhead this 
trend in 201 1 , according to Jack Pouchet, 
director of energy initiatives at Emerson 
Network Power (w/ww.emerson 
networkpower.com). "[Thanks to Energy 
Star], we expect to see a greater focus 
on idle power performance as far too many IT 
devices consume 60 to 75% of their full- 
power rating when sitting idle," Pouchet says. 
"As most IT devices are idle 95% of the year, 
this is the single largest area for energy sav- 
ings within a data center, period." 



that measure the overall environmental 
impact of data centers. Additional power | 
management metrics include the nonprofit 
Green Grid's CUE (carbon utilization 
effectiveness) and WUE (water utilization 
effectiveness) benchmarks, Pouchet says. 
"These are both tightly linked with overall 
data center efficiency," he says. "These 
and other green factors will become more 
meaningful in data center site selection 
and in the choices associated with power 
and cooling upgrades." 

Experts also expect monitoring sys- 
tems and detailed analyses of power con- 
sumption to become more critical in 
2011. "The main requirement around 
managing power in the data center is 
having better visibility of what is going 
on," says Clive Longbottom, service 
director of business process facilitation 
at Quocirca (www.quocirca.com). "A 
good starting point is to ensure that you 
as the IT manager have visibility of the 
energy bill — it's amazing how few do 
see the bill." 

Jack Norris, vice president of marketing 
for Power Assure (www.powerassure 
.com), recommends using DCIM (data 
center infrastructure management) solu- 
tions to measure power usage as it en-ters 
the building and tracking it to the device 
level. "Many data centers are underutilized, 
and with the proper metrics and tools, 
power consumption can be reduced with no 
impact on service levels," Norris says. 

Smart Technology 

& Infrastructure Decisions | 

Much has been discussed about the pur- 
ported commoditization of server CPUs 
and memory devices, and some admins 
might suspect that the computing perfor- 
mance/power consumption ratio has lev- 
eled off. Not so, says Brad Kowal, assis- 
tant data center director for Shands 
Healthcare in Florida. If you are thinking 
about an upgrade in 201 1, rest assured that 
high-performance CPUs and memory 
modules will be available that can offer 
better computing performance while 
requiring less power to run. "Not-so-old 
equipment replaced with newer and denser 



Key Points 



Power application delivery should become 
more flexible and cost-effective in 201 1 . 

The U.S. government-backed PUE 
(power usage effectiveness) metric will 
remain important, yet other benchmarks 
that gauge true power efficiency will 
increasingly be used. 

Cooling strategies such as hot aisle/ 
cold aisle layouts will become more 
prevalent in the data center, reducing the 
amount of power needed to run the cool- 
ing infrastructure. 



equipment that consumes much less power 
can yield a three-fold improvement in 
[server] capacity," Kowal says. 

On the infrastructure side, as hot 
aisle/cold aisle layouts are now the norm, 
data center managers will increasingly 
seek ways to keep hot and cold air from 
mixing and therefore causing a huge 
drain on power resources. "To keep your 
hot air from recirculating back into the 
cold air, implement a hot air return sys- 
tem, which can be done at a fairly low 
cost," Kowal says. "If you have a raised 
ceiling, extend your computer room air 
handler units up, use your raised ceiling 
as a hot air aisle return plenum, and let 
the laws of heat rising take over. We saw 
a 25% gain in cooling capacity just from 
implementing this simple solution." 

More Outsourcing, Less Power 

Cloud computing, software as a ser- 
vice, and data center colocation are all 
examples of how data center managers 
are increasingly outsourcing services to 
third parties. Going into 2011, the power 
savings potential that outsourcing offers 
can serve as a boon for data centers at 
small to midsized enterprises. "Don't 
miss out on the ultimate 'get out of jail 
free' card for [power savings]: outsource 
it," Longbottom says. "The power is then 
seen as being the outsource company's 
problem, not yours." ^ 





study: IT Outages Cost 
North American 
Businesses 
$26.5 Billion A Year 

Businesses in North America are losing $26.5 
billion in revenue every year because of slow 
recovery from IT systems downtime, according 
to a study from CA Technologies. The study, 
based on responses from 200 companies, 
found that the average business experiences 
1 hours of IT downtime a year and sees a 
29% reduction in its ability to generate revenue 
during periods of downtime. 

Respondents said that even after service is 
restored, they experience an average of anoth- 
er 7.5 hours per year of reduced operation 
while IT is recovering lost data. During that 
time, those companies' ability to generate rev- 
enue was degraded by an average of 1 7%. 

The study also found that smaller companies 
experience the most disruption during out- 
ages, showing a drop of 39% in their ability to 
generate revenue, compared to 1 9% for medi- 
um-sized companies and 28% for large com- 
panies. Smaller companies also took longer to 
recover from 
periods of 
downtime 
than 
larger 
ones. 

"One 
reason 
smaller 
businesses 
suffer more 
from periods of 
downtime is that 
they lack economies 

of scale," says Steve Fairbanks, vice president 
of product management for data management 
at CA. 'They typically have limited internal IT 
resources, or they outsource IT, and endure 
longer than necessary interruptions to their IT 
systems because their data protection policies 
aren't robust enough." 

Reducing The Effects Of Downtime 

Fairbanks says businesses have several 
options to prevent downtime and to restore 
critical services after periods of downtime. 
"For starters, businesses should identify their 
truly business-critical systems and data and 
design their infrastructure to reduce the fre- 
quency of outages in these systems by im- 
plementing high-availability solutions such 
as clustered servers, replicated storage, and 
high-availability software," he says. 

Fairbanks also says that businesses should 
consider granularity when planning backup 
options, because a more granular recovery 
method will allow IT to focus on recovering 
critical data first. He says businesses can also 
speed recovery after sen/er crashes by using 
bare metal restore solutions, and IT should 
use disk-based backup technologies and 
replication solutions that can help eliminate 
data loss or damage. 

"Replication technology is a great complement 
to any backup solution for critical data and 
databases, as long as the technology protects 
against logical corruption of data as well as 
physical failure," he says. "It's also important to 
work with the right partner. It's not a one-size- 
fits-all situation, so look for specialized data 
protection partners who understand the spe- 
cific needs of an organization and can deliver 
a comprehensive solution." 

by Kyle Harpster 
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Tablets Set 
To Take Chunk 
Out Of PC Market 

Analysts across the board are predicting 
that tablet sales are set to take off in 201 1 , 
and according to research conducted by 
investment and securities firm Goldman 
Sachs, that growth is going to have a huge 
effect on PC sales. Specifically, Goldman 
Sachs forecasts a growth rate of 8% for 
PCs, which is actually lower than predic- 
tions from other Wall Street analysts, who 
expect growth in the mid-teens. The firm 
attributes the hit in PC sales to its belief that 
tablet sales are going to eat into sales of 
traditional PCs, notebooks, and netbooks at 
a rate of 33 to 35% — meaning tablets will 
actually replace one in three PCs, Goldman 
Sachs says. 

Tablets are fast becoming a major disrup- 
tive force in personal computing. According 
to the investment house, 54.7 million tab- 
lets will be sold in 201 1 — an increase of 
500% over 2010— and 79.2 million will sell 
in 2012. Sales grew 140% quarter over 
quarter in Q4 2010. 

Game Changers 

Tablet devices have been around for a 
while, but because the interface was not 
quite right, or there weren't enough appli- 
cations to run on them, they were not 
widely adopted in the past. However, that 
all changed when Apple released its iPad 
in early 2010. 

Since its release, iPads have been selling 
at a feverish pace. As a result, a number 
of tablet competitors have entered the mar- 
ket, and many are forgoing the traditional 
Microsoft operating environment in favor 
of using the Android OS. Goldman Sachs 
expects that of the 54.7 million tablets that 
will be shipped in 201 1 , the majority will 
run either iOS or Android, meaning Micro- 
soft must hurry to develop its tablet offer- 
ing if it hopes to remain competitive in the 
long run. Currently, the software giant is 
expected to wait until early 201 1 to release 
tablets, which will likely use a Windows 7- 
based operating environment and run on 
Intel mobile processors. 

With these developments, prices overall are 
expected to come down with more players 
in the field. Goldman Sachs believes, how- 
ever, that only a handful of vendors will 
remain competitive in the tablet market for 
the long term. 



by Patrick Kean 
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Mobile Access Trends 
To Watch In 2011 



Tablet PCs & New Security Threats Are Changing 
The Way Enterprises Approach IVIobility 



by Holly Dolezalek 
• ■ • 

Is YOUR NETWORK Starting to look more 
and more like Facebook, with people 
checking in from all kinds of places and all 
kinds of devices, and a diminishing distinc- 
tion between the personal and the profes- 
sional? If so, you're not alone. Regardless 
of whether 2011 is going to be the Year of 
the Tablet, as research firm Info-Tech has 
declared, it's definitely going to be the 
Year of the Mobile. Here are some trends 
you can expect in mobile access this year. 

Tablets On The Move 

There's nothing new about mobile 
access, of course; employees have been 
using VPNs to dial into the network from 
their laptops in hotels and answering 
emails on their BlackBerrys for years. 
What will be different this year is a bur- 
geoning number of devices that can do a 
lot more than a BlackBerry, yet feel 
more like an iPhone: tablet PCs. 

Ahmed Datoo, chief marketing officer at 
Zenprise (www.zenprise.com), expects 
enterprises to shift in 2011 to purchasing 
and deploying tablet PCs such as the iPad. 
"One of our biggest predictions for 2011 is 
that it will be the year the laptop dies," he 
says. "The iPad has a larger screen size and 
greater computing power than an iPhone or 
other smartphone devices, and we anticipate 
that tablets like the iPad will be the device 
of choice for enterprises looking to deploy 
mobile business applications." 

Martin Hack, executive vice president 
of NCP Engineering (www.ncp-e.com), 
believes that whatever devices are on the 
network, there are likely to be more 
owned by the employee than by the com- 
pany. "There will be an increase in 'bring 
your own' in which companies simply 
provide an allowance that can be used 
toward the purchase of mobile devices," 
Hack says. "This is clearly a result of per- 
sonal and business use becoming increas- 
ingly intertwined and IT departments not 
being able to respond fast enough to end 
users' device choices." 

That means more responsibilities for IT 
or data center professionals managing 
access for more devices, including iPads 
and tablet PCs. But it also means a surge in 
new applications written specifically for 
these devices, which in turn means poten- 
tially complex changes in the traffic on the 
network. "Technologies such as VPNs, 
antivirus, backup and restore, and others 
will need to be developed in order for the 
iPad to become a viable corporate tool," 
says Rudy Rouhana, director of product 
marketing for Daegis (www.daegis.com). 

Mobile Security & Storage 

The influx of tablets will mean new con- 
cerns about security and data loss. "With 
huge amounts of both personal and enter- 
prise data now residing on mobile devices, 
proper authentication, on-device data 
encryption, and the ability to completely 
wipe data or otherwise render a device 
unusable become key concerns," says Zoran 
Ivanovic, vice president of engineering for 



Antenna Software (www. antenna 
software.com). 

In fact, as mobility becomes 
more of a given in the interest of 
increased employee productivi- 
ty, the potential for data breach- 
es multiplies. For example, proper 
management of mobile access in 
eludes shutting off that access, and 
IT and data center managers are 
increasingly going to have to refine their 
pro-cesses for monitoring and managing 
it. "Mobile employees might not have 
their remote access capabilities deprovi- 
sioned upon job termination, which, as 
we have seen, can lead to data breaches," 
Hack says. 

Another new concern is making sure that 
the data on those tablets gets backed up. 
"Currently, most of these devices simply 
back up locally on end-user desktops or lap- 
tops," Rouhana says. "If that's the case, it 
may become even more important to extend 
enterprise backup beyond file servers all the 
way to the end-user desktop and also ensure 
that the relevant directories associated with 
the iPad are backed up." 

Rouhana expects that the tablet PC may 
become a new medium for old vulnerabili- 
ties. He notes that email applications on 
iPads often don't display the headers, which 
makes it harder to determine whether the 
email is genuine or a phishing attempt. And 
although Apple products have historically 
been less prone to viruses than Microsoft, 
Rouhana believes that the large installed 
base and common OS of the iPad will make 
it a tempting target for hackers — especially 
because the population isn't used to them. 
"Thus far, users have yet to experience 
viruses on mobile devices," he says. 

A New Relationship 

But the advent of the iPad and tablets in 
general doesn't just mean new devices 
knocking on the network's door. The 
iPad's combination of the powerful and the 
personal has Rouhana convinced that iPads 
are likely to overturn the traditional rela- 
tionship between company and employee. 
"iPads blur the line between personal and 
professional use," he says. "Unlike a lap- 
top, the user experience on an iPad is more 
casual, which can contribute to users 
becoming more careless about what they 

The Biggest Trend 
To Watch: The iPad 

Without a doubt, the iPad is the trend 
to watch in mobile access. IPads are 
becoming a popular corporate tool already; 
in December alone, JP Morgan Chase 
announced that it was going to buy 1 ,000 
IPads for employees in its global invest- 
ment division, and semiconductor manufac- 
turer KLA-Tencor gave all 5,400 of its 
employees iPads. The new applications, 
new uses, and possibly the new viruses 
and vulnerabilities may make the iPad the 
biggest game-changer this year in your 
company's network. 




Key Points 



Mobile access will pose more security 
and data integrity issues as devices 
become capable of handling and storing 
more data. 

The distinction between company and pri- 
vate data is going to get more important 
as case law in the area of mobile devices 
continues to evolve. 

Mobile devices haven't been consistently 
targeted by hackers yet, but the advent of 
the IPad may make them a tempting tar- 
get for viruses and other malware. 



store on the device. That will inevitably 
lead to significant challenges for data 
center managers who are responsible for 
managing, cataloging, and ensuring the 
safekeeping of information." 

Rouhana warns that no company should 
assume that just because company data is 
on a device, the company is entitled to it — 
or will be able to get it. That's because 
when employees use personal devices for 
professional work, there's room for argu- 
ment about whether the data on that device 
is company property. A recent court case. 
City of Ontario v. Quon, established that a 
police officer had to turn over data on his 
cell phone. But with devices such as lap- 
tops or tablets, the assumption is that not 
everyone will have an alternative device 
so as to keep personal and work data sepa- 
rate, Rouhana says. 

"When dealing with a variety of 
devices, I'd recommend that a company 
communicate to its employees that they 
may use equipment for some personal use, 
but caution the end user to be conscious of 
what they do [from a security stand- 
point]," he says. "The point of this open- 
ness is to build a relationship of trust 
between the company and the end user, so 
should the company need to acquire infor- 
mation from the device, the end user will 
be more likely to cooperate." 

This year, you'll need to dust off those 
mobile access policies and update them for 
the new realities. Policies should cover the 
usual issues of security and proper storage 
of personal and company data, but they may 
also need to cover after-hours work with 
mobile devices. "Several lawsuits have 
emerged where employees claimed they 
were required to use their mobile devices 
after hours without pay," Datoo says. "We 
anticipate that more employers will imple- 
ment and enforce corporate policies to cre- 
ate clear guidelines for after-hours work on 
mobile devices and ensure proper compen- 
sation for non-exempt employees." B 
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s a U.S. designer and manufacturer of 
hnical Workspace Solutions. 



Command Centers 
Control Stations 
PACS - Mobile Carts 



Relay Racks 

Flat Panel Monitor Arms 
Motorized Work Stations 




IGrgO'888.222.7270 hergo.com 




GSA Contract # - GS-29F-01 33( 

f 56-01 55th Avenue, Maspeth, New York 11378 



DUALCOMPLUS 

ROBUST FEATURES AT A GREAT VALUE 



DAZA 




DEPOL 




Individual Outlet Cirber Breaker® 
Current Metering the Virtual 
and Control Circuit Breaker™ 



a! 
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Contact: sales@cyberswitching.com or 888.311 .6277 
to place your order or for more information 





CYBER(g)SWITCHING 



(g) www.cyberswitching.com 
888.436.9830 



A Gaw Associates, Inc. Company 

Toll Free: 877-GAW-RACK • DataCenterDepot.com 

(429-7225) 



We are an industry leader, nationally recognized 
for the highest quality 
products and services, mmfm fm 

as well as most Ic _ 

economical solutions. 






Made in the USA 



Standard & 
Seismic racks 




Numbers speak for 
themselves! 



Customer satisfaction 97.5% 
On-time delivery 95.3% 
Quality 99.0% 

Source: ISO/R 9000 Certification Oata 



Adjustable height tables 
Wall mount racks 



Rack accessories 




• Cable ladders 

• Cable management 

• Custom manufactured 
racks and accessories 

• Design solutions 
and free expert 
consulting 

• Rack and stack 




Technical furniture 



Rack mount travel case 



Call us today, receive answers today: 877-429-7225 
Give us 1 % of your business . . . we'll earn the rest! 



ISO 

9001 

CertrtKO 



VMxner's BusmesB Enterprise 
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News 



I Alcatel-Lucent Sues Apple 
& Three Others . . . 

Alcatel-Lucent's Multimedia Patent Trust 
has decided to join in on the recent rash of 
patent infringement lawsuits and is targeting 
Apple, TiVo, LG, and Canon. Each patent 
touches on different aspects of video codecs, 
which are used to compress video so that it 
can be transmitted digitally. The IVIPT is 
claiming that every product with video capa- 
bilities from Apple, DVRs from TiVo, smart- 
phones from LG, and multiple cameras from 
Canon are all infringing on the group's 
video-related patents. MPT hasn't disclosed 
the amount of damages it is seeking from 
each company. 




I ... & Settles Bribery Charges 

The patent cases aren't Alcatel-Lucent's 
only brush with litigation right now: The 
company will pay $137 million to settle 
criminal and civil charges that it violated 
the Foreign Corrupt Practices Act by pay- 
ing bribes to government officials in Latin 
America and Asia to win business con- 
tracts there. The Securities and Exchange 
Commission said the bribery payments 
were either undocumented or improperly 
recorded as consultancy fees. The tele- 
communications company agreed to pay 
$45 million to settle the SEC's charges 
and another $92 million to settle criminal 
charges filed by the Justice Department. 
The SEC said the bribes went to officials 
in Malaysia, Taiwan, Costa Rica, and 
Honduras between December 2001 and 
June 2006. 

I Facebook, Groupon Among 
Social Media Firm's 
Biggest Gainers 

A new Nyppex study reveals that social 
media firms are starting to pique investors' 
interests. Located at the top of the social 
media totem pole is Facebook, which has 
seen its value skyrocket 56% to $41 .2 bil- 
lion as of Dec. 1 . The online coupon ven- 
dor Groupon has experienced a four-fold 
increase in its valuation to $4.8 billion, and 
Twitter's value has doubled to $3.71 billion. 
The value of the 1 1 social networking com- 
panies Nyppex examined increased by $20 
billion this year from June 30 to Dec. 1 — an 
increase of 54%. 

I Intel/McAfee Deal 
Cleared By FTC, 
Awaits EU Approval 

The U.S. Federal Trade Commission has 
approved Intel's $7.68 billion acquisition 
of McAfee. A European review — which 
may turn out to be a tougher hurdle — is 
still pending, reportedly because the Euro- 
pean Commission is concerned with Intel's 
plan to incorporate security features into 
its chips. The Commission has delayed 
approval over fears that the chipmaker may 
unfairly favor McAfee over competing secu- 
rity vendors. Intel says it intends for McAfee 
to become a wholly owned subsidiary and 
a separate security division and pledges 
not to change McAfee's business model or 
sales practices. 



PHYSICAL INFRASTRUCTURE 



Keep Your Data 
Center Cool 

Why Regular AC Won't Cut It 



by Robyn Weisman 

Data centers are hotter than 
EVER — and that's a literal statement. 
Even a decade or so ago, there was a 
general rule that for every ton of air a 
CRAC unit created, you would use one 
standard perforated tile to properly cool 
equipment. "Computer rooms of yester- 
day, which were designed to handle 3 to 
4kW per rack or square foot, now have 
heat loads that are upwards of 25kW per 
rack or square foot," says Mark DeJonge, 
CEO of cooling solutions provider 
Opstock. 

Even if you had an unlimited energy 
budget, pointing a bunch of CRACs at 
your data center hot spots would not 
solve the problem of intense heat that 
today's data center equipment generates. 
And although it is fairly easy to pinpoint 
cooling problems, you can only solve 
them by understanding what is involved 



Keep The Air Flowing 

No cooling system will work effective- 
ly if other things in the data center pre- 
vent the proper airflow. For example, a 
raised floor plenum of 16 inches may 
have worked 10 years ago, but today the 
norm has grown to as much as 36 inches, 
says Opstock' s (opstock.net) DeJonge. 
"This helps not only to deliver wire and 
cable, but the air cooling as needed. It 
also reduces the exterior costs of build- 
ings because ceiling cavities aren't near- 
ly as deep," DeJonge says. 

Maintaining proper airflow within a 
rack also is important, says Kubik. "You 
want front-to-back airflow to be as unob- 
structed as possible, so manage your 
cabling and incorporate some power 
strips to get the cords out of the way, so 
that they don't impede the airflow," he 
says. "If you have a hot spot, it isn't nec- 
essarily because of the CRAC unit but 



At the same time, make sure you 
understand the fundamentals of server 
room cooling. "Some people want to put 
cooling in the hot aisle, but that's not 
what you want to do. Instead you want 
that hot air to come out as hot as possible 
from the back of your rack and get 
directed back to your cooling unit," 
Kubik explains. "You may need good 
ducting in place that either sends cold air 
into the cold aisle or returns that hot air 
back to the cooling unit." 

Use CFD Models To Predict 
How Your System Will Work 

Increasingly, data centers are using CFD 
(computational fluid dynamics) models to 
predict airflow within a data center. "The 
CFD image is analogous to a weather fore- 
cast. Once you've built and calibrated the 
model, the data center can be tested and 
measured with respect to the airflow and 
temperature profile," says Gary Wong, 



"When you use the wrong type of 
cooling, it often has to be almost twice 
the size it really needs to be to remove 
the heat, which is very inefficient." 



- CDWs Rob Kubik 



in keeping today's hardware properly 
chilled and putting together some effec- 
tive strategies to make that happen. 

A Different Type Of Heat 

Unlike people, servers don't care about 
comfort. Rob Kubik, power and cooling 
specialist at CDW (www.cdw.com), 
points out that conventional air condi- 
tioning has a ratio of 60% cooling to 
40% humidity removal, while precision 
cooling systems for servers and other 
hardware have a 90:10 ratio. "There has 
to be some level of humidity from a stat- 
ic electricity standpoint, but servers gen- 
erate a different type of heat," he says. 

Given the situation, Kubik says that IT 
and facilities managers need to be on the 
same page when building out or remod- 
eling a data center because the facilities 
people may not understand the level of 
cooling needed for a given space. For 
example, you may have a data center 
room that is 20 feet by 20 feet, but it 
may need space for additional cooling 
hardware or for a different cooling archi- 
tecture. "That room [might have] two 
rows of racks with 30kW of gear. 
Comfort cooling won't cut it," he says. 
"When you use the wrong type of cool- 
ing, it often has to be almost twice the 
size it really needs to be to remove the 
heat, which is very inefficient." 



Key Points 



• IT hardware has different cooling 
requirements than people and needs 
precision solutions. 

• No matter what cooling solutions you 
use, make sure air flows through your 
data center unobstructed by cabling or 
other equipment. 

• CFD models may be used to predict how 
a given cooling system will work or for 
ongoing maintenance of that system. 



because the air it's pumping out can't get 
to where it needs to be fast enough." 

Use A Variety Of Solutions 

Because your cooling strategy will 
depend on the size of your server room 
and the type of hardware you are using, 
the solutions you use will most likely be 
heterogeneous. It's probable you will 
need a combination of raised floor solu- 
tions, perimeter units, overhead options, 
and in the case of dense hardware, a rack- 
based solution that is oftentimes mounted 
next to a rack of servers. "It will also 
depend on the infrastructure of your 
building. Do you have access to chilled 
water? How far away is the roof? Can we 
use condensers outside?" Kubik says. 



director of applications engineering at data 
center facilities solutions provider Wright 
Line (www.wrightline.com). 

CFD models are useful in scoping out 
a number of scenarios. If you need to 
know what will happen should you swap 
out a traditional server environment for, 
say, a blade server one, the CFD model 
enables engineers to tune the data center 
to those given parameters. "They have a 
higher probability of success than the 
older versions where you would just cal- 
culate an average load and plan around 
that based on total predicted load [and] 
can provide a failure analysis" should a 
given cooling unit accidentally shut 
down, Wong says. 



Virtualization Caveats 

Although virtualization can lower your overall power costs, it can paradoxically create addi- 
tional cooling problems if you fail to take into account the physical aspects of the servers 
being virtualized. "A lot of people [are] under [the] impression that if they virtualize, they 
won't need as much power and cooling. While the servers are being used more efficiently, 
the tendency is to put higher density servers in the same rack, so that you may have 7,000 
or 8,000 watts in a rack, rather than 3,000, and your cooling units may not be capable of 
moving enough air to the front of that server rack," explains Rob Kubik, power and cooling 
specialist at CDW (www.cdw.com). 
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Buying Tips: 

Environmental 
Monitoring Equipment 



by Andrew Leibman 

Environmental monitoring offerings are 
not things an enterprise invests in on a 
whim. Every organization has unique infra- 
structure limitations, climate issues, and 
monitoring needs, so no one-size-fits-all 
solution exists. Furthermore, decision mak- 
ers need to be well versed in the latest envi- 
ronmental monitoring tech available, and in 
areas such as sensor applications, notifica- 
tion capabilities, and management automa- 
tion, to make appropriate choices. 

Gina Dickson, product manager for 
Black Box Network Services 
(www.blackbox.com), ranks 
ease of configuration and 
management, variety of 
notification options, scala- 
bility, reporting and data 
collection, and variety of 
sensors available as top con- 
cerns for users of environ- 
mental monitoring products. 

Wi-Fi, cellular, Power 
over Ethernet, and more. 



! Until recently, any active monitoring prod- 
uct needed to be wired to be networked, and 
it also often needed to be powered indepen- 
dently. But Wi-Fi and cellular technologies 
have taken up the slack, enabling customers 
to implement a monitoring system in even 
remote and infrastructure-constrained loca- 
tions. Power over Ethemet and USB-based 
sensors and equipment also negate the ther- 
mal impact of the extra hardware and effec- 
tively leave the power envelope intact. 
Many products also offer internal battery 
backup features to maintain alerts even 
when most other things have gone down. 

Monitor a variety of conditions. The 
key to any data center' s 



Buyers' Checklist 



^ Do you 



need to monitor remote or 



local systems? 
power limitations? 



5^00 you nave wired networking or 

^W.atkindso,notiticationsdoyounee.^^^^^^^^^^^^^^^^^^ 

DO you have other monitor,ng needs beyo 
inolmanyandw^attypesotsensorsdoyouneed. 



operation is uptime, but not all data is creat- 
ed equal. For critical systems that handle the 
most important data, it is vital to monitor a 
variety of conditions, even those unlikely to 
affect performance, to ensure against loss 
and downtime. Key environmental sensor 
types that can deliver proactive feedback 
include temperature, humidity, airflow, 
water leakage, and dry contacts. Power and 
voltage sensors are also important, even if 
the power sources have a reliable track 
record. Other sensors that can be incorporat- 
ed into an environmental monitoring system 
include security-based monitors, such as 
motion detection, intrusion and anti-theft 
warning systems, and cameras. 

Notification options. A 
state-of-the-art environmental 
monitoring system is nothing 
without notifications, and 
having options is important 
to making sure personnel can 
quickly address critical situa- 
tions. Common notifica- 
tion options include email, 
LEDs, audible alarms, bea- 
cons, sirens, Web alerts, 
SNMP, automated phone 
calls, and SMS. 



Ease of installation. According to an 
Upsite Technologies representative, ease of 
installation is imperative. Most environmen- 
tal monitoring products don't require any 
specialized expertise to install, enabling 
current IT staff to do the work without addi- 
tional training. Many products are also 
designed to be installed by non-technical 
personnel, so seek these out if technical staff 
is more limited. 

Compatibility with existing network 
tools. Compatibility is one of the most 
attractive features for enterprises looking 
to implement a comprehensive envi- 
ronmental monitoring system. Many 
products connect to existing network 
monitoring tools and enhance their capa- 
bilities, so users can work with familiar 
equipment and interfaces to keep tabs on 
critical systems. ^ 



Key Terms 



Dry contact. Refers to an electrical contact 
that does not make or break a circuit. 

PoE (Power over Ethernet). A technology 
that enables devices to receive their operat- 
ing voltage from the same Ethernet cable 
that passes along data. 

SEMS (Server Environmental Monitoring 
Systems). Refers to products designed to 
record and report the environmental condi- 
tions of servers and clients. 

SNIVIP (Simple Network Management 
Protocol). A network protocol that lets users 
monitor network availability and performance. 



Processor Showcase 

The Processor Showcase provides a 
quick glimpse of data center products 
available from some of the industry's 
leading manufacturers. Each Showcase 
provides information on the product's 
most important features, complete with 
a product photo, to simplify your 
buying process. 



Product manufacturers and resellers: 

To list your products, call (800) 247-4880. 



Physical Infrastructure 



Snake Tray® Cable IVIanagement 
& Power Distribution 

Designed To Reduce Construction Costs! 



Cable Management 

• Built-in mounting hardware 

• Integrates with access 
floor or mounts directly to 
the subfloor 

Power Distribution 

• IVIodular energy-efficient 
bus bar technology 

• Power and data 
distribution boxes 



Snake Tray 

(800) 308-6788 
www.snaketray.com 





Physical Infrastructure 



USB Interface 



Rugged Plastic Enclosure 



High Accuracy Digital 
Temperature Sensor 




$129.99 

Free Shipping 



TEIVIPERATURE@LERT 

' Notifies You Via Email Of Changes In Room Temperature 

' Runs On All Windows Platforms 

' Logs To TXT, Temperature Graph, Event Log, and XML 

' Runs As A Windows Service 

' SNMP Support 

' Free Shipping 



TEMPERATURE@LERT^ 

USE TEMPERATURE MONITOR WITH EMAIL MfKTS 

Temperature@lert 

(866) 524-3540 
www.temperaturealert.com 



Physical Infrastructure 



CS-3AVY Sentry Smart CDU 

Provides reliable 3-Phase 
power distribution. Multiple out- 
let types distribute multiple volt- 
ages via 3-Phase 208V Wye 
power in-feed. 

• High Density 

• Multiple Voltage Outputs 

• Input Current Monitor 

• IP Access & Security 

• SNMP Traps 

• Environmental (Temperature 
& Humidity) Monitoring 

• Branch Circuit Protection 

• NEW! Linking for Smart 
CDU (Expansion Modules) 




Server Technology, Inc. 



Server Technology Inc. 

(800) 835-1515 
www.servertech.com 



Physical Infrastructure 



CW-24V5 Sentry Switched CDU 

Mixed Outlet 3-Phase 
415V/240V 

• Achieve greater efficiencies 
by bringing 3-Phase 415V to 
the cabinet and 240V to the 
devices 

• Single-power input feed; 24 
outlets per enclosure 

• Delivers up to 21.6kW 

• Remote power management 

• IP access and security 

• SNMP traps and email alerts 

• Environmental monitoring 

• Ability to add an expansion 
module 




Server Technology 



Server Technology Inc. 

(800) 835-1515 
www.servertech.com/products 



Physical Infrastructure 




CS-2HD2/HDE Smart Power IVIonitor 

Easily add input current load and power monitoring to any ex- 
isting cabinet 

Ouickly added to SAN's or other cabinets that do not have 
any power monitoring capabilities 
Measure aggregate current draw on each power circuit 
IP access and security/Environmental monitoring 
Provides automated SNMP-based alarms or email alerts 



Server Technology 

Wilicsft (oi Its' Dala Ccnfcr ft?iipmmT C.ibinpl 



Server Technology Inc. 

(800) 835-1515 
www.servertech.com 
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ivironmental Monitoring 



AVTECH TemPageR 3ER 




AVTECH's TemPageR 3ER monitors temperatures in 
multiple locations and comes in a standalone or 1 U 19- 
inch rackmount form factor. The TemPageR 3ER lets 
users log temperature sensor status for immediate alert 
notification, historical review, and graphing. The unit can 
send alert notifications via email, email-to-SIVIS, SNIVIP, 
and more. TemPageR 3ER offers an easy-to-use Web- 
based interface for changing settings and viewing real- 
time sensor status. 

• Real-time sensor status, data logging, graphing, 
advanced alerting, sensor values in alerts, high and 
low watermarks, and more 

• Advanced alerting by email, email-to-SMS, SNMP, 
Web page update, and more 

• Includes one internal temp sensor and two digital sensor 
ports for external digital temp sensors (one included) 

• IVIonitor units with built-in Web server, bundled Device 
IVIanageR, or any SNIVIP application 

Best For: Any facility that houses critical equipment 
sensitive to temperature and the environment. 

Price: Starts at $225 

Contact: (888) 220-6700 I www.AVTECH.com 



AVTECH Room Alert 11ER 




The Room Alert 1 1 ER from AVTECiH is an environmental 
monitoring device designed to help SIVIEs keep tabs on 
temperature, humidity, and other environmental conditions 
in computer rooms and data centers. The device keeps 
track of conditions via internal and external sensors and 
sends alerts to admins when predetermined thresholds 
are met or exceeded. The Room Alert 1 1 ER's sensors 
can gather environmental information from multiple loca- 
tions within a 900-foot radius and can be controlled and 
adjusted via an easy-to-use browser-based interface. 

• Plug-and-play setup for immediate use, with or without 
a host PC 

• Alerts can be sent by email, email-to-SMS, SMTP, Web 
page update, and more 

• Real-time sensor status, data logging, and graphing 

• Uses just 1 U of rack space in a 1 9-inch form factor 

• includes one built-in digital temperature sensor, two 
digital sensor ports, and eight channels for switch sen- 
sors or dry contacts 

Best For: Enterprises that need to protect mission-critical 
sen/ers from changes in temperature and humidity. 

Price: Starts at $485 

Contact: (888) 220-6700 I www.AVTECH.com 



AVTECH Room Alert 26W 




AVTECH's Room Alert 26W is an advanced hardware 
appliance designed for IT and facilities environment moni- 
toring, alerting, automatic corrective action, and wireless 
sensor monitoring. It can monitor computer room tempera- 
tures, humidity, power, flood, room entry, and more in 
multiple locations. The Room Alert 26W's Wireless Sensor 
Hubs and Wireless Sensor Hub & Powered Relays com- 
municate via a secure, private ZigBee-compatible proto- 
col, letting users monitor a large number of indoor and 
outdoor sensors up to 250 feet away. 

• Includes built-in digital temp, digital humidity, power and 
flood sensors, UPS, one external digital temperature, 
one external room entry, and one powered WiSH sensor 

• Features six digital sensor ports and 1 6 channels for 
switch sensors or dry contacts 

• Advanced alerting by email, email-to-SMS, SNMP, 
Web page update, and more 

• Monitor units with built-in Web server, bundled Device 
ManageR, or any SNMP application 

Best For: Enterprise-level monitoring in any location 
where running cables may be difficult or impossible. 

Price: Starts at $995 

Contact: (888) 220-6700 I www.AVTECH.com 



Rackmount Solutions' 
Remote Physical Monitor 



The Uptime Devices Remote Physical Monitor unit from 
Rackmount Solutions supports remote monitoring that 
lets users protect equipment and sensitive electronics. 
The RPM uses Remote Intelligent Multi Sensors technol- 
ogy, which lets it collect environmental and security data 
to send alerts via email, SMS, or SNMP when the moni- 
tored equipment exceeds the user-defined limits. Each 
unit has a battery-backed clock for accurate recording, 
and the device also supports up to 250 different RIMS, 
located up to 1 ,000 feet away. 

• Real-time monitoring of temperature, humidity, airflow, 
and dry contacts 

• Dry-contact sensors for use with 10-port dry contacts 
and HEAT RIMS 

• Monitor and control third-party power strips 

• Two-port power RIMS monitor, track, and manage IT 
equipment current load and voltage 

Best For: Data centers and standalone applications 
that require temperature, humidity, and remote power 
management. 

Price: Starts at $799 

Contact: (866) 207-6631 I www.rackmountsolutions.net 




Server 

Technology 

Environmental 

Monitoring 

Control 

Unit-1-1B 



Server Technology's 
EMCU (Environmental 

Monitoring Control Unit)-1-1B is an IP-based product that 
monitors temperature and humidity, features water and 
fluid sensors, supports four dry contact door sensors, and 
accommodates additional power-fed analog input sensors. 
A Web interface provides at-a-glance reports of tempera- 
ture, humidity, water detection, and cabinet door status. 

• Support for HTML and command-line interface 

• Supports two temperature and two humidity measure- 
ments out of the box 

• No additional software necessary 

• Mounting tabs included for OU mounting 

Best For: Data centers, colocation sites, Web hosting 
facilities, telecom switching sites, POP sites, server clos- 
ets, and any unmanned area that needs to be monitored. 

Contact: (775) 284-2000 I www.sen/ertech.com 



Temperature@lert Cellular 
Edition TM-CELL300 




Setting up the third-generation Temperature @lert Cellular 
Edition CELL300 is as easy as plugging it into an AC out- 
let. The device monitors one or two ambient temperature 
and/or humidity sensors and sends email, text message, 
or voice alerts when the readings exceed user-set limits. 
Built-in battery backup enables the device to operate for 
up to four weeks without power. The HealthCheck feature 
lets you know when the device has been out of communi- 
cation or when it stops functioning, and AC PowerSensing 
lets you know when there has been a power outage. 

• No network required — uses local cellular providers 

• Features multiple alarm limits, with alerts via email, 
text message, and/or phone call 

• Reports temperature and/or humidity readings every 
15, 30, 60, 120, or 240 minutes 

• Capable of storing and forwarding up to 1 ,500 read- 
ings when out of range 

Best For: Geographically distributed, remote, or mobile 
facilities and for situations where monitoring is needed 
even when power outages occur. 

Price: $399.99 plus monthly monitoring plan (starting at 
$15 per month) 

Contact: (866) 524-3540 I www.temperaturealert.com 
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Processots Product Spotlight fiigtilights options available in key data center product categories, providing product information side-by-side for easy comparison. 

Compiled by Andrew Leibman 



Black BoxAlertWerksll 
ServSensor Junior (EME102A) 




The AlertWerks II ServSensor Junior from Black Box is 
designed to provide detailed insights into the environ- 
mental conditions of smaller installations. This unit 
can be used as the central hub of the AlertWerks envi- 
ronmental monitoring system to track temperature, 
humidity, liquids, and open doors. Other applications 
include remote monitoring and management of HVAC 
systems, security equipment, UPSes, generators, and 
industrial equipment. 

• Two ports accept a range of sensors, including 
temperature, humidity, water, and airflow 

• Java-based Web user interface provides hub access 
over any IP network 

• Sends alerts through SNMP or email 

Best For: Organizations with limited environmental 
monitoring requirements. 

Price: $250 

Contact: (888) 433-5049 
www.blackbox.com/go/alertwerks 



Black BoxAlertWerksll 
ServSensor V4E Hub (EME134A) 




Black Box's AlertWerks II Sen/Sensor V4E is a real-time 
environmental and video monitoring and alerting system 
that lets users integrate environmental sensors and sur- 
veillance cameras into a single seamless remote moni- 
toring system that keeps tabs on your equipment and 
facilities. This product is ideally suited to data center and 
office monitoring, but it also works well wherever you 
need real-time monitoring and surveillance. 

• Supports up to eight plug-and-play Intelligent Sensors 

• Can be daisy-chained to expansion hubs, increasing 
the total sensor count to more than 600 

• Supports up to four surveillance cameras 

• Extensive management and notification features 

Best For: Organizations that require security in addition 
to environmental monitoring. 

Price: $1 ,395 

Contact: (888) 433-5049 
www.blackbox.com/go/alertwerks 



Black Box AlertWerks ServSensor 
Contact (EME111A-20) 




The AlertWerks ServSensor Contact from Black Box is 
designed to let you remotely view the status of equip- 
ment and devices that use dry-contact outputs to send 
alarm signals. Data centers and other facilities can use 



the unit to monitor humidity, liquids, open doors, and crit- 
ical over-temperature conditions. The device is also well 
suited to other applications, including HVAC systems, 
security equipment, UPSes, generators, and industrial 
equipment monitoring. 

• Adaptable to a range of devices such as UPSes and 
building management systems 

• Features eight autosensing RJ-45 ports for connecting 
sensors plus 20 additional two-wire, dry-contacts 

• Rackmount chassis 

• Extensive management and notification features 

Best For: Organizations that want to customize a 
monitoring system to their particular devices. 

Price: $900 

Contact: (888) 433-5049 
www.blackbox.com/go/alertwerks 



Temperature@lert 
USB Edition 4.0 

I£MPfl!AIUHE@l[ST 



Temperature@lert 
iFi Edition TM-WIFI220 




Upsite Technologies 
Upsite Temperature Strip 
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Temperature@lert's USB Edition 4.0 is a low-cost, high- 
reliability temperature monitoring device that's easy to 
install and use. Users set their own temperature thresh- 
olds and receive email alerts when the temperature 
reaches or exceeds these limits. With USB 4.0 software 
and the optional Dashboard browser-based Web inter- 
face, users can set up text, email, and phone alerts for 
multiple alarm limits. 

• Real-time temperature alerts and temperature graphs 
(0.5 degrees Celsius accuracy) 

• Connect to any computer or Windows server, includ- 
ing Windows 64-bit systems 

• Data files for Web sites and reports available in text 
and XML formats 

• Capable of sending alerts to one or more email 
addresses 

• Multiple alarm limits 

Best For: Situations requiring reliable and easy-to-install 
and -use temperature monitoring on a budget. 

Price: $129.99 



Temperature ©lert's WiFi-enabled sensor monitors 
ambient air temperature and emails you when the serv- 
er, telecommunications, or computer room or other 
enclosed space gets too hot or cold. The unit doesn't 
require a PC to run and is built around a highly customiz- 
able version of Linux. The WIFI220 displays the current 
conditions and a graph of the day's temperature read- 
ings. When temperature exceeds the user-set thresh- 
olds, the device notifies personnel immediately. 

• Monitors one or two temperature and/or humidity sensors 

• Reports temperature readings in increments as low as 
one minute 

• Supports AC or PoE power and 802.11b/g wireless 

• Logs temperature readings to text and XML log files 

• Expandable to up to 1 sensors per base unit 

Best For: Upgrade, expansion, and retrofit installations 
with compact spaces and large-scale deployments where 
direct connection to computers or servers is impossible. 

Price: Starts at $299.99 

Contact: (866) 524-3540 I www.temperaturealert.com 



The Upsite Temperature Strip, from the LOK family of 
solutions, features an acrylic self-adhesive backing that 
lets users install it on any IT equipment or cabinet door 
where the potential for hot spots and other heat-related 
issues exists. It accurately provides a visual reading of 
intake air temperatures based on standards established 
by the Uptime Institute, ASHRAE, and equipment manu- 
facturers for acceptable operating ranges. 

• Colored range indicators display reliable temperatures 
within two minutes 

• Calibrated in accordance with ASTM standards 

• Measurements accurate to within +/- 1 degrees 
Celsius 

• Monitor the intake air temperature of any piece of IT 
equipment for a low cost per strip 

• Displays same-sized Fahrenheit and Celsius tempera- 
ture scales 

Best For: Monitoring temperatures and hot spots on any 
IT equipment and in data centers. 

Contact: (888) 982-7800 I www.upsite.com 



Contact: (866) 524-3540 I www.temperaturealert.com 
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Product 



Access Computer Floors 



Description 



▼ CO 



'ACCESS 

COMI'irTKR FLOOaS. LLC 



Access Computer Floors has more than 28 years of 
experience working with raised flooring for high-profile 
clients such as General Electric, the United States 
Postal Service, and IVIorgan Stanley. The company's 
raised floor system process, including bidding, esti- 
mates, purchasing, and installation, is efficient and 
cost-effective. In addition, the raised floor can be adapt- 
ed for future modifications. 

• Available in wood core, steel, concrete, aluminum, 
and panels 

• Variety of panel options and pedestal systems 

• Laminate finish available in 1/16-inch and 1/8-inch 
thickness 

• Can repair flooring and perform routine flooring 
maintenance 

• Used raised flooring available as an affordable 
alternative 

Best For: Enterprises that want the job done on 
schedule and within budget. 



Access Floor Systems 




AccessFloorSystems.com offers everything you'll need for 
a data center floor, including raised floor panels and com- 
ponents, equipment supports, cable trays, trim materials, 
grommets, ESD carpet and floor, panel lifters, and antistat- 
ic mats. AccessFloorSystems.com has been around for 
more than 25 years, and it offers same-day shipping on 
most raised floors, components, and accessories. 

• Raised floor systems are available for new and used 
Tate Bare Concore, Woodcore Panels, Tate All Steel 
Panels, Tate Concrete Panels, and Tate Aluminum 
Panels 

• Replacement panels and components for new and 
legacy data centers 

• Energy-saving solutions for raised floor penetrations 
and blanking panels 

• High-velocity perforated floor tiles and grates to assist 
with cooling issues 

Best For: Enterprises that are building or remodeling the 
data center floor and want a company that offers a large 
selection of products and solutions for legacy data centers. 



ASM Modular Systems 
Raised Access Flooring System 



P ASM 

innovations in access flooring 



Raised access flooring systems from ASIVI allow for easy 
reconfiguration via instant access to wiring and cabling. 
ASM's raised access floors include technology to address 
advances in electronic workflow and energy efficiency. 

• Incorporates a solid brass positive grounding device in 
every panel 

• Uses nickel chrome plating on critical parts for safety 

• Uses a solid tube design that's better than conventional 
U-shape for high-strength stringers 

• Green building elements 

• High-pressure laminates available 

• Vinyl plastic that's resistant to strong chemicals 

Best For: IT administrators who require electrical ground- 
ing and want no zinc whiskers and high-strength stringers. 



Product 



PDU Cables Air Guard Cable Seal Seaico Tacky Mats 



Description 




PDU Cables is the sole supplier of the Air Guard Cable 
Seal product line used to seal access holes for routing 
cables through a data center's floor. Air Guard seals pro- 
vide data centers with an immediate energy savings 
because of the seals' ability to significantly minimize cool 
air loss while improving static pressure to keep data cen- 
ter equipment from overheating. The Air Guard line of 
products can seal any data center floor cutout to help 
solve cooling issues. 

• Dual sealing system provides an effective, economical 
means to eliminate bypass air though cable cutouts 

• Reduces air loss in plenum-cooled floors and improves 
under-floor static pressure 

• Extends life of cooling equipment 

• Flexible and simple cable routing via removal of floor 
tiles without disconnecting equipment 

Best For: Sealing any size of cable opening in a raised 
data center floor environment. 




Seaico provides a variety of tacky mats to keep your 
computer or clean room free of contaminants. Each mat 
is composed of multiple-layer polyethylene film with a 
specially treated pressure-sensitive adhesive on one 
side, which catches the contaminants from shoes or 
equipment. When sheets gather contaminants, the top 
sheet can be peeled off to expose a new sheet. The 
sheets are designed to resist adhesive transfer, pre- 
venting sheet-to-sheet de-lamination. Ask about our 
free removable mat holders that allow easy placement 
and removal. 

• Variety of sizes and colors 

• Keeps contaminants away from computer equipment 

• Optional company logo imprint 

• IVIat sheets individually removable and numbered 

• Non-beveled edges ensure each sheet is contami- 
nant-free 

Best For: Entry ways into computer rooms or any area 
where dust/dirt can track into the computer room. 



Staticworx Electrically 
Conductive ESD Rubber 

Staticworx^ 

grounded solutions 



staticworx produces antistatic floors that are ideal 
for data centers and mission-critical operations. All 
Staticworx flooring comes with a lifetime static-control 
warranty, and Staticworx EC ESD Rubber is unaffected 
by footwear choice, traffic, or environment. 

• Awarded Seal of Approval by ESD Journal as only 
fault-tolerant flooring 

• No wax or polish necessary — damp mop only 

• Installed easily over raised access or concrete floors 

• Can cover entire floor or be purchased as floor mats 

Best For: Data centers that want to ensure flooring pre- 
vents static regardless of footwear worn in the workplace. 
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Bergvik Flooring 
Modular Raised Floor 



BERGVIK* 

floors on a higher level 



In the flooring business since 1970, Bergvil< offers tlie 
strongest, most stable and modular raised floor available 
for data centers. Bergvik's engineering department sup- 
plies CAD drawings that are suited to your needs. 

• The Iso Floor system offers custom panels as an 
option to fit your equipment depths and allows for 
optimization to build smaller and smarter rooms; 
floor heights from 12 to 94 inches 

• River Cooling Airflow Panels with high-plume fins pro- 
vide superior air stratification to cool upper servers 
when compared to flat bottom panels; the unique 

36- X 24-foot panel also allows for more sen/er racks 

• Earthquake bracing frames will fit any raised floor and 
are tested to NEBS standards 

Best For: Enterprises that are looking to lower energy 
costs by up to 40% and add more server racks in the 
same footprint, increasing their revenue stream. 



Julie Industries 
StaticSmart Flooring 



Static Smart " 

STATIC CONTROL FLOORING 



For more than 30 years, Julie Industries has been pro- 
viding static control flooring solutions to companies 
and government facilities throughout the world. The 
StaticSmart line of floor finishes includes ESD carpet 
tile and positile, ESD vinyl, and ESD rubber tile. All 
StaticSmart flooring is appropriate for data centers and 
access floors. StaticSmart offers a lifetime warranty on 
static protection properties. 

• Easy to install 

• Wide selection of styles and colors 

• Low maintenance requirements 

• Permanent static protection without specialized 
footwear 

• Lifetime static protection warranty 

Best For: Data centers and networked environments 
needing fail-safe static control flooring for either access 
floor or non-access floor applications. 



Mainline Computer 
Access Panel Lifting Tool 




The vacuum created by the double cups on the Access 
Panel Lifting Tool from Mainline Computer allows easy 
lifting of heavy weights: Simply place the Access Panel 
Lifter Tool onto the material and press down to force out 
the air underneath the vacuum cups, which creates a 
powerful vacuum hold. The suction is broken when the 
fingertip-operated bar is lifted. Mainline Computer recom- 
mends one lifter for every 500 square feet. 

• Heavy cast aluminum handle 

• Spring-activated 

• Oil-resistant black nitrile rubber vacuum 

Best For: Removal of raised floor access panels. 



Upsite Technologies KoldLok 
Surface Mount Grommets 



Snake Tray Power Snake Canyon 



Tate Access Floors In-Floor 
Cooling Systems 



The patented Power Snake Canyon includes an under- 
floor cable tray that includes an integrated power module 
to create an all-in-one system providing both cable paths 
and up to eight preinstalled power receptacles. In addi- 
tion to reducing construction costs, the modular cable 
tray installs almost instantly via a 30-second attachment 
system to any access floor, with no tools or hardware 
needed. The cable trays are reusable and won't void a 
manufacturer's warranty. 

• All-in-one cable management and power module design 

• Movable and reusable 

• 30-second attachment installation to any access floor 
type 

Best For: Installations under access flooring. 
Contact: (800) 308-6788 I www.snaketray.com 




Tate Access Floors designed three new in-floor cooling 
products for data centers: the DirectAire airflow panel, the 
SmartAire variable-air-volume damper, and the PowerAire 
fan-assist module. The DirectAire panel is designed to 
deliver airflow to server racks at an angle, which allows 
93% of the airflow to enter the face of the rack. The Direct- 
Aire panel also eliminates bypass air to save on operating 
expense in new facilities. The SmartAire dampers give 
admins electronic control over the amount of air passing 
through an individual panel, which can help save on fan 
energy when sen/ers are idle. PowerAire is designed to 
help in dense sen/er racks and blades where a blast of 
cooling may sometimes be needed. PowerAire can be 
throttled up or down based on power requirements. 

• DirectAire panels cool up to 28.5kW per rack and can 
support a design load of 2,000 pounds 

• SmartAire dampers allow each panel and rack tandem 
to be thought of as an individual zone 

• PowerAire modules are easy to install in retrofit appli- 
cations or in new cooling systems 

• Three options provide compelling return on investment 

Best For: Data center environments that face the chal- 
lenges of cooling a high-density, variable-load data center. 




Improper sealing of cable openings in data centers allows 
valuable cold air to escape and contributes to ineffective 
cooling of equipment. The KoldLok Surface Mount Grom- 
met increases current cooling unit capacity, mitigates 
equipment heat loads, and raises static pressure under the 
raised floor to improve cool air delivery through perforated 
tiles or floor grates. KoldLok Surface Mount Grommets 
snap together to seal cable openings in existing computer 
rooms with raised floors to optimize existing cooling equip- 
ment and manage heat loads. They are designed to seal a 
variety of existing raised floor tile cutouts and allow flexibili- 
ty of removing tiles without capturing cables. 

• Multiple layers of different-length, opposing-brush 
filaments eliminate up to 98% of bypass airflow 

• Flexibility means admins can re-cable or move tiles 
with ease 

• Will not become dislodged and requires no additional 
maintenance 

• Easy tool-less installation, requires no downtime to 
install or re-cable 

Best For: Sealing cable openings in existing data centers. 

Contact: (888) 982-7800 I www.upsite.com 



Contact: (41 0) 799-4200 I www.tateaccessfloors.com 
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Decialty Server Racks & 



Black Box 
ClimateCab 
NEMA12 
Cabinets 




Black Box's ClimateCab enclosures offer climate- 
controlled protection that lets you install servers withiout 
\he need for additional cooling or costly infrastructure. 
Thiese full-sized cabinets come configured for servers 
or datacom equipment and feature a welded 12-gauge 
steel frame with integral struts. 

• Rated for protection against falling dirt; circulating 
dust, lint, and debris; and dripping or splashing liquids 
in indoor environments 

• Full-sized cabinet with 42U of racl<ing space 

• Available with 12-24 or M6 rails 

• Choose from models with 6,000 BTU or 8,500 BTU 
air-conditioning units 

• 40-inch depth accommodates most servers 

Best For: Housing servers in remote locations without 
cooling infrastructure. 

Price: $4,499.95 to $5,499.95 

Contact: (888) 433-5049 I www.blackbox.com 




Black Box 

ClimateCab 

NEMA12 

Wallmount 

Cabinets 



ClimateCab NEMA 12 Wallmount Cabinets from Black 
Box are the answer when you need to install a small 
amount of rackmount equipment in less-than-ideal condi- 
tions. These secure cabinets provide a compact way to 
protect and cool sensitive components. 

• NEMA 12 rated for protection against falling dirt; circu- 
lating dust, lint, and debris; and dripping or splashing 
liquids in indoor environments 

• Compact wallmount design saves space 

• Single- or double-hinged 

• Choose from a cabinet with a fan or an 800 BTU air- 
conditioning unit 

Best For: Equipment protection in hot, dirty environ- 
ments such as factory floors. 

Price: $999.95 to $2,795.95 

Contact: (888) 433-5049 I www.blackbox.com 



Data Center Depot 
CableMax 




Picture shown with 
options included. 



CableMax from Data Center Depot is the premier cabi- 
net for cable and heat management. This cabinet was 
designed to combat the problems caused by the trend of 
components getting smaller while capacity is increasing. 
CableMax employs an abundance of cable passthrough 
holes in the frame for cross cabling and mesh enclo- 
sures to promote airflow throughout the cabinet. 

• Can use split rear doors to save aisle space 

• Split rail system available so you can have two differ- 
ent rail depths 

• Improved Ganging system 

• Features 63 or 80% mesh in doors and top panels 

• Additional adjustable vertical and horizontal cable 
management available 

• Dirak locks and handles on doors and side panels 

Best For: Data centers in need of a cabinet with a large 
number of cable pass-throughs. 

Price: Starts at $539.65 

Contact: (877) 429-7225 I www.datacenterdepot.com 



Rack 

Solutions 
55U Open 
Frame Rack 





The 55U Open Frame Rack from 
RackSolutions provides up to 
30% more space than a typical 
42U model, while consuming less 
square footage. The rack opti- 
mizes cooling, makes wiring easy, 
and has streamlined support for power strips and PDUs. 
It is compatible with Dell, HP, IBM, Cisco, and almost 
everything else. Optional accessories include extra 
vertical cable organizers, side panels, tops, a caster kit 
power strips, and a baying kit. 

• 3,000-pound capacity 

• 24-inch width makes it perfect for data centers 

• Flush floor mount spreads load on floor tiles 

• Universal square holes with cage nuts included 

• Other sizes available: 24U, 30U, 36U, 44U, 50U 

Best For: Data centers that could benefit from 
additional vertical rack storage space. 

Price: Starts at $499.99 for 55U 



Rack 

Solutions 
Wall Mount 
Rack 




RackSolutions' Open Frame, Wall Mount Rack offers nine 
different configurations, making it ideal for almost any 
application. The Wall Mount Rack lets you mount up to 
21 U of equipment in the front rack space and allows for up 
to 9U of space on the top and bottom of the rack. The open 
design promotes optimal air flow and provides easy cable 
access and tie points. 

• Up to 400-pound capacity 

• Available in 12U, 15U, and 21 U heights 

• Available in 4U, 6U, and 9U depths 

• Optional side panels, top panels, and front covers 

• Assembles in less than 10 minutes 

Best For: Network switches, patch panels, and servers. 

Price: Starts at $199.99 

Contact: (888) 903-7225 
www.racksolutions.com/wall-mount-rack.html 



Rackmount 
Solutions 
Air Conditioned 
Server Cabinet 




Rackmount Solutions' Air Conditioned Server Cabinets 
have built-in A/C units with 4k, 7k, 10k, or 20k BTUs to pro- 
tect equipment in warm or dirty environments. Units are 
available from 14 to 48U, with depths from 24 to 42 inches. 

• Compatible with all leading servers, including blade 
servers 

• Protects expensive equipment from overheating 

• No cooling water; units work like a refrigerator with a 
condensate pan 

• Can be paired with a rackmount or side-mount A/C for 
more space 

Best For: Data centers and standalone applications with 
heat problems. 

Price: Starts at $5,633 

Contact: (866) 207-6631 I www.rackmountsolutions.net 



Contact: (888) 903-7225 I www.racksolutions.com/rack 
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Data Center Depot 
Seismic Equipment 
Cabinet 



Picture shown with 
options included. 




J 



The Seismic Equipment Cabinets from Data Center 
Depot are designed to protect valuable equipment in the 
event of an earthquake. A basic 40U cabinet is available, 
along with two 44U cabinets with special features de- 
signed to protect and manage a large volume of cables, 
patch cords, or fiber cables. This cabinet has an integrat- 
ed top panel with cable pass-through and options such 
as a bend limiter with access hinge and a cable tie-down 
bar to enhance cable management. 

• NEBS Zone 4 tested 

• Top panel with cable cutout for cable pass-through 

• Available with open- or solid-sided frames 

• Cable management available 

• Available in various sizes 

Best For: Data centers that need to protect equipment 
from possible earthquakes. 

Price: Starts at $1,298 

Contact: (877) 429-7225 I www.datacenterdepot.com 



Hergo12U 
S-Rack 




This 12U/36-inch enclosure cabinet features a unique 
channel shock-mount assembly for the maximum level of 
equipment protection in seismic-prone environments. 

• Four 1 1 GA square cage knock-out mounting rails 

• Top fan assembly with four 75 CFM fans 

• Locking front and rear doors with knock-outs for 
additional fans 

• Perforated removable side panels with 1 2 x 24 filters 

• Options include 24- and 27-inch fixed or slide-out shelv- 
ing, 6-port RM power strip, and 1 U cable loop panel 

Best For: Housing network equipment under conditions 
of shock and vibration. 

Contact: (888) 222-7270 I www.hergo.com 



Hergo 

ApxServer 

Noise 

Reduction 

Enclosure 




Hergo's ApxServer Noise Reduction Enclosures allow 
for mounting of all computers and electronic equipment 
that meets the EIA 19-inch specifications. The enclo- 
sures are 24 x 36 inches and come in either 12U or 26U 
heights. They feature Class A noise reduction foam and 
are Class A fire-rated. 

• Can hold up to 800 pounds (1 2U model) or 1 ,000 
pounds (26U model) with industrial casters 

• 12U version perfect for under desks 

• Black, quality powder-coat finish; environmentally 
friendly 

• Front and back doors include locks 

Best For: Enterprises that could benefit from 
reduced noise. 

Price: Starts at $1,195 

Contact: (888) 222-7270 I www.hergo.com 



Racl<mount Solutions 
Network Cable 
Bundle Server 
Rack 




Need to secure a rack with a serious number of cables? 
Rackmount Solutions' Network Cable Bundle Server 
Rack solves all problems. With a roomy interior up to 28 
inches, you can set your rails to 19 or 23 inches and 
slide left, right, or center to allow for your cabling needs. 
Rails slide front to back and side to side for maximum 
flexibility. The unit is available as an open rack or with 
doors, side panels, and tops for security/aesthetics. 

• Compatible with all leading servers, including 
blade servers 

• Allows up to 10 inches of cabling space between side 
panel and rail 

• Use as an open rack or add security with locking side 
panels and doors 

Best For: Data centers and standalone applications 
needing to integrate quantities of cable drops. 

Price: Starts at $1,115 

Contact: (866) 207-6631 I www.rackmountsolutions.net 



Rackmount 
Solutions 
Soundproof 
Server Rack 



Soundproof Server Racks from Rackmount Solutions 
reduce external sound up to 28.5dBa while dispersing 
internal heat loads up to 7kW. Built-in casters make it 
easy to move these servers to another area when the 
need arises. The Soundproof Server Racks are avail- 
able in active and passive versions and in 24U and 
42U sizes. 

• Compatible with all leading servers, including 
blade servers 

• Increases productivity, as employees are able to 
concentrate and better communicate 

• Cuts down on workman's comp claims and OSHA 
problems because of excessive noise 

Best For: Data centers and standalone applications 
needing to reduce noise in the work environment. 

Price: Starts at $5,249 

Contact: (866) 207-6631 I www.rackmountsolutions.net 



Do you have a 

NEW 

PRODUCT 

that data center/IT 
managers would be 
interested in 
learning about? 



Send your press release 
or related 
product information 
to press@processor.com. 
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NETWORKING & VPN 



TECH IN-DEPTH 



Key Points 



The number of devices and applications using the wireless 
spectrum is growing quickly. 



The FCC has taken steps to provide more wireless spectrum 
to meet the demand. 



Licensed and unlicensed spectrums have different uses, 
both of which are useful in enterprise applications. 



A Look At Wireless Spectrum 

How Can The Available Spectrum Adjust As Demand Continues To Increase? 



BYPHILBRITT 



With the increasing popularity of smartphones and mobile applications, the 
wireless spectrum is becoming an integral part of people's personal and pro- 
fessional lives. 



Wireless technologies make use of the 
electromagnetic spectrum ranging from 
9kHz to 300GHz. The FCC, which regu- 
lates the spectrum in the United States, 
authorizes spectrum use for companies pro- 
viding wireless services, such as major 
phone carriers. The more data-intensive the 
application, the larger bandwidth that it 
needs, which is why much of the current 
discussion about wireless communications 
centers around the "spectrum crunch." 
Wireless communications are slow, or trans- 
missions fail at certain times because there 
isn't enough spectrum to meet the demand. 

■ EXPONENTIAL GROWTH | 

Available spectrum has become even 
more of an issue lately. "Over the last cou- 
ple of years, wireless carriers have been 
rolling out new networks and better quality 
of service. The upcoming 4G networks wiU 
provide even greater services over wireless I 



devices," says Scott Bergmann, assistant 
vice president of regulatory affairs for CTIA 
(www.ctia.org). "There is a spike in wire- 
less data, meaning more spectrum is needed 
to meet the demand." 

"The biggest trend in the [IT] world is 
mobility," adds Neeraj Srivastava, vice 
president of marketing and business devel- 
opment at Spectrum Bridge (www. spectrum 
bridge.com). "The number of desktops 
is falling, but the number of computers 
(which includes laptops and smartphones) is 



rising. At the same time, so are the number 
of bits required to run the advanced wire- 
less applications." 

While that includes countless consumer 
applications, it also increasingly includes 
enterprise applications as workers turn to 
wireless devices to access desktop, server, 
and even mainframe applications, according 
to Srivastava. 

■ MORE SPECTRUM COMING 

In its recently released national broad- 
band plan, the FCC set forth its five-year 
plan to add another 300MHz of spectrum to 
the 500MHz used for licensed wireless use, 
including phone calls, text messages, and 
data applications offered by wireless pro- 
viders that own certain parts of the wireless 
spectrum in specific geographic areas. 



Wireless Usage By Country 



Unlicensed wireless use includes Wi-Fi, 
Bluetooth, and ultra-wideband applications. 
In September, the FCC approved the use of 
TV white space, the spectrum that sits 
between TV channels in the 300 to 400MHz 
range, for wireless use. In urban areas with 
several broadcast channels, there is little or 
no white space available; however, there is 
plenty of it in rural areas. Signals in the 
white space spectrum can travel several 
miles and through walls — capabilities that 
can't be matched with typical Wi-Fi. 

Rick Rotondo, vice president of market- 
ing for xG Technology (www.xgtechnology 
.com), says more companies are turning to 
unlicensed wireless spectrum as a cheaper 
alternative to licensed bands; however, 
because this spectrum can be shared by any- 
one with a wireless router, the unlicensed 
spectrum is fast becoming crowded. New 
antenna technologies are alleviating some of 
the problem, but admins need to ensure that 
they provide remote workers with mobile 
devices that can work across licensed and 
unlicensed spectrum in order to take advan- 
tage of the different capabilities of each. ^ 





UNITED STATES 


JAPAN 


UNITED KINGDOM 


ITALY 


Subscribers (in millions) 


270.3 


110.6 


76.8 


89.9 


Spectrum Assigned For Commercial Wireless Use 


409.5IVIHZ 


347MHz 


352.8MHz 


311.4MHz 


Subscribers Served Per MHz Of Spectrum Allocated 


660,073 


314,985 


217,687 


288,696 



Source: CTIA; www.ctia.org 



CLOUD TIPS & TRICKS 





Burs 

The Enterprise Cloud Gets Even Mor 




The enterprise cloud is full of various iterations and technologies, with new tech being 
developed seemingly on a daily basis. One of the latest trends to arrive is cloudbursting, 
which Alan Murphy, senior technical marketing manager with F5 Networks (www.f5.com), 
defines as "the architectural principle that allows applications and services to be dynam- 
ically provisioned in the cloud based on need, consumed in the cloud by users, and then 
deprovisioned once that need goes away." Cloudbursting is one of the most compelling 
models for cloud computing today because it is a true use case for a real-world hybrid cloud 
architecture. Here are four key areas of consideration before you implement. 



Network Connectivity 

The network plays one of the most impor- 
tant roles in any cloudbursting deployment, 
yet Murphy says it tends to be either taken 
for granted or dealt with outside the scope 
of bursting, both of which can impede a 
successful rollout. "For a cloudbursting 
solution that includes an external cloud 
provider, interconnecting the on-premises 
application network with the off-premises 



provider network should be top of mind," he 
says. "Designing, managing, and building 
the network into the cloudburst solution will 
result in a more seamless deployment and 
more reUable manageability before and dur- 
ing a bursting event." 

Know Your Triggers & Metrics 

Chuck Hobart, solutions architect for IT 
outsourcing at VMC Consulting, says the 



Best Tip: Learn From The Past 

Does your business normally lend itself to seasonal (holiday shopping) or event-based (planned 
release of downloads) peaks of traffic that push infrastructure over its capacity? According to Eric 
Mead, director of consulting at VMC Consulting, it's important to keep a record of the effort associated 
with this work and use this information as an input into your future planning. "How much activity took 
place? Measure page views, unique users, time on site, total transactions, and what drove the activity, 
like a marketing campaign, environmental event out of your control, or announcement," he advises. 



real key to cloudbursting is the analysis of 
trigger points. "In the case of cloudbursting, 
trigger points can be as simple as reaching 
75% of your current processing capacity," 
Hobart explains. "This would allow suffi- 
cient time to acquire the additional process- 
ing capability needed until the next trigger 
is reached." He says triggers need to be well 
defined and tested. 

Eric Mead, director of consulting at 
VMC, says the right metrics will also 
improve efficiencies. "The decision to uti- 
lize a specific technology environment is 
based on business or technical metrics that 
must be planned for and driven into the 
control point," Mead says. "You need to 
continuously review decision metrics 
throughout the process and measure your 
efficiencies and, where appropriate, con- 
tinuously tweak." 

Consider Your Management 

According to Murphy, managing the 
deployment details and implementation 
can make or break the cloudbursting solu- 
tion. "A successful cloudbursting deploy- 
ment hinges on total control of the cloud 
infrastructure and the ability to control 
what is provisioned into the cloud, when it 
is provisioned, and under what conditions 



and circumstances," he says. "Monitor- 
ing and real-time feedback plays an inte- 
gral part of managing the cloudbursting 
infrastructure, as well — something that 
should be factored in when choosing a 
cloud solution." 

Mead also warns that "just because you 
can doesn't mean you should." He says 
many companies may reduce the amount of 
appropriate planning because they know 
that cloudbursting can be used as a crutch. 
"Don't make that mistake," Mead says. 
"Ensure you continue to strengthen your 
planning and use cloudbursting where it 
makes sense. Make sure you continue to 
focus on the ROI of the entire process, as 
this will help you decide what is right for 
your company." 

Choose The Right Provider 

Murphy says it's crucial to choose a cloud 
provider, or other internal cloud-enabled 
technology, that best meets the business 
need. "Choosing a provider or solution that 
is focused on a hybrid architecture or one 
that is geared toward bursting, and one that 
most closely matches the existing infrastruc- 
ture, can drastically improve manageability, 
deployment, and the success of the bursting 
solution," he explains. Q 
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More U space 
for the dollar 

Choose from 24U to 55U 



Open Frame Rack benefits include: 

- 55U, SOU, 44U, 36U, 30U, 24U sizes 

- Fits any server 

- Optimizes cooling and makes wiring easy 

- Dell, HP, IBM, Cisco compatible 

- 24U - SOU ships UPS ground 

- 3000 lb capacity 

- Vertical cable organizer 

- Optional side and top panels 

- Quick and easy assembly 

55U benefits 

- Great for data centers 

- Uses the same square footage 

*while giving you 30% more space 
than a 42U model 

For more info on this product, 

see www.racksolutions.com/rack 



Rack 

Solutions 






Rack heights 24U-55U 

- Universal square holes, cage nuts included 

- Streamlined support for power strips, PDUs 

New & improved design 

- 24" width is perfect for data centers 

- Flush floor mount spreads load on floor tiles 



Rack accessories 

- Rack tops, caster kits, side panels & power strips may be purchased separately 



We Design 

At RackSolutions, we pride ourselves on being an engineering 
driven company. With over a decade serving the data center 
market, we've developed product solutions for every major 
OEM. Better yet, our top notch staff of mechanical and electrical 
engineers are available to solve your toughest custom data 
center installation design challenges. Our customers like the 
fact that we often provide a first article prototype before 
competitors have even supplied a quote. 

We Build 

in order to meet our exacting production standards and rapid 
prototyping needs, we opened our own metal fabrication plant 
in 2005. Our engineers thrive on the fact that they can create a 
design in the morning and see a prototype from our own plant 
later the same day. We fabricate products from steel, galvanneal, 
aluminum, Lexan and other flat sheet plastic materials. Our 
quality control process ensures we deliver only products that 
have met our own rigorous standards. 

We Ship 

Our 40,000 square foot warehouse, the centerpiece of our 
distribution capability, is located on our 13 acre campus 
together with our corporate office and manufacturing plant 
just outside of Dallas in Greenville, Texas. With complete pick, 
pack and ship capability, we process hundreds of parcel and 
freight orders daily. Our products are also available through 
Ingram Micro, the world's largest technology distributor and a 
leading technology sales, marketing and logistics company. 



1-888-903-RACK (7225) 

www.racksolutions.com/rack 

Reseller agreements - Volume agreements - Cage Code: 60QH5 
DUNS; 961816423 - Most POs accepted 

Toll Free: [888) 903-7225 Fax: (903) 453-0808 Email: info@racksolutions.com 
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Simplified Regulatory Compliance 

NetWrix Change Reporter Suite 
Keeps Tabs On Your Infrastructure 



by Rod Scher 

What do you really know about 
your IT infrastructure? Do you know 
enough to be sure that you're in compli- 
ance with various regulatory and indus- 
try mandates? Do you know, for example, 
who deleted an Exchange mailbox? Or 
who accessed, changed, or deleted files 
from your file server? 

The secret to compliance is change 
auditing: utilizing tools to track changes 
across your entire IT infrastructure. 

"Change auditing has been an increas- 
ingly integral part of both internal security 
measures and external compliance efforts 
for more than a decade, but changing cir- 
cumstances in today's modern business 
culture continue to keep the practice rele- 
vant," says NetWrix Product Manager 
Stephen M. Schimmel. "Auditors expect 
IT administrators to be aware of all 

NetWrix Change 
Reporter Suite 




(888) 638-9749 

Download a free trial at http://bit.ly/fBGrwf 

Provides automated tracking and reporting of al 
critical changes in the entire IT infrastructure. 



ijiiNetWrlM 

SystemsManagerYfentandCompliance 



changes occurring within their given IT 
infrastructures and to be able to prove 
their awareness, as well." 

NetWrix Change Reporter Suite pro- 
vides complete and concise IT infrastruc- 
ture change auditing capabilities in one 
integrated suite. The suite monitors all 
modifications made across the entire 
infrastructure, including changes made to 
Active Directory, Exchange, group policy, 
file servers and appliances, SQL Server, 
virtual machines (both VMware and 
System Center Virtual Machine Mana- 
ger), Windows Services, and SharePoint. 

Knowledge is power. "It is impossible 
to adhere to regulatory compliance audi- 
tors without accurate change auditing," 
Schimmel says. "Likewise, accurate 
change auditing is a major step necessary 
to maintain regulatory compliance." 

Being in compliance requires sustained 
visibility into all types of infrastructure 
changes. NetWrix Change Reporter Suite 
gives you that comprehensive visibility — 
quickly, easily, and affordably. 



The Smart Choice for Text Retrievar since 1991 

dtSearch 



Instantly Search Terabytes of Text 

"Bottom line: dtSearch manages a terabyte of text in a single index and 
returns results in less than a second" - InfoWorld 

"Covers all data sources ... powerful Web-based engines" - eWEEK 




"Lightning fast ... performance was unmatched" - Redmond IVIagazine 
For hundreds more reviews & developer case studies, see www.dtSearch.com 

Highlights hits in a wide range of data, using dtSearch's own 
file parsers and converters 

• Supports MS Office through 2010 (Word, Excel, PowerPoint, 
Access), OpenOffice, ZIP, HTML, XML/XSL, PDF and more 

• Supports Exchange, Outlook, Thunderbird and other popular 
email types, including nested and ZIP attachments 

• Spider supports static and dynamic web data like ASP.NET, 
MS SharePoint, CMS, PHP, etc. 

• API for SQL-type data, including BLOB data 

25+ full-text and fielded data search options 

• Federated searching, advanced data classification objects, 
and special forensics search options 

APIs for C++, Java and .NET through 4.x 

^ Native 64-bit and 32-bit Win / Linux APIs; .NET Spider API 

• Content extraction only licenses available 



Desktop with Spider 


Publish (portable media) Engine for 


Win & .NET 


Network with Spider 


Web with Spider Engine for 


Linux 


Ask about fully-functional evaluations! 



www.dtSearch.com i-800-it-finds 
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FEATURED COMPANY 

Of Special Interest To Health, Education, Government Data Centers 



Effective Remote Tech Support 

Bomgar Helps Companies Open The Lines Of Communication Between IT & End Users 



by Holly Dolezalek 

IT SUPPORT CAN BE a frustrating experi- 
ence when a user with a problem can't tell 
a support tech what he or she needs to 
know in order to solve it. Many compa- 
nies have gotten around some of support's 
inherent difficulties with remote support, 
where a help desk employee can connect 
with a user who is having trouble, chat 
with him or her about the problem, and 
take over his or her PC from a remote 
location. Bomgar, now in version 10.5 
of its remote support software, has been 
supplying software for this kind of func- 
tionality since 2003, but it does so with a 
software appliance rather than a service. 

Enabling Collaboration 

The company's main 
product is its secure re- 
mote support software 
that facilitates remote 
support between users 
and support technicians 
through remote control, 
chat sessions, and col- 
laboration. Bomgar 10.5 
runs on the Bomgar Box, 
either with Standard or 
with Enterprise licens- 
ing; Standard licensing 
is for small businesses, 
while Enterprise is for 
larger companies. There's also another 
version for Bomgar' s customers in the 
federal government. "It's the same core 
software with different configurations," 
says Nathan McNeill, co-founder and 
vice president of product strategy for 
Bomgar (www.bomgar.com). 



An In-Depth Look 
At Bomgar 10.5 

Bomgar 10.5 is a remote support software 
application \ha\ runs on an appliance called 
the Bomgar Box. The software allows chat 
sessions between support techs, end users, 
vendors, and other involved parties and 
allows the support tech to take over the 
user's device remotely, invite other parties 
to an existing help session, and access 
unattended devices such as routers or 
switches. Support techs can also use the 
software to conduct training sessions or 
show the user their screen rather than the 
user's, to escalate the user's rights tem- 
porarily in order to solve a problem, and to 
pass the session on to a different tech with- 
out having to start a new session if he or 
she isn't the right tech to solve the problem. 

Bomgar 10.5 supports all major operating 
systems, including Windows, IVIac, and Linux, 
and smartphone operating systems such as 
Windows Mobile, BlackBerry, and iOS. 

The software is available in three versions: 
Standard, Enterprise, or a version for feder- 
al government users. Bomgar Boxes are 
available in configurations supporting up to 
five, up to 20, up to 300, or up to 1 ,200 con- 
current support representatives. 



McNeill says that one key feature of 
Bomgar 10.5 is its collaborative capabili- 
ties. Bomgar allows the tech, the user, 
other departments, and even other com- 
panies in the customer's supply chain to 
collaborate on the same platform to solve 
the problem. "With other remote support 
software, if the first person can't fix the 
problem, then they need to start a new 
connection with a different person," he 
says. "But with Bomgar, the first person 
can bring someone else, whether it's 
another tech or someone from a third 
party, in to view the screen and collabo- 
rate and resolve the problem." 

The Bomgar Box is connected onsite 
to the user's network, and customers 
choose the box that has the right capacity 



BOMGAR 



for them. Bomgar also offers a virtual 
appliance, and its capacity is determined 
by the user's virtual infrastructure. 

"Most of the market delivers their re- 
mote support software using SaaS, so 
they host the software," McNeill explains. 
"But ours is hosted onsite, which means 



from a combination of resellers and 
referral partners. For example, Bomgar is 
integrated with BMC's Remedy Service 
Desk and Service Desk Express products 
and with HP's Service Center and 
Service Manager products. 

The majority of Bomgar' s business is 
in North America, although the company 
does have some overseas customers; 
Canada and the United Kingdom are its 
strongest international markets, and it 
also has customers in Asia, EMEA, and 
South America. 

The enterprise end of the market is 
Bomgar' s primary focus. "There are many 
competitors at the smaller end of the mar- 
ket, so we focus on the larger," McNeill 
says. The company pursues customers in 
security-sensitive indus- 
tries, including those 
that might have compli- 
ance reasons not to grant 
another company access 
to much of its network, 
such as health care and 
financial services. IT 
outsourcing companies 
and software companies 
also use Bomgar. 

Bomgar sells its boxes 
in the small to medium- 
sized enterprise market, 
as well. For instance, 
small IT shops some- 
times use Bomgar, and so do medium- 
sized companies that have their own 
customers at the larger end of the mar- 
ket in health care or financial services. 
"Midsized organizations often have the 
same operational or process needs as 
their larger counterparts," he explains. 



Bomgar 



(866) 205-3650 
www.bomgar.com 

• Bomgar specializes in facilitating the com- 
munication between a company's IT 
department and its end users in the tech 
support process. 

• Its software appliance, Bomgar 10.5, comes 
installed on a hardware box and enables 
remote control and chats to allow IT to work 
comfortably and easily with end users. 

• "[Bomgar 10.5] is hosted onsite, which 
means it stays within the customer's four 
walls for security, and they don't have to 
extend their compliance boundary or 
chain of trust," says Nathan IVIcNeill, co- 
founder and vice president of product 
strategy for Bomgar. 



they've been using are outdated and how 
they could be more strategic with what 
we offer than with their older technolo- 
gy," he says. 

Bomgar works against what McNeill 
describes as a prevailing sentiment in 
IT: Support routinely gets neglected. 
"Support is kind of the red-headed 
stepchild in IT," he says. "Companies 
frequently focus on infrastructure and 
other kinds of IT projects instead of on 
support. But people's perception of the 
rest of IT is driven by their experiences 
with support, so if their experience with 
support is lousy, they assume everything 
else is, too." By shifting resources away 
from support, McNeill says, many CIOs 



"Most of the market delivers their remote support 
software using SaaS, so they host the software. But 
ours is hosted onsite, which means it stays within the 
customer's four walls for security, and they don't have to 
extend their compliance boundary or chain of trust." 



- Bomgar's Nathan McNeill 



it stays within the customer's four walls 
for security, and they don't have to ex- 
tend their compliance boundary or chain 
of trust." 

I Selling Support 

Bomgar was founded in 2003, in 
Ridgeland, Miss., where both operations 
and product development are headquar- 
tered. Offices in Atlanta and Washing- 
ton, D.C., handle sales and marketing, 
and the company also has sales offices 
in San Francisco, London, and Paris. 
Bomgar's employees are distributed 
throughout those locations. Bomgar con- 
tracts with two manufacturing companies 
to make its appliances. 

Sales are a balance of direct and indi- 
rect. The company's indirect sales come 



"They have the same requirements from a 
compliance standpoint as the companies 
they serve." 

Overcoming Obstacles 

Bomgar isn't planning any acquisi- 
tions, but it hopes to expand its interna- 
tional business. More important to its 
growth is to continue penetrating the 
enterprise market. That market has been 
slower to adopt remote support than 
smaller organizations, McNeill says, and 
so Bomgar's focus is to keep working on 
establishing its foothold there. 

McNeill says that one obstacle to 
implementation has been the legacy 
products that larger companies have 
been using for a long time. "We have to 
show them that the old-school products 



have shot themselves in the foot with 
their own user base in order to fund pro- 
jects for infrastructure. 

That means Bomgar often has a hard 
sell, and its work is to convince IT execu- 
tives and CIOs that support can be a 
strategic advantage rather than just a cost 
center. By treating support as a needed 
and valuable function, McNeill says, IT 
managers can provide themselves with a 
safety net for more transformational IT 
initiatives. "If you want to install an appli- 
cation that's really cutting-edge, but you 
can't convince your stakeholders that 
you'll be able to offer solid support once 
you upgrade, their first inclination may be 
to avoid upgrading," he explains. "Support 
is strategic to your ability to execute, not 
just in support, but in other areas." 
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SUPERMICR 





10Gb Ethernet 
Solutions 



1026T-6RFT+ 
Dual 10Gb Ethernet LAN 
8 2.5" HDD Hot-Swap SAS/SATA Drive Bays 
Gold Level High-Efficiency, Redundant Power 




10G LOM (LAN on motherboard) 

• Dual 1 0Gb Ethernet LAN onboard controller 

• 1 U, 2U, 3U and 4U Solutions Available 
Blade Solutions 

• Switched 1 0Gb Ethernet Access for Systems 
of Up to 20 Blades 

. Up to 1 External 1 0Gb Ethernet 
Connections {SFP+) 

Standalone Switch 

• 1U , 24 Port, Full Bandwidth 
- Advanced Layer 3 switching 

It's in our DNA. 



6016T-6RFT+ 

Duat 1 0Gb Ethernet LAN 

Gold Level High-Efficiency, Redundant Power Supplies 





6026T-6RFT+ 
Dual 1 0Gb Ethernet LAN 

94% Efficiency, Platinum Level, Redundant Power Supplies 



SSE-X24S 

• 24 Ten-Gigabit Ethernet ports - SFP+ Connectors 

• 480 Gbps Switching Capacity 
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TwinBlade^ 
10 Blades (20 DP Nodes) in 7U 
Dual 1Gb Ethernet, Dual lOGb Ethernet (optional) 
94% Efficiency Platinum Level 2S00W Power Supplies 
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SSE-G48-TG4 

• 48 One-Gigabit 
Ethernet links- 48 
RJ45 Copper ports- 
Four fiber SFP 
combo ports 

• Uptofour 10-Gigabit 
Ethernet uplinks 

• 184 Gbps Switching 
Capacity 




SSE-G24-TG4 

• 24 One-Gigabit 
Ethernet links- 
24 RJ45 Copper 
ports- Four fiber SFP 
combo ports 

• Up to four 10-Gigabit 
Ethernet uplinks 

• 136 Gbps Switching 
Capacity 
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SSE-a24-Ta4 
Mtmwm 1 Switch 




AMAX 

1-800-800-6328 
www.amax.com 



Arrow Electronics 

1-888-427-2250 
www.arrownacp.com 



ASI 

1-800-2000-ASI 
www.asipartner.com 



Bell Micro 

1-800-232-9920 
www.bellmicro.com 



Ingram Micro 

1-800-456-3000 
www.ingrammicro.com 



MA LABS 

1-408-941-0808 
www.matabs.com 



Synnex 

1-800-756-5974 
www.synnex.com 



Tech Data 

1-800-237-8931 
www.tecbdata.com 



www.supermicro.com 



©Super Micro Computer, Inc. Specifications subject to change without notice. Intel, the Intel logo, Xeon, and Xeon inside, are trademarks or registered trademarks of Intel Corporation in the US 
and other countries. All other brands and names are the property of their respective owners. 
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Green Update 

Green. It's one buzzword that likely isn't 
going away anytime soon. We provide an 
update on low-cost ways to be more 
green, obtaining funding for green pro- 
jects, and the future of green tech. 



10 Things You Can Do Right 
Now To Be iVIore Green | 26 

■ Here are 10 no- and low-cost ways 
that data center managers can make 
a quick dent in their energy consump- 
tion and move down the path to a 
greener tomorrow. 



LEED, Clarified | 27 

■ For data centers, achieving LEED 
certification offers a number of bene- 
fits. Unfortunately, many companies 
find the process of achieving certifica- 
tion confusing for several reasons. 



Getting Green Buy-In | 28 

■ One of the challenges with going 
green is getting management to buy in 
to a green philosophy while still having 
the machinery in the data center hum 
along smoothly. 



Where Does Green 
Go From Here? | 28 

■ After years of hearing vendor pitch- 
es for the latest and greatest green- 
enabled technologies, IT leaders rec- 
ognize the solution won't come in a 
simple box. But there are no magic 
bullets in tomorrow's green agenda. 



10 Things You Can Do Right Now 
To Be More Green 



Free & Low-Cost Ways To Reduce Energy Consumption 



by Julie Knudson 
• • • 

Data centers typically consume more 
power than other departments, and technol- 
ogy's increasing presence will drive their 
energy use even higher. "The demands on 
the data center weren't always what they are 
today, and that demand will continue to 
increase exponentially," says Julie Brown, 
marketing manager at Server Technology 
(www.servertech.com). She notes that ener- 
gy rates are increasing along with use, 
prompting companies to adopt aggressive 
energy reduction plans. "Power is more 
expensive, and data centers need to find 
ways to be more efficient," she says. 



Key Points 



Look for solutions that save power on both 
the equipment side and the building side. 

Make sure tile placement, lighting use, and 
HVAC requirements match today's needs. 

Analyze consumption patterns to identify 
the best power reduction opportunities. 



Although efficiency initiatives are grow- 
ing, budgets are not. This leaves data center 
managers searching for inexpensive ways 
to reduce consumption. As Janet Ferry, 
director of data center business develop- 
ment at Bluestone Energy (www.bluestone 
energy.com), points out, "Building a new 
data center — even redesigning an existing 
data center — is cost-prohibitive for a lot of 
companies." She encourages IT groups to 
rethink what's possible and approach prob- 
lems creatively. 

Below are 10 no- and low-cost ways that 
data center managers can make a quick dent 
in their energy consumption and move 
down the path to a greener tomorrow. 

Prevent air mixing. Separating hot and 
cold air is critical for optimal power con- 
sumption of servers as well as any CRAC or 
HVAC units supporting the area. "Focus on 
eliminating some of the mixing of the hot 
and cold air, so it allows you to use your 
equipment more efficiently and reduce 
some power consumption," Ferry suggests. 
Establish hot and cold aisles and use blank- 
ing panels, kick plates, and curtains when- 
ever possible. 

Manage your airflow. While you're in 
hot/cold mode, conduct a quick audit 
of your data center and see where the cold 
air is blowing — if it's pumping into areas 



where your servers are exhausting warm air, ' 
then it's time for some changes. Direct cool 
air to the intake side and set up your HVAC 
system to pull out the warm exhaust air. 

Maintain proper floor tile placement. 
Floor tiles in data centers are thoughtfully 
placed initially and then often never 
move again. Are your perforated tiles 
directing airflow to the right places? Are 
blanking panels placed so they're con- 
tributing to your hot/cold isolation 
efforts? Raised floors have moveable 
tiles for a reason — use them. 

Rethink temperature and humidity ' 
specifications. In most cases, it's no 
longer necessary to set your 
CRAC to "frigid." Data 
center operators are 
beginning to design 
environments that 
can handle higher 
inlet temperatures, 
some up to 95 de- 
grees. Depending on 
your region's ambient 
humidity, you may also 
be able to put an end to 
energy-sapping dehu- 
midification efforts. 

Put lighting on a 
motion sensor. Data 
center lights are usually 
on, even when no one's 
home. "Data centers operate 
24/7, but unless people are actively 
involved in a project, they're unoccu- 
pied a good portion of the time," says 
Mike Bailey, PE, director of engineering 
at Ecos (www.ecosconsulting.com). 
Sensors have improved over the past few 
years, and placing an inexpensive, off-the- 
shelf motion sensor on your data center's 
lighting circuit will help curb unnecessary 
energy use without irritating occupants. 
Remember to leave a few fixtures on for 
emergency egress, so the space is never 
completely dark. 

Check out available incentive pro- 
grams. Incentive programs exist in a 
range of flavors, and most utilities can 
help you determine the potential savings 
based on your current and anticipated 
usage patterns. Be aware that some utili- 
ties don't truly understand the needs of 
data centers, especially in regions where 
heavy IT demands are the exception rather 
than the rule. If you're not getting the help 
you need, consider contacting an experi- 
enced energy consultant to determine 
which programs you qualify for. 




Partner with your facilities group. 

Energy efficiency efforts may be a tough 
sell internally for data center managers, as 
Bailey explains: "Only about 10 to 15% of 
IT managers pay the electric bill out of their 
budget, so even though energy savings are 
good for the business overall, it's all pain 
and no gain from the IT perspective." 
Partnering with facilities is an important 
first step to spreading labor and expenses 
across the organization. You'll also gain the 
HVAC expertise of your building engineers 
in the deal. 

Implement monitoring. A well-planned 
monitoring system shows where your 
energy is going. "It gives the data center 



manager the data he or she needs to make 
informed decisions on how to improve 
power efficiency, reduce costs, and go 
green," Brown says. "Where data center 
managers may have monitored power in the 
past, there's a need now to measure to the 
most accurate level for power manage- 
ment — at the cabinet power distribution unit 
(CDU) level and down to the per-outlet 
level," she says. 

Planning for future needs is just as 
important as evaluating current 
usage. Donald Klein, vice presi- 
dent of business development 
and marketing at Modius 
(www.modius.com), says, "The 
first step is to get organized 
about data collection. That way, 
as you put in place future 
improvements, you know what 
impact they're having on 
your facility." Be sure 
to collect information 
from your power and 
cooling chain as well 
as chassis data from 
the racks themselves. 

Increase server effi- 
ciency. Klein notes that 
while replacing serv- 
ers is hardly a low-cost 
option, each upgrade 
you make will have a 
cumulative effect. "By 
upgrading your older 
volume-based servers to 
newer-generation servers, 
you're going to get a much 
better efficiency ratio," he 
says. Look for units with low 
idle power usage. ^ 



Top Tip: Remove 
Dead Equipment 

Ridding yourself of dead equipment often 
improves efficiency twice — once when you 
stop powering the unused unit and again 
when you stop cooling it. But even though flip- 
ping the power switch on dead servers seems 
like the simplest of tasks, the barrier here is 
often time. "It takes time to verify that you've 
transferred everything over and that there isn't 
any legacy software still on there," says Mike 
Bailey, PE, director of engineering at Ecos 
(www.ecosconsulting.com). If you can free up 
the labor to zap these power suckers, you'll 
move a lot closer to being green. 
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LEED, Clarified 



Expert Advice Eases The Process Of LEED Certification 



by Cynthia Harvey 
• • • 

A GROWING NUMBER OF COMPANIES are 

choosing to pursue LEED certification for 
their new construction or renovation pro- 
jects in order to demonstrate their commit- 
ment to the environment. In fact, since 
2000, more than 84,000 projects with more 
than 1 billion square feet of space have 
achieved some level of LEED certification. 
An additional 6 billion more square feet has 
been registered, but not yet certified. 

For data centers, achieving LEED certi- 
fication offers a number of benefits. First, 
proving their commitment to "going 
green" helps companies attract customers 
and employees. In addition, data centers 
that achieve certification enjoy lower ener- 
gy costs, and depending on their location, 
they may receive tax breaks or energy 
credits, as well. 

Unfortunately, many companies find the 
process of achieving certification confusing 
for several reasons. To start with, two sepa- 
rate organizations oversee the LEED pro- 
gram. The nonprofit USGBC (U.S. Green 
Building Council) sets the LEED standards. 
A separate wholly owned nonprofit, the 
GBCI (Green Building Certification Insti- 
tute), actually issues certifications as well as 
overseeing the LEED credentialing program 
for professionals. 

The GBCI currently offers eight different 
types of LEED certifications, each with dif- 
ferent ways of determining the points build- 
ings can earn. Companies must register 
before they can certify, and they can certify 
at four different levels. And if all that was- 
n't confusing enough, there are older and 
newer standards and forms. 

With all that potential for complication, 
it's no wonder that LEED certification 
sometimes takes longer than anticipated. 
The good news is that 94% of projects sub- 
mitted for certification do eventually 
achieve the level of certification they hoped 
for. As LEED AP (accredited professional) 
Megan Walsh, principal at the Catalyst 



LEED By The Numbers 

Short for "Leadership in Energy and Environ- 
mental Design," LEED is an internationally 
recognized certification program that allows 
companies to demonstrate that their build- 
ings are environmentally friendly. 

New or remodeled data centers can achieve 
LEED certification by amassing up to 100 
points total from the categories of sustain- 
able sites, water efficiency, energy and 
atmosphere, materials and resources, and 
indoor environmental air quality. In addition, 
projects can get up to six bonus points for 
innovation in design and four bonus points 
for being located in a regional priority loca- 
tion. The total number of points determines 
the level of certification a project will achieve: 

Certified 40-49 points 

Silver 50-59 points 

Gold 60-79 points 

Platinum 80 points and above 

More information about LEED certification 
is available online at www.usgbc.org or 
www.gbci.org. 



Key Points 



Working with a professional LEED AP 
can speed up the certification process, 
and it earns your data center points 
toward certification. 

Energy efficiency is always a challenge 
for data centers, so prioritize, imple- 
menting those technologies and tech- 
niques that provide the biggest benefit 
for the least cost. 

Make sure you have a person who under- 
stands the entire project double-check all 
of your documentation before you submit it 
to the Green Building Certification Institute. 



Planning Group, points out, "It's no longer 
the metric of if buildings will certify — it's 
more a function of when they will certify." 

In order to keep that time as short as pos- 
sible, experts advise companies seeking 
LEED certification for their data center pro- 
jects to get professional help early in the 
process, prioritize their efforts, and pay 
close attention to the paperwork. 

Get Professional Help Early 

LEED APs — professionals who have met 
the credentialing requirements of the 
GBCI — are the primary resource for most 
companies seeking LEED certification 
for their data centers. According to 
Bruce DeMaine, vice president 
of certification for the GBCI 
(www.gbci.org), "In most 
instances, organizations 
are using an engineering firm to 
help with the design, and that 
engineering firm has LEED APs 
on staff." 

Working with a LEED AP not 
only helps move the process 
along quickly, it also gains orga- 
nizations valuable points toward 
their certification. 

Walsh strongly recommends 
that organizations start working 
with their LEED AP early in the design 
process. "Preliminary due diligence and 
establishing a sample LEED scorecard 
early on to determine the yeses, the nos, 
and the maybes [provide] a needed reality 
check," Walsh says. 

Organizations that have never tackled a 
LEED project before can also draw on the 
resources of the GBCI, says DeMaine. "If 
they're really unsure, they should contact 
GBCI, and we'll let them know if they're 
headed in the right direction." 

Prioritize, Prioritize, Prioritize 

Once an organization begins working 
with a LEED AP, the AP will help the orga- 
nization prioritize its efforts so that it gets 
the most benefit from the money it spends 
to "green up" the data center. 

"Indoor environmental quality points 
are priorities in a raised-floor, equipment- 
intensive environment," Walsh says. "In 
addition, energy and atmosphere points (to 
include minimum energy performance, 
optimizing energy performance, and green 
power) are a natural focus. Being realistic 
in your opportunity — and prioritizing 
where green thinking can provide the most 
benefit — is incredibly important." 

Sarah Alexander, director of LEED 
certification for the GBCI, notes, "The 



most challenging aspect of LEED for 
data centers is energy efficiency because 
they do use a lot of energy." As a result, 
technology that reduces energy consump- 
tion is going to play a big role in any 
LEED-certified data center. 

Double-Check The Paperwork 

One other potential trouble spot for data 
centers is the paperwork. According to 
Alexander, a common problem is failing 
to provide general documentation that 
"gives the reviewer a general sense of 
what the building is before they go into 
the minutiae of the details." 

Other times, "project teams may not have 
read the credit requirements closely enough, 
and they're just missing one or two docu- 
ments that are actually required," Alexander 
adds. She recommends that one person 
make a final check to ensure that all the nec- 
essary documents are uploaded before sub- 
mission to the GBCI. 

One last problem occurs only with 
LEED Online version 2, an older version 
of the forms that are still being used by 
many projects. Many of the forms 
required by LEED Online 2 
request the 




same information, but they may be filled 
out by different people, causing inconsis- 
tencies. For example, the lighting engi- 
neer may enter 100,000 in the square 
footage field on his form, but the mechan- 
ical engineer may forget one zero and 
enter 10,000 on his form. Those kinds of 
simple mistakes can hang up the process. 
"That's where the role of the project team 
administrator becomes crucial because 
they have a broad overview of the entire 
project and can do a credit cross-check," 
Alexander says. 

The newer LEED Online version 3 auto- 
matically prepopulates fields with data 
once it has been entered, eliminating many 
of those problems. However, it never hurts 
to have another pair of eyes double-check 
the forms before submission. 

Certification Is Just The Beginning 

Finally, Walsh encourages companies 
not to abandon their LEED efforts once 
the certification process is complete. 
"Maintaining LEED certification is just as 
important as achieving LEED certifica- 
tion," she says. 

By maintaining their LEED status, data 
centers can continue to reap the benefits of 
LEED certification, including the cost sav- 
ings from energy efficiency. Q 



I Companies Putting Off 
Hardware Purchases 

According to a pair of surveys released by 
CDW and Richard Day Research, the reces- 
sion is causing companies to change the 
way they handle hardware refresh cycles. 
Companies surveyed by CDW indicated that 
they're extending their hardware's life cycles 
by putting off the purchase of PCs, laptops, 
and servers — a practice the researchers say 




could potentially become permanent. One 
survey shows that 49% of respondents held 
off on buying PCs in 2010; however, looking 
ahead, 55% of respondents said that PCs are 
their top buying priority in 201 1 . As for lap- 
tops, more than 40% of respondents replace 
laptops every three years, 30% exchange 
them every four years, and 20% usually keep 
laptops for at least five years before institut- 
ing an upgrade. 

I FCC Approves Net Neutrality Rules 

The FCC (Federal Communications Com- 
mission) approved Net Neutrality regula- 
tions, a decision that has been met with 
mixed reviews. The regulations will prohibit 
Internet providers from providing unequal 
access to Web content; specifically, it 
will ban the blocking of legal Web sites — 
all Web content must be created equal. 
Although there are currently no rules gov- 
erning Internet freedom, some critics sug- 
gest such a move goes against the U.S. 
policy against Internet regulation. The 3-2 
vote was divided along party lines — three 
democrats voted for the rules and two repub- 
licans voted against them. 

I CEO Rankings Show Jobs Up, 
Ballmer Down 

Chief Executive magazine has published 
its third annual CEO Wealth Creation Index, 
and there were some big losers and some 
big gainers. CEOs were rated in several 
categories: market value/invested capital, 
or how investors measure the company's 
assets compared to their cost; the average 
of the company's last three economic margin 
scores; change to economic margin in the 
past year; and management quality. Micro- 
soft's Steve Ballmer fell from 8th place to 
73rd place, while Apple's Steve Jobs jumped 
31 spots to No. 4. Ballmer's drop in rank 
wasn't the largest decline seen in the list, 
however; several CEOs fell further than 
Ballmer, including Electronic Arts' John 
Riccitiello, who fell 90 spots to No. 261 , and 
Salesforce.com's Marc Benioff, who fell 75 
places to No. 105. 

I Gartner Predicts Increased Use 
Of Enterprise Social Software 

Information technology research and advi- 
sory company Gartner says that companies 
spent 15% more on enterprise social soft- 
ware in 2010 than they did in 2009, reach- 
ing a total of $664.4 million. Gartner 
expects spending to increase 16% in 201 1 
to a total of $769.2 million. Enterprise social 
software includes applications such as 
blogs, wikis, microblogging tools, 
Facebook-like social networking portals, 
content tagging tools, discussion forums, 
and RSS feeds. Gartner says companies 
will deliver these applications via a cloud- 
based SaaS model as well as through soft- 
ware from vendors. 



Page 28 



Processor.com 



January 14, 2011 



FEATURE PACKAGE 



Getting Green Buy-In 

Rolling Out A Green Tech Plan Requires Backing From The Higher-Ups 



by Dan Heilman 
• • • 

"Going green" is a phrase that's become 
so ubiquitous in the business world that 
it's become almost meaningless. Most 
businesses have modest ways of paying lip 
service to the green revolution, whether 
it's recycling pop cans or redoing their 
building's insulation. 

But in many high-tech settings, such as 
data centers and other enterprise-level 
atmospheres, the focus is on getting the 
work done and keeping the gear running, 
energy cost be damned. Some experts feel 
that situation is slowly changing as com- 
panies of all kinds are showing that going 
green can be not only environmentally 
responsible, but a boon to profits, as well. 
The challenge, then, is getting manage- 
ment to buy in to a green philosophy while 
still having the machinery in the data cen- 
ter hum along smoothly. 

The Walmart Example 

Of course, the most tried-and-true way 
to get green buy-in is to demonstrate its 
effect on the bottom line. Some tradition- 
ally conservative companies have whole- 
heartedly embraced the green buy-in. 

Take Walmart. The Arkansas-based 
retail behemoth has in recent years 
pledged to make its stores 20% more 



energy-efficient by 2013, which will cut 
annual electricity use by 3.5 million 
megawatt-hours, and to double the fuel 
economy of its trucks by 2015, which will 
save 60 million gallons of diesel fuel per 
year. Such moves aren't made by a com- 
pany out of the goodness of its heart, says 
Shel Horowitz, green consultant and co- 
author of "Guerrilla Marketing Goes 
Green: Winning Strategies to Improve 
Your Profits and Your Planet." 

"Walmart doesn't really have green in 
its corporate DNA the way someone like Ben 
& Jerry's does — it's more interested in maxi- 
mizing profits," Horowitz says. "But they've 
chosen going green as a strategy because 
it's been shown to make them money." 



Even though data centers are different 
from big-box retailers, the ultimate lesson is 
the same, says Horowitz: "Companies have 
realized that they're better off going green." 

Talk To The Money Minders 

In the tech sector, the first significant 
step in gaining green buy-in is getting the 
ear of the people with the purse strings. 

"The answer moving forward is to shift 
the conversation to where it's almost 
exclusively financial," says Brandon 
Fletcher, founder and CEO of energy con- 
servation company Green Analytics 
(www.greenanalyticsinc.com). "You find 
yourself with an advocate you didn't have 
before. Instead of having the IT manager 



or the sustainability team advocating 
these changes, you have the CFO 
pounding the table and saying, 'This 
needs to happen now.'" 

The conservative nature of finance 
departments can often clash with the yen 
for innovation that drives the tech side, 
says Kapil Rampal, CEO of Creative 
Crest (www.creativecrest.com). 






Where Does Green 
Go From Here? 

As Pressure Mounts To Increase Efficiency, New Technologies Will Come Into Play 



by Carmi Levy 
• • • 

The it industry is well beyond the point 
at which leaders need to be convinced that 
green initiatives are worth pursuing. 
Growing pressure from business areas for 
more efficient and robust services, along 
with tightening constraints on energy avail- 
ability and cost, is forcing data center man- 
agers to drive green thinking to the top of 
their agendas. 

But after years of hearing vendor pitches 
for the latest and greatest green-enabled tech- 
nologies, IT leaders recognize the solution 
won't come in a simple box. While 208V 
and 230V equipment is certainly more effi- 
cient than more conventional 120V-based 
technology, and virtualization is a no-brainer 
for a growing range of infrastructure such as 
servers, storage, and even networks, the next 
generation of green thinking involves more 
than a single technology. There are no magic 
bullets in tomorrow's green agenda. 

Compromise No More 

"The drive toward efficiency is unre- 
lenting," says Peter Panfil, vice president 



I and general manager with Liebert AC 
Power (www.liebert.com), who adds that 
the early rush to integrate green thinking 
into operations often resulted in unwanted 
reductions in availability. 

"In the drive to be efficient, some compro- 
mises were made, and in some cases, entire 
data centers were lost," Panfil says. "Why 
would anybody say it's OK to fail more often 
as long as you're saving more money?" 

Panfil says today's green thinking is more 
pragmatic, and it balances efficiency with 
availability. "People are risk-averse, and they 
don't want to take risks with their primary 
data centers and applications just to gain effi- 
ciency," he says. "They're saying they have 
to have highly efficient, highly effective data 
centers, but they can't sacrifice availability." 

One key to this new approach is real-time 
visibility into energy usage. Increasingly 
sophisticated utility dashboards built into 
network and data center monitoring suites 
allow much more precise, real-time man- 
agement of energy resources. 

"It gives us energy optimization fea- 
tures that allow you to look at time of day 
and day of week and not run your power 



Key Points 



No single technology will save the day. A 
range of green initiatives, all integrated into 
a broader power management strategy, will 
move the data center toward a more ener- 
gy-friendly posture. 

Lighting, inbound power, and cleaner ener- 
gy will all be taken into close consideration, 
with more attention given to usage-based 
lighting and more reliable power sources. 
Green thinking within IT will take place 
within a broader, planetary context. IT will 
be a key contributor to raising eco-aware- 
ness throughout the business and beyond. 



infrastructure in a static way," Panfil says. 
"You can run it in a much more dynamic 
way and take advantage of energy-saving 
optimization opportunities when you feel 
you can. But when you absolutely need 
maximum availability, you still get it." 

Gaining Control 

Attaining this level of visibility will 
require a more refined view of the various 



systems that consume energy, 
says Claude Germain, managing 
partner with Ecosystem, a consulting 
firm that specializes in energy effi- 
ciency engineering projects for schools, 
hospitals, and related institutions. 
Control automation is emerging as a 
significant opportunity for data centers. 

"It's almost like a programmable 
thermostat in the house," Germain says. 
"It allows you to separately meter the 
data center and program it with set 
points to ensure you're modulating 
humidity and temperature according to 
the types of usage you're experiencing. 
While there's some seasonality and 
intra-day variability to it, a degree here 
or there can quickly add up." 

Lighting is another emerging area for 
tomorrow's green-thinking data centers, 
because beyond linear energy consump- 
tion, it generates heat that must be 
removed. Blanket-lighting of an entire 
facility is giving way to motion detector- 
equipped environments that use different 
technologies to focus lighting on work- 
spaces and reduce ambient lighting where 
it isn't needed, such as on top of racks. 
Bulb circumferences are also coming 
down. Older T12-style bulbs are being 
replaced by T8s. Even smaller T5s with 
integrated reflectors can deliver similar 
light with less energy. 

The quality of the power itself is also 
coming under increasing scrutiny. More 
precise monitoring can allow greater cost 
control and can minimize availability 
impact due to variable voltages coming 
into the data center. 

"You want the cleanest energy possi- 
ble coming into the data center," 
Germain says. "You have to meter it at 
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"Most technology companies are 
first- and second-generation companies 
that have techies who grow to the top 
management role," Rampal says. 
"Decisions on adoption of technology 
are driven by specs — set by techies — 
on the basis of available technology 
and suitability to business, while 
finance departments are concerned 




mostly about the least cost to business. 
Going green did not fit in the scheme of 
things traditionally." 

To put it another way, Fletcher says, 
tech companies have the same bias 
against risk-taking that you'll find in any 
changing industry. 

If the financial department isn't impressed 
by the example set by the Walmarts of the 
world, the easiest path to gaining green buy- 
in could be in setting up a modest, short- 
term initiative that will show results in a 
minimum of time. 

"Our success has been by getting the 
payback horizon so low that the finance 
guys are willing to overrule their normal 
conservatism," Fletcher says. "Our mantra 
is, 'If it doesn't pay back in three years or 
less, we're not going to do it.' That's not 
to say there aren't green initiatives that 
can pay back handsomely in five years, 
but we find it's a lot easier when people 
overcome their fear if you can give them 
a three-year payback." 

Providing Visible & Empirical 
Evidence Is Key 

According to Fletcher, one method the 
company uses to gain that quick turn- 
around — in both results and company 
mindset — is in calibrating the standard 
data center cooling component. This is 
because cooling represents the vast major- 
ity of the energy load, with an enormous 
amount of thermal output — usually 100 to 
150 degrees' worth — that companies strug- 
gle to keep cool via massive chillers. 
Demonstrating how greener cooling tech- 
nologies can save the company money is a 
good way to get corporate buy-in; to do so, 
consider using computational fluid 
dynamics or other thermal imaging 



Key Points 



Some of the most conservative and profit- 
driven companies have already started to 
embrace green initiatives. 

CFOs are more likely to be swayed by 
simple, low-risk green initiatives that will 
provide a fast return on investment. 

With regulation growing in favor of conser- 
vation, taking on green initiatives might 
someday soon not be optional. 



technologies to illustrate airflow problems 
that can be corrected. 

"If you take a data center and you watch 
it via thermal imaging, you see that there 
are hot zones going through the ceiling and 
cold air coming through the floor," Fletcher 
says. "Using thermal imaging, you can lit- 
erally see the money seeping out through 
the ceiling. Anyone can understand that." 

Another tactic that could have positive 
results while a green initiative is in the 
talking stage is plain old empirical evi- 
dence, Rampal says. "There are numerous 
studies that have been done on being 
socially responsible and how it benefits 
business in the long run," he says. "The 
2010 CSR Perceptions Survey found that 
70% of U.S. respondents are willing to 
pay more for products from socially 
responsible companies." 

A green philosophy also helps in attract- 
ing and retaining talent and customers, 
Rampal says, and besides, there might be a 
time when such a move is no longer option- 
al. "With increasing government regula- 
tions, in the long run, companies will be 
forced to go green," Rampal concludes. 




the data center — not the broader facili- 
ty — level to truly understand what it's 
costing you. If you're monitoring for use 
and cleanliness of voltage, you'll know 
if you're getting some oscillation." 

Germain says that more often than 
not, vendors may specialize in limited 
clusters of green technologies, but IT 
really needs third parties that cover the 
entire range. As green thinking works its 



way more deeply into IT infrastructure 
planning and implementation, vertically 
integrated, full-spectrum vendors will pre- 
vail over more narrowly focused providers. 

The Broader Context Of Green 

Increasingly, those vendors will help IT 
zero in on the bigger picture. "If I'm an IT 
guy, I'm going to think about energy 
costs," says Dave Evans, chief technologist 



with Cisco's Internet Business Solu- 
tions Group (www.cisco.com). "I'm 
going to think about the kinds of 
technologies I procure, where I 
deploy them, how much energy 
they consume, whether they're 
\ capable of being efficiently 
\ managed, whether they're 
\ intelligent, and whether 
|lO\ they still use 40% of their 
' energy when they're sup- 
posedly 'turned off.'" 

Evans says IT's chal- 
lenge matches many of 
the broader energy effi- 
ciency challenges now 
-*j faced by the entire 
planet. "We're reach- 
ing a lot of unprece- 
dented firsts as a 
civilization," warns 
Evans. "We're de- 
pleting resources 
at an unprece- 
dented rate, and 
as it stands 
today, the 
planet cannot 
sustain our rate 
of consumption." 
Evans says compa- 
nies should invest more 
time and money in research into alternative 
energy sources and distribution mechanisms. 

"Enough sunlight hits the planet daily to 
power the needs of the planet for a year, 
and there's enough heat in the Earth's 
core to provide us an indefinite supply of 
energy," Evans says. "The answers and 
capabilities are there. We need to really 
think hard about whether we are prioritiz- 
ing appropriately." 



I Study: Virtual Servers Hampered 
By Lack Of Physical Memory 

According to a report from virtual capacity 
management firm vKernel, physical memory 
is the limiting factor on many servers running 
virtual machines, not processing power or 
mass storage capacity. The company assem- 
bled its Virtualization Management Index 
study using information from more than half a 
million VMs in more than 2,500 environments 
with at least 50 VMs each. It found that the 
average server could easily support more 
VMs if it had more RAM. However, due to 
limited memory slots and the greater cost of 
high-density modules, IT administrators must 
analyze the costs and benefits of upgrading 
each server. 

I Analysts Make Verizon 
iPhone Predictions 

Piper Jaffray analyst Gene Munster esti- 
mates that a Verizon Wireless release of the 
Apple iPhone may not add much to Apple's 
overall numbers. Munster's research fore- 
casts that Verizon will add around 2.5 million 
iPhones from new customers, while draw- 
ing away about 6.5 million customers from 
AT&T. The Piper Jaffray report estimates 
that Apple will sell a total of 20 million 
iPhones in the United States in 201 1 , with 

I I million coming from AT&T and 9 million 
being sold by Verizon. The predicted 1 1 mil- 
lion iPhones sold would represent a drop of 
30% next year for AT&T. 




I McAfee Predicts Biggest Threats 
In 2011 

Security firm McAfee has released its 201 1 
Threat Predictions report, which highlights 
the top threats for the coming year, and it 
shows that Google's Android platform and 
Google TV, Apple's iPhone platform and Mac 
OS X, and the geolocation service Four- 
square are in cybercriminals' crosshairs. 
URL-shortening services, which get heavy 
use thanks to Twitter and Facebook, are also 
likely targets for the coming year. The thing 
these products and services all have in com- 
mon is that they became very popular in rela- 
tively short order, which leaves them more 
vulnerable to being exploited. Additionally, 
McAfee foresees an increase in politically 
motivated attacks in the aftermath of the 
WiklLeaks controversy. 

I DoD Pressuring Network Suppliers 
To Support IPv6 

The U.S. Department of Defense is adopt- 
ing a firmer stance with its IT partners that 
offer IPv6 products but do not use IPv6 in 
their own networks. The DREN (Defense 
Research and Engineering Network) in partic- 
ular is putting pressure on its hardware and 
software providers to corporately and publicly 
deploy their own IPv6 offerings — a practice 
known as "eating your own dog food" in the 
IT industry — or it will take its business else- 
where. The DoD is in the process of imple- 
menting a large-scale strategy to replace 
communications hardware with IPv6 prod- 
ucts. Pilot programs are designed for testing, 
policy development, security updates, main- 
tenance, and training. 
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Simplified Database Management 

Caspio's Online Database Platform Makes College System's Course Catalog Easier To Navigate 



by Robyn Weisman 

■ • • 

The Houston Community College System 
teaches almost 68,000 full-time and part- 
time students on six campuses across 
Houston, Texas, as well as online. Its 4,400 
faculty members teach thousands of classes 
during any given term, which can under- 
standably be overwhelming for matriculated 
students, let alone prospective ones. 

For a long time, HCCS published its class 
schedule as a PDF, but although it was an 
improvement over paper catalogs, it had 
become increasingly unwieldy, especially 
when you consider the number and types of 
classes taught at the various locations. If 
you were looking for, say, an introductory 
statistics class, you had to pore through that 
massive PDF to find out which campus 
offered the class, along with teachers and 
times. And you might miss any errors or 
updates to the schedule until after you had 
mapped out your academic path for the 
semester (or mini-semester — the college 
offers a lot of choices in that area, as well). 

Joseph Conway, print and electronic 
media director at HCCS, was tasked with 
finding a better way to handle course sched- 
ules just a few weeks before an upcoming 
registration period, but most options in the 



market required serious programming chops 
to build and customize a complex Web- 
based database application, along with the 
resources to manage it. 

After looking at some traditional 
options, Conway decided to test the On- 
line Database platform from Caspio (www 
.caspio.com) over a 14-day trial period in 
the hopes it would solve the problem. It 
did so with ease. 

"Caspio is unique because it can take 
spreadsheets and convert 
them into databases quick- 
ly," Conway says. "Any 
other solution we looked at 
would have required more 
downtime and develop- 
ment, and we didn't have 
the luxury of waiting six 
months. It had to happen 
pretty quickly." 



option for providing a low-cost, yet pow- 
erful application. 

Caspio offered a scalable platform that 
could handle spikes in online traffic over 
peak registration periods (as many as 1 
million or 2 million page views a month) 
and also the 100,000-plus transactions that 
the HCCS Web site managed on most 
days without slowing down the site's 
overall performance. "It's a solution that is 
intuitive enough to let you kick the tires 



caspio 



Choosing The Cloud 

Conway explains that cloud computing 
was a good strategy for HCCS. "If you 
don't like a product, it's easier to switch 
to something that might be a best practice, 
or you can switch gears if a better product 
emerges," he says. Moreover, a cloud 
computing solution seemed the best 
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and make changes or update our apps easi- 
ly without having programming experi- 
ence," Conway says. 

An Interactive Preview Of Tlie College 

Caspio's solution replaced the multiple 
static PDFs of class schedules that stu- 
dents would then have to download and 
analyze, a process that was oftentimes 
awkward and unwieldy. "We wanted to 
instead find a way to make the course 
information into a mini-preview of our 
offerings, where people could access 
searchable basic information without nec- 
essarily having to log in, sign up, or other- 
wise have to get into our registration 
system," Conway explains. "We wanted to 
end the heavy lifting for the user." 

Caspio Online Database also could pull 
data from the same central database, rather 
than from the individual PDFs, ending the 
possibility of inconsistencies that could 
affect the old system. "The ability to create 
widgets and multiple entry points for the 
data and have those in multiple places was 
key," Conway says. "We could now build 
customized searches for the six college 
[campuses] so that the summer schedule for 
Central College could be compared with 
that of another campus." 

Conway made heavy use of Caspio wid- 
gets to make the database intuitive for the 
user. For example, a prospective student 
accessing the HCCS Web site can put in 
parameters such as the campus he wants to 
attend, the department from which he wants 
to take a course, the semester, and even a 
time range through a drop-down menu, and 
the Caspio database then renders the data. 
"The user doesn't know he or she is query- 
ing the database. Instead, they get a page 
where everything he or she needs is listed," 
Conway says. "You can choose, say, fall or 
spring semester, and it will then cascade and 
show what courses are available, and then 
you can drill down further for professors or 
so forth." 

Embraced By IT & The HCCS Community 

Conway points out that he works in the 
communications department rather than in 
HCCS' IT department, although his group 
does often work in tandem with the latter. 
To his delight, his IT colleagues have 
embraced Caspio for its ease of use and 



accessibility. "It's freed us all up to do the 
stuff that we are supposed to be doing any- 
way," Conway says. 

HCCS could not properly test Caspio 
before it went live beyond making sure that 
the data was searchable. "We needed to roll 
it out and see the traffic we got, and then 
we were able to make adjustments as we 
went," Conway says. "You can't really find 
out what flaws there may be until enough 
people have the opportunity to use it." The 
increase in Web traffic 
suggested to Conway and 
HCCS that migrating to 
^ Caspio was the right 

move. In fact, Conway 
estimates that the new 
Caspio-powered online 
^^^^f database is getting about 

10 times the traffic that 
the former PDF-based 
system got. 
And deploying Caspio 
was a straightforward and fairly simple 
process. "Before Caspio, we were getting 
a dump of data from the database to pop 
into the print schedules and then making 
these print schedules into ordinary PDFs, 
which we would then upload to the Web 
site," Conway explains. "It made more 
sense that if you're getting it in a database 
anyway, you just put that full database 
onto the Web, which is what ultimately 
brought about the change. We already had 
the spreadsheets, so we just had to blow it 
up into Caspio, configure the search and 
the widgets, and put it on the page." 

According to Conway, you don't need 
advanced knowledge in relational databases 
or other technology areas. "If you have a 
basic understanding of spreadsheets, using 
Caspio really isn't at all difficult," he says. 

Finally, Caspio took care of the one lin- 
gering doubt that Conway had when 
HCCS migrated to the solution, despite 
Caspio's decade-long track record. "People 
are wary of cloud solutions because what 
happens if a company goes out of business 
after you have committed to it? You can't 
just flip the switch and go to something 
else if it's a sole source type of solution," 
Conway says. "But Caspio has committed 
to installing their software directly at a cus- 
tomer' s site that has an enterprise agree- 
ment with them, in the unlikely event 
something were to happen." 



Caspio Online Database 



A scalable online database and Web appli- 
cation creation platform that enables users 
to create interactive databases, Web forms, 
and other processes that can be used for 
lead generation, task management, help 
desk support, and multiple other uses. 

"Caspio is unique because it can take 
spreadsheets and convert them into data- 
bases quickly. Any other solution we looked 
at would have required more downtime and 
development, and we didn't have the luxury 
of waiting six months. It had to happen pret- 
ty quickly," says Joseph Conway, print and 
electronic media director at Houston Com- 
munity College System. 

(877)820-9100 I www.caspio.com 
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by Seth Colaner 

Because data represents, at 
its essence, the heart of any 
company, acquiring the right 
data backup hardware, software, 
and services is crucial to a busi- 
ness' current and future success. 
Here are some issues to consider 
when you're in the market for a 
data backup solution. 

Cost. When making a capital 
purchase, you need to ensure that 
the products will meet your cur- 
rent needs as well as your future 
ones. For example, Ben Ginster, 
channel marketing manager for 
Idealstor (www.idealstor.com), 
suggests that you should be able to 
simply purchase higher-capacity disks 
when your business grows instead of hav- 
ing to completely revamp your storage 
infrastructure. If you're considering using 
a cloud vendor, look for flexibility and 
expandability in their program offerings 
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and bear in mind the costs 
associated with scaling up. 

Additionally, look for technologies that 
result in reduced costs, such as data reduc- 
tion, which limits redundant data and 
helps SMEs avoid paying for extra storage 
capacity they don't need. 



Shopping for a vendor. Because you're 
effectively trusting a vendor with your com- 
pany' s sensitive and mission-critical data, 
security and trust are paramount. Hardware 
must have a reputation for reliability, and 
software needs to be as free from vulnera- 
bilities as possible to avoid exploits by 
cybercriminals and costly crashes. The com- 
panies that sell those products need to be 
able to quickly and completely respond to 
any issues that arise, too. 

Adrian Herrera, director of market- 
ing for Nirvanix (www.nirvanix.com), 
advocates looking for a service pro- 
vider that is transparent regarding its 
practices and has cleared security 
measures such as a security audit by a 
third party and SAS 70 type II certifi- 
cation. Any SLAs (service-level 
agreements) should be thoroughly 
reviewed before you sign them. 

Ease of use. If your data backup 
solution requires a system adminis- 
trator or an individual with a high 
degree of network expertise to per- 
form tasks that could be automat- 
ed, simplified, or performed by an 
employee with less experience, 
you'll be wasting money and the 
time of an employee who could 
be doing other more expertise- 
appropriate tasks. 

Jeff Rector, director of marketing at 
Quantum (www.quantum.com), suggests 
looking for solutions with setup wizards 
and other administrative software that the 
average user can install, configure, and use 
to troubleshoot. Also, be sure that you're 
able to access your archives quickly, that a 



technology or vendor offers backward com- 
patibility, and that speed is optimized. 

Technical support. Everything breaks 
eventually, and when it's your data backup 
solution, you need to fix the issue and get 
back online as soon as possible. Look for a 
vendor with 24/7 customer support; a high 
level of technical expertise from support 
personnel is a must. 

Eric Burgener, senior vice president of 
marketing at InMage (www.inmage.com), 
suggests looking in the fine print for an 
RTO (recovery time objective, or how 
long it takes your system to recover) of as 
close to zero as possible. Also examine the 
RPO (recovery point objective), which is a 
measurement of how much data loss is tol- 
erable during an issue resolution. For 
example, can your company survive for 30 
minutes of downtime without any serious- 
ly adverse affects, or would even 10 min- 
utes spell disaster? 

You should also be able to access a 
vendor's technical support as quickly as 
possible, and the vendor should have a 
technician to you (if needed) in the short- 
est time possible. 



Key Terms 



SAS 70 type II certification. An industry 
standard VnsX is awarded to vendors or 
service providers Vna\ adhere to certain 
criteria to ensure security and control. 

Service-level agreement. An SLA is a 

document that defines the terms of service 
between a customer and a service provider. 




SEEING IS BELIEVING 



On- Tim-Q? 

Why navigate through countless Web sites when you can get all 
the information you need in just a few minutes by reading Processor! 
Processor's content is comprehensive, but it's presented in a 
quick, easy-to-read format, so you can l<eep up with the constant 
flood of new data center products and technologies. 





With SECURE MDE'S SECURE SHARK™, you don't have to wonder if your hard 
drives were really destroyed or worry about sensitive media getting misplaced or 
mishandled during transportation. We come to you, so you can see the destruction for 
yourself. And once that liability is gone, it's gone for good. You'll see. 



THE SECURE SHARK^m IS FASTER, MORE 
CONVENIENT, AND MORE SECURE THAN ANY 
OTHER DESTRUCTION SOLUTION AVAILABLE. 



We shred onsite — anywhere in the U.S. — which means sensitive data never leaves your 
place of business and the end product is visually verifiable — immediately We even. .. 

• RECORD THE ENTIRE PROCESS ON DIGITAL VIDEO. 

• RECYCLE 100% OF RESULTANT MATERIAL in accordance with EPA standards. 

• HANDLE DESTRUCTION FROM START TO FINISH, leav ng your employees 
to do their jobs. 

BIG JOB? NO PROBLEM. The Secure Shark™ can shred up to 1,000 hard 
drives an hour. You won't believe your eyes. 



Contact Secure MDE for your data elimination needs. 
888.312.2333 I info@securemde.com 

www.SecureMDE.com 
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ita Backup & Disaster Recovery 



Arkeia vStorage Virtual Appliance C2C ArchiveOne Enterprise 



Arkeia's vStorage Virtual Appliance is a comprehensive 
backup and recovery tool for VIVIware vSphere 4 plat- 
forms and VMware Infrastructure 3. The virtual appliance 
includes Arkeia vStorage Backup Agent and can be 
rapidly deployed in and be used to back up any vSphere 
hypervisor. Arkeia vStorage Backup Agent enables local 
and over-the-network backups to disk, tape, or to disk 
and then tape, and backup sets can be replicated locally 
or over a WAN. 

• IVIanagement through Arkeia's Web-based interface 

• VMware CBT (Changed Block Training) 

• vCenter integration, vApp support, and RDIVI (Raw 
Device IVIapping) 

• Enables full, incremental, and differential backups 

• Includes one year of maintenance 

Best For: VMware vSphere environments. 
Price: $1 ,500 per VMware hypervisor 
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C2C's ArchiveOne Enterprise is designed to give 
Exchange administrators a simple yet sophisticated tool 
to improve the health of the email system and deliver 
greater efficiency of storage and unrivalled power to both 
live and archived data. ArchiveOne Enterprise is 
designed to remove all unwanted email and other data 
items from live Exchange servers, enforce corporate 
e-policies, and search email with an unlimited scope. 
ArchiveOne Enterprise can be installed in about one 
hour, with little training needed. 

• Fully automated mailbox quota management 

• Advanced PST discovery and management 

• Extensive retention period controls 

• E-discovery for performing forensic searches 

Best For: Situations requiring sophisticated archiving, 
retention, e-discovery, and compliance with an easy 
learning curve for users. 

Price: $25 per seat 



CommVault SimpanaG 
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CommVault Simpana 9 eliminates the need for a myriad of 
disparate point-level products; reduces costs; and is inher- 
ently flexible, efficient, scalable, and adaptable. The tool 
offers modem data management with a tightly integrated 
blend of snapshot management, replication, and persistent 
copies designed to be secure, deduplicated, managed, and 
accessible through a single, unified platform. Simpana 9 
can quickly create copies that are highly available by inte- 
grating and leveraging hardware array-based snapshot 
technologies and can move data efficiently to disk, tape, or 
cloud storage. Data can be easily recovered for disaster 
recovery, data mining, e-discovery, or compliance. 

• Massive virtualization performance and scalability 

• Efficient data deduplication for improved network trans- 
fer while cutting the backup window in half 

• Simplified licensing, administration, and management 

• Enhanced migration capabilities and services 

Best For: Companies that require significant control 
over data with optimal protection in a variety of 
storage environments. 
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Description 



Nasuni Filer 
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The Nasuni Filer is a virtual NAS appliance that offers tradi- 
tional NAS capabilities via the cloud. The Filer is designed 
to make file access, storage, and protection easy and 
inexpensive by removing costs associated with hardware. 
Features include the ability to monitor cache, manage 
volumes and performance, and set file protections, and the 
Filer supports Active Directory, file encryption, deduplica- 
tion, and synchronous snapshots. 

• Simple to set up and use 

• Ability to choose from a variety of different cloud 
providers, including Amazon Web Services and 
Backspace Cloud 

• Easily scalable 

• Can be configured for primary or secondary storage 

Best For: Leveraging the cloud to store and protect the 
expanding file volumes offsite while retaining the local per- 
formance and functionality of an advanced NAS appliance. 

Price: $300 month to month; $250 with one-year prepay; 
$200 with two-year prepay 



Quantum DXi4500 




Ouantum's DXi4500 appliances are turnkey solutions 
that can be deployed seamlessly with all leading back- 
up software using a simple NAS interface. They are 
designed for rapid, seamless integration and maximum 
client performance without changes to existing backup 
architectures or potentially disruptive media server 
upgrades, unlike software-based deduplication. Each 
DXi4500 model includes support for remote replication, 
virtual environments, and Symantec's OpenStorage 
interface as standard features. 

• Data deduplication in an easily shared NAS device 

• Two preconfigured models with 2TB or 4TB 
usable capacity 

• Reduces typical disk capacity needs by 90% or more 
through deduplication 

Best For: SMBs and branch offices in distributed sites 
that are seeking an affordable disaster recovery solution. 

Price: Starts at $12,500 



Quantum Scalar i40/i80 
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Quantum's Scalar 140 and 180 are intelligent tape 
libraries for small and medium-sized businesses and 
remote office environments of larger enterprises that are 
looking to save time and money spent on storage man- 
agement. With embedded iLayer technology, the i40 and 
180 provide users with simpler tape management, fewer 
service calls, and market-leading investment protection 
through capacity-on-demand scalability. 

• Simplifies tasks, including initial setup, ongoing 
management, and adding capacity over time 

• Reduces library management time by 50% 

• The i40 scales from 25 to 40 slots, and the i80 scales 
from 50 to 80 slots with a software license 

Best For: SMBs and remote office environments. 

Price: 140 starts at $7,500 MSRP; 180 starts at $9,400 
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Processots Product Spotlight fiigtilights options available in key data center product categories, providing product information side-by-side for easy comparison. 

Compiled by Seth Colaner 



DataRecovery.com 



ESS Doto Recovery 

www.d a to recove ry. com 
real labs, real people, 

REAL RECOVERY 



DataRecovery .corn's services are designed to be both 
affordable and fast, with a range of data recovery options 
available for every budget and every data loss situation. 
DataRecovery.com can recover data from everything 
from a single hard drive to a RAID storage array. The 
company has developed a strong reputation worldwide 
during its 12-year history, with a division focused on 
RAID, SAN, and NAS storage that is frequently used by 
Fortune 500 companies. 

• No data, no-charge guarantee 

• Supports every data storage medium, including tapes 
and servers 

• 24/7 and onsite services for critical situations 

• Different pricing and turnaround levels available 

Best For: Enterprises needing data recovered from 
virtually any failed system. 

Pricing: Starts at $500 for single drive recovery 

Contact: (800) 237-4200 I www.datarecovery.com 



Idealstor Bantam 




The Idealstor Bantam is a removable disk backup system 
that combines the best of disk and tape by using 2.5-inch 
SATA disks as backup media, which can then be sent off- 
site for storage and disaster recovery. The Bantam is 
priced for SME budgets but has features that meet the 
needs of larger enterprises, as well. The system features 
data transfer rates of up to 480MBps and is bundled with 
IBac Data Protection Software from Idealstor. 

• Complete backup system offering up to 1TB of remov- 
able disk capacity 

• Disk capacities of 320GB, 500GB, 750GB, and 1TB 
currently available 

• Includes IBac 5.0 for native format backup and drag- 
and-drop restore with data deduplication 

• Bantam cartridges are housed in a rugged aluminum 
frame and are shock-proofed 

Best For: Replacing tape backup with a faster, larger, 
and more reliable backup media. 

Price: $299 for docking station with 320GB cartridge 



InMage vContinuum 




InMage vContinuum is a disk backup and disaster recovery 
tool for VMware ESX/vSphere virtual machine environ- 
ments. Designed to be cost-effective for SMEs, vContinu- 
um requires only a sen/er, management console, and a 
master target VM on the secondary ESX/vSphere host to 
implement, and it can scale easily. By extending backup 
and disaster recovery solutions to physical servers through 
a seamless upgrade to InlVlage Scout, vContinuum is 
designed to offer a consistent approach to protect, man- 
age, and recover both virtual and physical environments. 

• Elimination of backup windows (data is backed up to 
disk real-time 24/7) 

• Application-consistent recoveries on Windows and Linux 

• Long-term data retention on disk 

• File-level recovery within seconds 

• Optimized utilization of target storage capacity (target 
VMS are thin provisioned) 

Best For: Backup and replication in virtual environments. 

Price: Starts at about $4,000 per ESX server 




Spectra Logic Midrange T-Series 




The Spectra Logic T-series of tape libraries include the 
Spectra T200, T380, and T680, which are designed with 
scalability in mind. Built on the company's TranScale 
architecture, the tape libraries feature interchangeable 
components that make scaling up easier. With up to 
2PB of storage capacity, the tape libraries also feature 
free encryption key management; media, drive, and 
library health monitoring; and partitioning and remote 
management. 

• Management via Web browser for easy operation 

• Built-in BlueScale AES 256-bit encryption and 
key management 

• Monitors its own drives, power supplies, controller, 
and robotics 

• Media Lifecycle Management and Certified Media tools 
detect media errors before they happen 

Best For: Midrange data centers. 

Price: Starts at $36,380 



Spectra Logic T50e Tape Library 




The Spectra T50e tape library features 30TB to 150TB of 
storage (thanks to LTO-5 tape storage technology) in a 
4U rackmount system and supports transfer rates of up 
to 280MBps. Designed to offer enterprise-class features 
to the SME market, the T50e runs the BlueScale man- 
agement interface and features free encryption key 
management; partitioning and remote management; and 
media, drive, and library health monitoring. 

• Management via Web browser for easy operation 

• Built-in BlueScale AES 256-bit encryption and key 
management 

• Monitors its own drives, power supplies, controller, 
and robotics 

• Media Lifecycle Management and Certified Media 
tools detect media errors before they happen 

Best For: SMEs and remote offices. 

Price: Starts at $13,995 



TOLIS Group bruAPP 




The bruAPP™ backup appliance resolves the issues of 
configuration, installation, and compatibility faced when 
implementing a networked system backup strategy. 
Proven reliability, cost-effectiveness, scalability, and client 
system software agents available for all modern operating 
systems are delivered without the requirement for heavily 
experienced system/network administrative personnel. 
Tightly integrated hardware components, and the ven- 
erable BRU™ software, provide backup and restore ser- 
vices independent of any server on the network. 1 U to 7U 
models are available to provide D2T, D2D, and D2D2T 
operations; up to 28TB of net RAID disk stage capacity 
(RAID 5 + hot spare); and internal tape technology up to 
eight drives and 96 slots. 

• Enterprise-grade client/server backup services 

• Windows, Linux, and Mac OS X management consoles 

• Plug-and-play installation and intuitive operation 

• Totally self-contained using sen/er-grade components 

Price: Starts at $2,899 

Best For: Enterprises in need of a complete backup and 
restore appliance. 



Contact: (480) 505-0488 I www.tolisgroup.com 
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I No Ground Gained For Intel Or AMD 

A recent report from iSuppli found that both 
Intel (80.1% share) and AMD (1 1 .3% share) 
showed stagnant market shares for the third 
quarter of 2010. From Q2 to Q3, Intel lost 
0.3% and AMD lost 0.2%; year over year, 
Intel was up 0.1% while AMD was down 
0.8%. The iSuppli report also indicates that 
worldwide microprocessor revenue was up 
3% from Q2 2010 and up 23% from Q3 2009. 
iSuppli expects that the market will remain 
competitive in 201 1 . 

I Gartner Cites 
Hosting Confusion, Hype 

Gartner Research is making efforts to remind 
the tech industry that hosting and SaaS (soft- 
ware as a service) are not the same thing. The 
firm has found that some hosting companies, 
taking advantage of the hype surrounding the 
cloud, have been rebranding their hosting ser- 
vices as SaaS in an attempt to sell hosting, 
application management, and application out- 
sourcing. In reality, say Gartner spokesper- 
sons, much of this is merely a relabeling of 
traditional application outsourcing, and the firm 
warns that vendors risk confusing and eventu- 
ally antagonizing buyers who discover that 
hosting and application management are not 
the same thing as SaaS. 

I Cloud Computing Set To Take Off 

Cloud computing spending will reach an all- 
time high next year, with about 15% of all IT 
revenue being somehow tied to the cloud, 
according to IDC. "Cloud computing is the 
biggest story for the next 12 months," said 
Stephen Minton, vice president for the IDC 
Worldwide IT Markets research group, while 
addressing the recent Raymond James IT 
Supply Chain Conference. Next year, Minton 
said, IDC expects public cloud sen/ices adop- 
tion to grow 30%, "and it will also be a pretty 
big year for private cloud deployment." 
Minton said he expects cloud providers to 
face increased competition as they work to 
gain customers. 




I Cloud Security Alliance Develops 
Updated Cloud Controls Matrix 

The CSA (Cloud Security Alliance), a non- 
profit group designed to provide education 
about cloud best practices and security, has 
announced version 1.1 of the CCM (Cloud 
Control Matrix). The latest version, which is 
available as a free download, is part of the 
CSA GRC Stack and is designed to offer 
cloud vendors a set of security principles 
to implement. The CCM can also be valu- 
able to customers looking to vet a given 
provider. The CCM is based on other indus- 
try standards, including ISO 27001/27002, 
ISACA COBIT, PCI, and NIST, and is sup- 
ported by the Holistic Information Security 
Practitioner Institute, an independent certifi- 
cation organization. 
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Solving Data 
Management Problems 

Now That Packaged & SaaS Solutions Are Available, The Spreadsheet Days Are Gone 



by Bridget Mintz Testa 

Until three or four years ago, formal 
data management was the sole province of 
large organizations. They were the only 
ones that could afford the expensive and 
complex technologies needed to collect, 
verify, validate, integrate, and store the data 
needed to do business. In recent years, a 
host of packaged and SaaS solutions have 
emerged that are available to businesses of 
any size for reasonable prices. 



Key Points 



Most enterprises do not realize the need 
for data management until managers or 
IT personnel begin noticing business- 
related problems. 

Before selecting a data management 
solution, analyze what data your enterprise 
needs and why, how the data is used, who 
uses it, and where and when employees 
use it. Make sure the solution isn't too 
complicated for anyone but experts and 
that it integrates well with the rest of the 
company's applications. 

Companies that Aberdeen Group rates as 
best-in-class in data management see all 
aspects of the practice, from data collection 
to data governance, as a unified process. 
Enterprises of any size can be considered 
best-in-class. 



Just because a solution exists, how- 
ever, doesn't mean it's right for a particu- 
lar enterprise. It pays to understand your 
enterprise's needs and how they match 
up to a specific solution's offerings before 
signing up. To do that, you must under- 
stand the realities and complexities of 
data management. 

Discover The Need 
For Data Management 

Most enterprises spend little time on data 
management until a business-related prob- 
lem arises. "The biggest issue is when you 
don't know you have bad data, and you're 
using it to base decisions on," says Loretta 
Smith, vice president of communications for 
the Data Management Association Inter- 
national (www.dama.org). 

Something as seemingly innocuous as 
returned mail from the on-file address of 
a customer can be a sign that your data is 
flawed and needs better management. 
Many calls to a help desk that interrupt 
the flow of business also indicate data 
problems, as does poorer-than-expected 
financial performance. The evidence can 
be well-hidden and may not turn up until 
a company decides to migrate its data to 
a management solution. 

BackOffice Associates (www.boaweb 
.com), a company that specializes in clean- 
ing up data and ensuring its quality and 
accuracy, performed a human resources 
data audit in 2009 for a large client that 
had 40,000 employees around the globe. 
The client was preparing to move its data 



into a new management solution. "The 
company said the data would be really 
easy to audit," says Trish Kennedy, 
BackOffice Associates CEO. BackOffice 
Associates did retrieve the data from the 
enterprise's various locations around the 
globe, but it encountered some problems 
as there was missing or incorrect informa- 
tion within the files. 

For smaller businesses, the costs of 
wasted postage for piles of returned mail 
can be substantial, as can the loss of up- 
to-date customer information. 

Vetting Data Management Solutions 

It's tempting for an enterprise to adopt 
a new data management solution as soon 
as management or the IT staff realize 
there's a problem. This approach is the 
reason most IT implementations of any 
kind fail. So suppress the urge to buy the 
first solution that looks good. 

"Data management's goal is to ensure 
that an organization's information and data 
assets are available to the people who need 
them when they need them in the form they 
need them," Smith says. Of course, this pre- 
supposes that the organization also knows 
what data assets are needed. 

One of the top challenges enterprises 
face in selecting a data management 
solution is determining what areas of the 
business to address first, according to 
David Hatch, senior vice president, gen- 
eral manager, and data management 



Hatch explains that a particular chal- 
lenge for smaller firms is transforming 
raw data into relevant information that 
non-technical business users can access 
and use. Part of the problem is that many 
data management solutions are so fea- 
ture-rich that they overwhelm anyone 
who isn't an IT professional or a data 
management expert. "Companies of all 
sizes should focus on obtaining solutions 
that their users can understand and . . . 
are accessible and useable by [ordinary] 
users," Hatch says. Once you identify a 
possible data management solution, don't 
adopt it until you evaluate how well it 
will integrate with your company's exist- 
ing applications. 

Data Governance 

The process of setting rules and formal- 
izing policy regarding data collection, 
cleansing, storage, access, and use is 
known as data governance. "When it 
comes to information management, com- 
panies that Aberdeen Group define as 
best-in-class have evolved to a holistic 
approach," Hatch says. "Data quality/ 
cleansing, integration, warehousing, mod- 
eling, and delivering of data to enterprise 
applications are being addressed as one 
discipline. Best-in-class companies are 
nearly twice as likely as their peers to 
establish a data steward role or committee 
within the company." This steward or 
committee handles data governance, with 



"Company size is not really the 
differentiator when it comes to 
classifying data management maturity." 



-Aberdeen Group's David Hatcin 

analyst at Aberdeen Group. He says 
"Aberdeen research shows that customer 
data is the No. 1 target for data manage- 
ment initiatives among organizations 
surveyed." Because of the difficulties of 
acquiring new customers in the current 
economy, "it is more critical than ever to 
understand and act upon customers and 
their current demands to at least maintain 
current business," Hatch says. 



input from all stakeholders who use or 
manage data. 

"Company size is not really the differ- 
entiator when it comes to classifying 
data management maturity," Hatch says. 
"Many smaller firms are employing 
sound data management practices and 
are gaining business value that tangibly 
justifies the investment they have made 
in both technology and expertise." 



Best-ln-Class Data Management Metrics 

Aberdeen Group research identified a set of metrics that defines best-in-class data manage- 
ment for enterprises. Although implementations may be different, SMEs and large companies 
can meet these metrics. 

• Percentage of time actionable information is available within users' decision windows (real 
time, hourly, daily, and so on). 

• Percentage of time key information can be accessed without relying on or waiting for the 
IT department. 

• Percentage of users who are satisfied or very satisfied regarding their ability to access 
information relevant to their jobs and with the ability to customize views and reports using 
source information without IT assistance. 
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STORAGE 



Data Deletion 
Processes & Standards 

Creating Data Deletion Practices Is Just As Important As Choosing A Storage Strategy 



by Elizabeth Millard 
• • • 

Even with widespread awareness of 
data storage and data deletion practices, 
the numbers from a recent Kroll Ontraclc 
survey are eye-opening. The information 
management firm found that of the 49% of 
businesses that are systematically deploy- 
ing a data erasure method, 75% don't 
delete data securely, leaving them suscep- 
tible to data breaches. 

Only 19% of those surveyed use data 
deletion software and even fewer, 6%, use a 
degausser to erase media. When asked if 
and how businesses verify that data has 
been deleted, 16% noted that they rely on a 
product or service for confirmation, but 
22% simply reboot the drive and look to see 
if data is still there. 

"The survey results don't surprise me at 
all," notes Jeff Pederson, manager of 
Ontrack Data Recovery operations at 
Kroll Ontrack (www.krollontrack.com). 
"A lot of people believe their data is 
erased, but they don't have a way to 



Key Points 



Perceived cost is usually the main fac- 
tor for a lack of data deletion processes 
and standards. 

Create a data deletion process based 
on the type of data involved and indus- 
try regulations. 

Set up hardware and software tools 
that can help categorize data and be 
used for deletion; manual deletion 
strategies simply don't work, given the 
amount of data involved. 



left. This can be a major issue, because if 
that person is involved in any litigation with 
the company, the data involved needs to be 
saved until those issues are resolved. These 
"litigation holds" are very common, and an 
enterprise that deletes data when one is in 
place could face significant penalties. 

In general, the larger issue with data 
deletion seems to be cost, Pederson has 
found. Because wiping a hard drive clean 



"If you have thousands of documents or 
emails that you don't need to be saving, 
you may be risking a situation in the 
future that will waste a huge amount 
of time and money." 



-Kroll Ontrack' s Jeff Pederson 



check that's very effective. Or they don't 
have a system in place that really works. 
This is a challenge for many enterprises, 
and it's putting them at risk." 

Major Problem 

At a former employer, Pederson found 
that the IT department often tried to repur- 
pose machines as soon as an employee had 



and rebuilding it takes more time than 
simply deleting a hard drive's files, many 
IT departments take that shorter route. 
"The problem with that method is that 
there's still tons of data on that computer," 
Pederson says. 

To combat the issue, some companies 
simply store all their data for as long as 
possible, but that's a poor solution, as 



well, because there are regulations and 
mandates in place regarding data 
destruction timeframes. 

"The reason for doing proper data dele- 
tion is because it reduces your e-discovery 
costs," says Pederson. "If you're not 
destroying data, you will definitely have a 
problem at some point." For example, a 
lawsuit might ask for all emails related to a 
certain product. Instead of having 100 mes- 
sages that stretch back during the usual stor- 
age time period of two years, a company 
might have 10,000 messages over the last 
decade. Because those emails are related to 
the case, the company would have to pay 
someone to go through them and classify 
each message in terms of relevance. 

"If you have thousands of documents or 
emails that you don't need to be saving, you 
may be risking a situation in the future that 
will waste a huge amount of time and 
money," Pederson says. 

Create A Policy 

Determining data deletion timeframes 
depends largely on the type of data in ques- 
tion and the industry involved. For instance, 
tax data is regulated by the federal tax code, 
which notes that all records must be kept for 
seven years. That law cuts across all indus- 
tries, but other regulations, such as HIPAA, 
affect healthcare organizations and the ven- 
dors that serve them. 

"With HIPAA and some other privacy 
laws, the law states that you can only keep 
data for a certain amount of time and then 
you have to delete it," says Pederson. 
"Some companies that get hacked get into 
even more trouble if they have data that 
goes back too far. You can't just save every- 
thing and keep spending money on storage. 
You have to know the relevant laws on the 
types of data in your system." 

Another part of the policy is to identify 
data that doesn't need to be stored, adds Pat 
Midden, an associate at law firm Oppen- 
heimer, Wolff & Donnelly (www.oppen 
heimer.com). "Ask yourself why you need a 
particular kind of data," he advises. "For 
example, if you're capturing Social Security 



numbers and they're not relevant to your 
business, then don't save them. Think about 
what information you really need to store." 

Fill The Tool Box 

To fulfill the mandates set in the poli- 
cy, it's imperative to find hardware and 
software products that work well with a 
company's systems. Simply asking 
employees to prioritize emails and do 
data deletion work isn't going to address 
the issue, Pederson notes. 

"You just can't go through 500 emails 
a day and try to categorize them," he 
says. "As a result, so many people that 
I've met are digital hoarders. They sim- 
ply create subfolders and throw stuff in 
there. I'm a firm believer that you need 
some kind of technological tool." ^ 

-I 

Deleting Data 
In The Cloud 

One of the largest issues in the near future is 
likely going to be data deletion and data re- 
covery in the cloud as well as with virtualiza- 
tion. A strong first step in developing a policy 
in this area is to talk with a cloud provider and 
create a data management path from creation 
to deletion, notes Charles Buck, COO at infra- 
structure management firm Independence IT 
(www.independenceit.com). He says that 
cloud providers should be able to discuss how 
systems can be used for data deletion, as well 
as data recovery, and be willing to do tests 
with sample data. 

With a private cloud, it may be more cost- 
effective to select a vendor to build and 
maintain the cloud, including enforcement of 
data deletion practices. Buck notes. "The IT 
manager's role is to enforce service agree- 
ments and maintain a keen eye to the busi- 
ness objectives and the success of meeting 
those objectives." For SMEs that have only a 
handful of IT employees or fewer, deploy- 
ment of a private cloud and data deletion 
and recovery in that environment may re- 
quire outside assistance. 
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Survey Suggests 
Longer Refresh 
Cycles, Increased 
Virtualization 
& More Mobility 

CDW released its annual Year-in-Review 
survey last month, revealing that corporate 
PC refresh cycles seem to be expanding. 
Although the recession has squashed IT 
spending, stretching the life of its hardware, 
it seems enterprises are planning to invest 
this year. The IT decision makers surveyed 
listed hardware as the top priority in 201 1 , 
with 46% of respondents saying IT invest- 
ment will be a top priority, and 55% listing 
PCs as the most important investment. 
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According to Matt Troka, vice president of 
product and partner management at CDW, it is 
difficult to predict if extended hardware refresh 
cycles will be the norm — "much will depend on 
the long-term strength and vitality of the overall 
economy." With likely more than half of survey 
respondents investing in PCs, Troka says that 
now, while taking part in a current refresh 
cycle, is the time to examine how the exten- 
sion of refresh cycles contributes to overall 
business and productivity outcomes. 

Locating Efficient Solutions 

other notable investments include virtualiza- 
tion and mobility. Thirty-four percent of re- 
spondents plan to invest in mobility in 201 1 , 
while 32% listed virtualization plans. "During 
the economic downturn, businesses were 
challenged to do more with less. For IT deci- 
sion makers, this meant evaluating the orga- 
nization's current technologies and identifying 
areas needing increased efficiency," Troka 
says. This is precisely where virtualization 
and mobility come into play — both are "ways 
to help reduce operational costs and elimi- 
nate downtime," Troka says. "Essentially, this 
process may become the 'new norm' as ClOs 
and those in IT leadership positions continue 
to seek out new and creative ways to deliver 
IT to their user community and increase value 
across the board," he adds. 

The survey also revealed that, overall, more 
than half of respondents believe IT investment 
will always be a top priority, but less than half 
expect it to be the No. 1 priority in 201 1 . Troka 
explains this by saying that although the mar- 
ketplace is slowly recovering, finding ways to 
save money remains a key business issue. 
However, Troka says, "Technology can help 
to drive business efficiencies such as improv- 
ing productivity, market expansion, and im- 
proving customer service solutions — well 
beyond making sure the network is secure." 
Troka expects to see IT decision makers take 
part in the conversation surrounding business 
strategy in 201 1. 

by Antona Beckman 



SECURITY 



Improve Data Loss 



Prevention 



Take Important Steps To Prevent The Expensive Consequences Of A Breach 



by Sue Marquette Poremba 

According to a 2009 Ponemon Institute 
survey, the average data breach costs an 
organization $6.6 million, at approximately 
$200 per breached record. And that's just 
the hard dollar loss involved. Whether it's a 
malicious attempt or an inadvertent mis- 
take, data loss can diminish a company's 
brand, reduce shareholder value, and dam- 
age the company's goodwill and reputation. 

With Trojans such as Zeus and Stuxnet 
in the wild, the increasing sophistication 
of toolkits, and an economy that has 
forced companies to downsize both staff 
and budgets, the threat of data loss will 
only increase. So what can companies do 
to improve DLP (data loss prevention)? 

How Does Data Loss Occur? 

To best prevent data loss, it is important 
to first know how data breaches are most 
likely to occur. 

"When it comes to data loss prevention, 
we often hear about stolen laptop comput- 
ers and malware downloaded via USB 
drives, but what we tend not to hear as 
much about are the instances where orga- 
nizations overlook the potential of data 
loss through the use of Web 2.0 tools, 
such as instant messaging," explains Sarah 
Carter, vice president of marketing at 
FaceTime Communications (www. face 
time.com). "It's important to keep data 
security in mind when it comes to instant 
messaging and other unified communica- 
tions channels, because IM can act like an 
open door if left unchecked — it's impera- 
tive that enterprises have tools in place to 
scan and filter file transfers over IM ses- 
sions to protect that data." 



Key Points 



Data loss is expensive, costing an estimat- 
ed average of $200 per record breached. 

Companies need to consider protecting 
active data shared through networks 
and data at rest stored on computers 
and servers. 

A simple but regular audit process can 
detect potential data leakage problems. 



companies, companies should make all 
efforts to prevent similar behavioral track- 
ing and information exchange from occur- 
ring with their employees, especially on 
company-owned computers." 

Understand Your Data 

After understanding how data breaches 
happen, the next step in DLP involves 
knowing who has access to the data. "Is it 
appropriate for everyone in the company 
to have access to the data?" asks Patrick 
Bedwell, vice president of product market- 
ing at Fortinet (www.fortinet.com). "The 
answer should probably be no, so that's 
when it is important to come up with a 
policy to determine who exactly should 
have access to certain aspects of the data. 
You want to reduce the number of people 
who have access, and by reducing expo- 
sure to individuals, you reduce the poten- 
tial for data loss." 

Knowing where and how the data is 
stored is just as important as knowing who 
has access, Bedwell adds. "Depending on 
how large the company, DLP may include 
investing in a vulnerability management 



"By reducing exposure to individuals, 
you reduce the potential for data loss." 



■ Fortinet's Patrick Bedwell 



Companies also suffer data loss primari- 
ly through ineffective enforcement of 
company policies. These range from 
ambiguous rules regarding social network- 
ing to the transport of critical data on USB 
drives to passwords being kept on a com- 
puter desktop in a text file. 

"While companies often have strict poli- 
cies regarding the legitimate handling 
of data, it is often the inadvertent release 
of sensitive information that can lead 
to the most serious damage," says Doug 
Wolfgram, CEO of IntelliProtect (www 
.intelliprotect.com). 

Data can flow out of a company through 
an individual, but more often it flows out 
through that individual's computer, 
Wolfgram continues. "If a company takes 
each individual computer and implements 
the same privacy control measures that 
they would deploy on their personal com- 
puters at home, a great deal of unneces- 
sary loss would be prevented. Just as 
individuals don't want their Web habits 
tracked and analyzed by advertising 



system that's able to discover systems on a 
network and identify [whether] there are 
unknown servers residing in the company 
environment." 

Todd Feinman, CEO of Identity Finder 
(www.identityfinder.com), points out that 
when approaching DLP, companies need to 
understand the way information had been 
stored in the past and how compliance laws 
and other regulations have changed the way 
that storage is approached. 

"Take the Social Security number," 
says Feinman. "In the past, that typically 
had been stored on file servers, doctors' 
laptops, professors' computers, but then 



people forgot that the numbers were 
there. Historically, it was OK to take 
Social Security numbers and store them 
anywhere." The result is the forgotten 
data ends up unprotected and vulnerable 
to breaches. 

Look At Your DLP Approach 

How DLP is approached in one compa- 
ny will be different from how it is 
approached in another company. Com- 
panies in some industries need to be 
especially careful and find that strict mon- 
itoring is necessary, even if it brings about 
false positives. These industries depend on 
DLP solutions that focus on active data on 
the network. Other companies are more 
concerned about protecting data at rest — 
the information that rests on laptops and 
on server databases. 

Protecting data at rest is becoming a 
more common approach to DLP, Feinman 
says. "You can't really block everything at 
the network level. Tools that search for 
data at rest crawl through servers, desk- 
tops, databases, and Web sites for any- 
thing that has been stored in the past." 
That includes looking through that old for- 
gotten data recorded years earlier. 

But even data at rest protection is industry 
dependent. According to Feinman, the DLP 
will often target endpoints, such as individ- 
ual computers. "Healthcare companies 
might want the DLP on doctor computers or 
in data centers. Retail chains typically go 
after computers within physical stores." 
Small businesses use a data at rest solution 
for historical clean up. "The technology 
helps get them up to speed on current regu- 
lations, and from there, they can use a secu- 
rity process to make sure employees aren't 
doing improper things." 

Finally, companies need to employ a 
regular audit process, says Wolfgram. 
"This is similar to performing backups or 
virus protection, or getting regular 
Windows updates to ensure that security 
holes are patched," he says. "Computers 
should be checked for tracking cookies, 
Flash cookies, history records, and book- 
marks. Passwords should be changed on a 
regular basis. Stronger password guide- 
lines should be implemented. And of 
course, company policies should be updat- 
ed, reviewed, and enforced." 

In the end, employers cannot prevent 
data loss by blocking access to every new 
application that is developed, says Carter. 
"Instead, they need to ensure granular con- 
trol over application usage and enable 
their IT teams to prevent threats associated 
with the use of certain Internet applica- 
tions through policies, procedures, and 
technology that can enable the business 
and protect sensitive corporate data." _ 



What To Do If Your SME Is Breached 

Data breaches happen to even the most security-minded company. When a breach does occur, 
Patrick Bedwell, vice president of product marketing at Fortinet (www.fortinet.com), suggests 
coming clean to consumers as soon as possible. At least 45 states have some type of breach 
disclosure laws, which include notification times. But, Bedwell says, when companies are forth- 
coming, it is easier to retain customer trust and their continued business. 
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OEM Production CloudNet 1U13L 



NEW PRODUCT 



by Kris Glaser Brambila 



A Compact Rack Server 
That Can Do It All 



OEM Production's 
CloudNet 1U13L rack 
server comprises all 
of the features your 
company needs to 
maintain load balanc- 
ing, firewall, gateway, 
and network appli- 
ance applications. 

For starters, the 
CloudNet 1U13L fea- 
tures the 1U13L ATX 
motherboard, which 
uses an Intel 3420 chipset. When it 
comes to the CPU, the CloudNet 1U13L 
can be equipped with an Intel Xeon 3400 
series. Core 15, or Core 17 processor, giv- 
ing your business the most effective 
amount of processing power needed for 
daily tasks. For graphics capability, the 
1U13L comes with an Emulex Pilot II 
controller with 64MB of DDR2 memory. 

The CloudNet lU13L's motherboard 
provides six DDR3 DIMM sockets, giv- 
ing admins plenty of room to expand on 
memory and keep daily processes run- 
ning smoothly. The 1U13L also features a 
single PCI Express slot, a single internal 



OEM Production 

Mini White Box PC Solutions 




OEM Production CloudNet 1U13L 

A compact rack server featuring an Intel Xeon 3400, Core 15, or Core 17 
processor; six DDR3 DIMM slots; and six SATA ports. 



Mezzanine connector, and two external 
Mezzanine connectors. 

On the storage side, the CloudNet 
1U13L offers Intel Embedded Server 
RAID technology and Intel Matrix 
Storage RAID technology, each with 
host-based SW RAID levels of 0, 1, and 
10. The 1U13L features six 3Gbps 
SATA ports and can also be outfitted 
with an optional quad-port SAS and 
SAS RAID module. 

The CloudNet 1U13L is a compact 19 
X 10.5 inches (WxD) with a lU height, 
making it the perfect rack server for data 
centers with space concerns. 



(650) 871-3930 
www.oemproductlon.com 
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Private & Public 
Sector Collaboration 
Takes Aim 
At Cybercrime 

With the number of high-profile security 
breaches steadily climbing, cybersecurity is 
top of mind for security professionals, govern- 
ment officials, employees, and individuals 
alike. In a move to better grapple with cyber 
threats, NIST (the National Institute of Stan- 
dards and Technology), the Science and 
Technology Directorate of the Department of 
Homeland Security, and the FSSCC (Finan- 
cial Services Sector Coordinating Council) 
recently agreed to a new collaborative frame- 
work that will help the organizations bolster 
critical infrastructure security. 

'The plan is to conduct collaborative R&D 
and test and evaluate advanced cybersecuri- 
ty technologies and associated policies. The 
collaboration will focus on applying advanced 
cybersecurity technologies under develop- 
ment by NIST and DHS to financial sen/ices 
sector use cases," NIST researchers say. As 
always with NIST research, the fruits of the 
collaboration, including research results, rec- 
ommendations, test tools, and data, will be 
made available to both public and private 
enterprise IT personnel. 
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Identity Assurance 

NIST researchers report that one of the early 
products of the collaboration will likely be an 
Identity Proofing Gateway, which aims to 
enhance identity assurance for financial 
transactions and other applications that 
require a strong identity management sys- 
tem. 'This collaboration would examine 
cybersecurity technologies and processes 
related to initial identity credential verification 
and the key attributes to be verified," accord- 
ing to NIST. 

NIST researchers say the newly opened 
lines of communication will also result in an 
extension of the trust infrastructure provided 
by a ubiquitous deployment of DNSSEC 
(Domain Name System Security Extensions), 
so strong authentication and encryption is 
possible for all financial services sector com- 
munication. Other technologies under the 
microscope are in various states of comple- 
tion and standardization, but NIST states 
that the use case testing and evaluation will 
yield refinements to existing technologies. 
NIST also expects "many results to come in 
the form of best practices and technology 
deployment guidance." 

Participation in the research is offered to 
any and all FSSCC member organizations. 
According to NIST researchers, "the FSSCC 
R&D committee is leading the financial con- 
tribution to the efforts." 

by Andrew Leibman 



SECURITY 



HOW TO 



Conduct A Security Audit 

Determine Possible Security Breach Points In Your Organization 



by John Brandon 

• ■ • 

Completing a full-scale security 
audit, either by hiring an outside firm or 
developing tlie expertise internally, is a 
large endeavor. Yet this comprehensive 
analysis, which looks closely at endpoint 
security, server vulnerability, networking, 
and even employee behavior to see if 
criminals and other hackers can disrupt 
operations, is more than just a helpful 
function in the current economic climate. 
One breach can spell doom and gloom for 
an organization in any sector, not to men- 
tion the possibility of insurmountable 
legal fees. Fortunately, the steps required 
to complete an audit are not necessarily 
always complex, they just require a well- 
thought-out plan. Here, we'll look at 
some important factors your SME should 
consider when undergoing an audit and 
some of the steps that might be required. 

Define Your Scope 

Like any IT project, a security audit 
needs to be defined in terms of scope. This 
helps you get some bearings on what 
really needs to be accomplished, says 
Josh Daymont, the CEO of Securisea 



Key Points 



Define what needs to be looked at 
before starting the audit; it helps deter- 
mine the scope of the project before 
moving fon/vard. 

Make decisions about the audit that fit 
your SME's specific industry. 

Avoid the common pitfall of looking for 
only the problems you expect. Keep an 
open mind about any potential problems 
you can solve now instead of during a 
legal discovery. 



Security numbers, user IDs, and email — 
things that are valuable for people who are 
thinking of identity theft — those are all 
resources you want to guard carefully," 
says Wool. 

Wool says it' s also important to develop 
the security audit in connection with your 
existing security policies, which might 
mean you need to develop initial policies 
before the audit. For example, there may 
be policies related to employees using lap- 
tops at home, which may become an 
important consideration that you need to 



"Security is a process, so it is 
unreasonable to expect that you will do 
one security consultation and you will 
find out you got an A+ and you are done." 



■ Securisea' s Josh Daymont 



(www.securisea.com), a security compli- 
ance and penetration company. Some 
companies are too eager to start an audit 
of networking equipment or wireless tech- 
nologies that they fail to plan what actual- 
ly needs to be audited. 

Daymont says once you know the 
scope, you should determine whether you 
will do the audit internally or hire an 
outside security analyst. Both have their 
advantages. Internal audits can help you 
develop expertise within the organization, 
but Daymont says some SMEs lack the 
training to conduct a full security audit. 
However, these skills can be developed by 
working with an outside organization. 
When hiring a consultant, he says, an 
SME can avoid a common trap: Internal 
staff know their own systems and tend to 
have preconceived ideas about what they 
will find or assumptions and biases about 
what needs to be audited. 

Avishai Wool, CTO at AlgoSec (www 
.algosec.com), a risk assessment company, 
says companies should also decide what 
type of audit they really need. In the finan- 
cial sector, an audit might focus primarily 
on penetration testing to ward off attacks 
related to customer data or credit card pro- 
cessing, whereas a security audit in the 
health industry might focus on patient 
records security. 

"If you have servers that store financial 
data, bank accounts, credit cards, personal 
information of customers, names. Social 



think about when it comes to a compre- 
hensive security audit. 

Complete The Security Audit 

Daymont says it is rare for one of his 
clients to fail to complete a security audit. 
What is more common is that the company 
fails to act on the results of the audit, or, it 
completes the audit and closes the gaps in 
the organization, but then views the audit 
as a one-time event. Good security, he 
says, means not just completing one audit 
and then moving on to other things, but 
continuing to monitor your security vul- 
nerabilities and auditing systems even 
after the "official" audit has ended. 

Not acting on the results of the audit are 
a grave mistake, Daymont says, but the 
reason that happens is because the compa- 
ny only budgeted for the audit itself or 
planned to find out the problems but did 
not account for acting on the security 
issues that arise. Before even conducting 
the audit, it's important to think about 
what could happen and what you might 
need to do to fix problems. 

"Security is a process, so it is unrea- 
sonable to expect that you will do one 
security consultation and you will find 
out you got an Ah- and you are done," 
Daymont says. "The first investment you 
do is a baseline [which] will find the gap- 
ing holes you have. But you should get 
into the habit of doing this periodically. 



starting with a security review annually, 
then define your own security policy and 
follow that same security policy and 
make sure everyone is aware of the 
detailed aspects." 

He also says that once the audit is com- 
plete, it is important to communicate about 
what really needs to be done and then 
work as a team to carry out those tasks 
correctly and thoroughly. 

Other Considerations 

Wool says security audit costs can vary 
from a few thousand dollars up to 

I $100,000 or more for a comprehensive 
audit covering every aspect of IT. For a 
basic security audit checking firewalls 
and endpoints, you can expect to pay 
about $2,000. Many consultants, he says, 
charge about $2,000 for a day of security 

i testing for an audit. The costs vary by 
industry and geography — where the data 
center is located and even if the area is a 
prime target for hacking or has been in 
the news for hacking. 

One pitfall to avoid is hiring a consul- 
tant who does low-cost work initially or 
even conducts the audit for free, and then 
reveals countless security gaps that will be 
costly to fix, says Daymont. 

I "Avoid a consultant who delivers results 

' that become an ad hominem in the orga- 
nization," says Daymont, explaining that 
some security audits present erroneous 
facts that lead to false conclusions. It's 
much better, he says, to do the diligent 
work of rooting out accurate results and 
then acting on those. 

Most security audits do produce sound 
results — the difference between them has 
to do with the expertise of the consultant, 
the thoroughness of the audit, whether the 
company follows through on finding and 
fixing problems, and whether the audit 
mentality becomes a best practice. 

And while a security audit will reveal 
problems, you should expect that and 
embrace it, knowing that any security 
problem you find now is one that a hacker 
will not find later. 



TOP TIPS 



If you decide to do a security audit using 
internal employees, make sure you make 
some formal guidelines about communi- 
cation between the auditing team, the 
executives, and IT staff. You should also 
make sure the employee is going to be 
independent during the testing of data, 
according to Josh Daymont, CEO of 
Securisea (securisea.com). 

Start with the most urgent security prob- 
lem after the audit is completed, says 
Avishai Wool, CTO at AlgoSec (www 
.algosec.com), because without prioriti- 
zation, the scope of the project will 
quickly become uncontrollable. 

Develop a process of security 
remediation. Start by fixing some 
problems, re-test, conduct another 
audit, patch more holes, and keep 
testing for more problems. 
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Security Awareness Programs 

Training Is IVIore Than A Compliance Checkbox 



by Bill Hayes 

For many SMEs, regulatory or commer- 
cial mandates call for a security awareness 
program. The SA program is meant to keep 
security training fresh in the minds of users 
and develop a sensitivity to security threats. 

According to SANS Institute (www. sans 
.org) security awareness expert John 
Fitzgerald, in the U.S., such mandates can 
come from federal and state laws covering 
government agencies, the healthcare indus- 
try, financial institutions, educational insti- 
tutions, and publicly traded companies. 
Fitzgerald is managing director for SANS 
Institute's security awareness business. 
Securing the Human, as well as SANS' 



Key Points 



• Security awareness training sensitizes 
users to information security issues; it 
does not mal<e them security experts. 

• Security awareness materials and training 
approaches vary. Use the best one your 
company can afford that consistently 
addresses your needs and documents 
user participation. 

• A security poster or an information securi- 
ty newsletter helps users retain security 
awareness training. They are not substi- 
tutes for training. 



Human Sensor Program, which teaches sys- 
tems administrators how to be detectors of 
malicious activity in their organizations. 

Training Requirements 

Fitzgerald says CFR (Code of Federal 
Regulations) Part 930.301, which governs 
everyone who accesses federal information 
systems, provides a good outline for organi- 
zations that establish a security awareness 
program. According to Fitzgerald, CFR Part 
930.301 states that everyone must receive 
initial awareness training before accessing 
systems and refresher training at least annu- 
ally. Every user who will access a federal 
information system must receive security 
basics training. Executives are to receive 
additional policy-level training in security 
planning and management. Program and 
functional managers are to receive manage- 
ment- and implementation-level training in 
security planning, system and application 
security management, system and applica- 
tion lifecycle management, risk manage- 
ment, and contingency planning. 

Fitzgerald says a security awareness pro- 
gram should be led by the CIO with human 



resources and training staff as important 
partners. Fitzgerald stresses that it is very 
important that the CEO and CEO under- 
stand the full legal requirements for their 
organization and the true costs of security 
awareness training. 

Mark Wilson, information security spe- 
cialist of the NIST (National Institute of 
Standards and Technology; www.nist.gov), 
is the editor of the NIST special publication 
SP 800-16, Information Technology 
Security Training Requirements: A Role- 
and Performance-Based Model. According 
to Wilson, NIST does not have any enforce- 
ment powers, but does offer technical guid- 
ance to federal agencies, which may be 
useful to small businesses, as well. 

Wilson recommends working with a 
training provider that can suit the needs of 
the SMB. 

Security Awareness 
Advances Company Policy 

Security awareness is mandatory for 
many organizations, Fitzgerald says. "Use 
the requirement for compliance to enhance 
the security posture for the organization," he 
advises. "No point spending all that money 
just to say you've ticked the box." 

According to Fitzgerald, where compli- 
ance is not a requirement, executives should 
understand that awareness is actually the 
third tier in a security awareness pyramid 
model that starts with policy and training. 
Fitzgerald says policy tells users what to do; 
training provides skills for performing tasks; 
and awareness changes behaviors. "When 
organizations identify a problem, they can 
often fix the wrong item," Fitzgerald says. 
"In assessing a weakness, it is always 
important to understand the root cause." 

According to Fitzgerald, if the users did 
not know what they are supposed to do, it is 
a policy issue. If they do not have the skills 
for performing the policy tasks, then it 
becomes a training issue. "More often than 
not, it comes down to the users not under- 
standing why it is important, which be- 
comes a behavioral issue that needs to be 
changed through better user awareness." 

Security Awareness Training Approaclies 

According to Fitzgerald, an SME best 
meets the goal of end-user security aware- 
ness training through computer-based video 
training using a SCORM (Sharable Con- 
tent Object Reference Model) learning 
approach. This method has been used to 
develop successful government security 
awareness training programs. 

Fitzgerald recommends automated 
self-paced learning systems for security 



awareness training. He says the quality is 
more consistent. In addition, participa- 
tion, understanding, and retention can be 
automatically measured. This is difficult 
to replicate when the training is conduct- 
ed by a person, Fitzgerald notes. 

The NIST's Wilson observes, "It is per- 
haps better to note whether the training 
provider prefers to deliver training in a par- 
ticular manner, or if the customer prefers 
that method." Wilson adds, "To further 
complicate the answer, some people learn 
better with the traditional instructor-led 
approach, while other people learn just as 
much using video CBT [computer-based 
training], or self-paced approaches." 

"Some training providers and customers 
prefer a blending of approaches — some 
instructor-led training enhanced by video 
CBT, for example," Wilson says. "A grow- 
ing trend includes training exercises — red 
team vs. blue team, for example — with 
attack and defend scenarios built into train- 
ing courses," he adds. 

Fitzgerald recommends using an LMS 
(Learning Management System) application 
to automatically measure participation, 
understanding, and retention. It also serves 
as an automatic documentation of the train- 
ing taken by users, he says. Plus it ends up 
cheaper automating a function Uke this — 



whether the organization owns its own LMS 
or rents it as a part of a purchased security 
awareness solution, Fitzgerald adds. 

In addition to automated training, 
Fitzgerald says videos, posters, and newslet- 
ters all are good tools to complement and 
further aid retention of security awareness 
training conducted through computer-based 
videos in an LMS. 

Leverage Connections 

An SME might be able to leverage its 
connections to others in its trade organiza- 
tions or through special information security 
training initiatives. The NIST's Wilson 
says, "As far as cost-effective alternatives 
for small businesses, some businesses are 
part of trade associations and negotiating 
with a training provider through that trade 
association may be beneficial." 

"Some colleges and universities may 
offer training to local businesses through a 
special community-focused organization 
within the school," Wilson adds. "Some 
state, county, or local governments have 
organizations that support local businesses." 

"That support may include information 
security awareness and/or training services," 
Wilson says. "Our Computer Security 
Division has its own small business out- 
reach effort." B 



FEATURED COMPANY 



A Plan For Aging Equipment 

STG's Third-Party Maintenance Services Can Save You Money 



Aging equipment is a fact of life in 
today's data centers. And, as a data cen- 
ter/IT manager, it can be one of the 
biggest responsibilities you face. What's 
the best course of action when it comes 
to managing aging equipment? How can 
you repair aging equipment when it 
breaks, particularly if the OEM is no 
longer willing to support it? 

When major manufacturers issue bul- 
letins that announce EOSL (End of 
Service Life) for their aging equipment 
with notification of their termination of 
support, not all customers are in a posi- 
tion to buy new equipment. For the 
most part, these systems are performing 
well and delivering the required infor- 
mation to their corporate customers. 



Signature Technology 
Group 



(800) 229-7900 
www.sigtechgrp.com 

Specializes in hardware maintenance, software 
maintenance, project engagements, and managed 



services. 




SIGNATURE 
TECHNOLOGY 
GROUP, INC. 



You don't want to replace the systems 
on an arbitrary date just because the 
OEMs won't support them any longer, 
but how can you ensure ongoing main- 
tenance and support? 

The answer is third-party mainte- 
nance, which is Signature Technology 
Group's specialty. STG is fully capable 
of supporting your end-of-service-life 
devices for as long as you would like to 
run them, and it can do so at a fraction of 
what the OEMs have been charging. 
STG offers 24/7 support with a four- 
hour response commitment, so you can 
rely on STG to be there when you need 
to have your critical IT systems repaired 
quickly and professionally. STG sup- 
ports the full range of IT equipment, 
including mainframes, servers, storage 
devices (SAN and NAS), tape libraries, 
PCs, laptops, and a variety of printers. 

STG is also capable of supporting 
your just-out-of-warranty equipment, as 
well, also at a fraction of what the 
OEMs charge for post-warranty support. 
STG is a service partner you can trust, 
with a customer base that stretches 
across the United States, including 
Fortune 500 companies and government 
organizations at all levels. STG can 
handle all of your hardware support 
needs — you have nothing to lose, and 
you could save your organization a sig- 
nificant amount of money. 19 



Avoid Training Cost Sliortcuts 

'The cost of the security awareness program is not a true reflection of the cost of security aware- 
ness," says John Fitzgerald, managing director of the SANS Institute's (www.sans.org) Securing the 
Human. The "low cost" to develop your own training program may wind up costing more. 

Fitzgerald gives as an example a company of 1 ,000 people, with each person requiring security 
awareness training. "Assume that it takes an average of one hour to deliver a presentation that has 
been developed from free resources in the public domain and answer any follow-up questions. The 
total cost to train 1 ,000 users is 1 ,000 hours x (assume $40 average fully loaded cost per man-hour 
in that company) = $40,000." 

Take the same company. Invest in a computer-based video security awareness training solution that 
delivers a higher quality training experience that takes 30 minutes and costs $10,000. The total cost 
to train 1 ,000 users is now $30,000—500 hours x $40 + $10,000 (purchase price) = $30,000. The 
free resources solution ends up costing $1 0,000 more than the higher-quality purchased solution. 
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Many Laptops 
Lack Even Basic 
Protection, 
Study Says 

That laptop you're carrying around is much 
more valuable than you think. Although the 
laptop itself has become a commodity in 
recent years, the data on the machine can be 
worth thousands — even millions — of dollars. 

"Today, laptop computers are, essentially, rel- 
atively cheap data containers, and the infor- 
mation that is stored on that device is likely to 
be worth many times the cost of the hard- 
ware," says Mike Spinney, a senior privacy 
analyst with the Ponemon Institute. "In fact, 
according to our research, the average cost is 
about $50,000 for the data, while device 
replacement costs may be only about $1 ,000." 

And yet, according to a recent Ponemon 
Institute study sponsored by Intel, most com- 
panies have not taken even the most basic 
security precautions to protect that data. The 
survey polled 329 organizations that have 
admitted losing a total of more than 86,000 
laptops during the past year — that's a com- 
bined loss of some $2.1 billion in one year. 
Almost half of the laptops contained confiden- 
tial data, but more than two-thirds of them 
lacked any form of security. 

Issues Behind The Lack Of Security 

Why are we allowing employees to carry 
unprotected laptops? Sometimes the issue is 
budgetary: It costs money to implement securi- 
ty. But even then, what's really happening, say 
experts, is that organizations are simply not 
understanding the issue. "One company may 
not want to spend the money," Spinney says, 
"another may not feel it has sufficient human 
resources to deal with a seemingly complex 
management issue. But at the heart of the 
matter is a lack of understanding and appreci- 
ation for the serious problem of data security. 
Organizations that recognize the value of their 
data and the value of protecting that data are 
much more likely to invest in prevention." 

Principle Logic security expert and author 
Kevin Beaver agrees, noting that sometimes 
management simply doesn't want to admit 
that there's a problem: "It's often a situation 
whereby management assumes that all's well 
in IT land because, well, the people in IT said 
so. I believe certain people in management 
just don't want to know how bad things are; 
some in management just don't want to hear 
about it or open that can of worms." 




The problem is complicated, but the solution, 
says Beaver, is not complicated at all: "The 
call to action is: Know what you've got, under- 
stand how it's at risk, and then do something 
about it. It's really that simple." 

Or, as Spinney puts it: "Prevention is cheap, 
failure is costly." 

by Rod Scher 
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An Evolved Approach 
To Intrusion Prevention 

Protect Your Network With Top Layer Security's IPS 5500 ES-Series 



by Carmi Levy 
■ • ■ 

Keeping bad guys out — and critical data 
in — is one of the most challenging tasks in 
IT security. Thankfully for IT managers 
looking for an edge, intrusion detection 
and prevention systems have evolved into 
the silent sentinels of network security. 

These appliances, also known as 
IDS/IPS or IDP, sit at the edge of the net- 
work and scan inbound and outbound traf- 
fic for any attempts to remotely exploit the 
network, propagate malware, or otherwise 
disrupt the organization's operations. 
That's the detection part. IPS appliances 
take this capability a step fur- 
ther by blocking 
identified threats 
before they can 
do any damage. 
They stop remote 
exploits in their 
tracks, keep mal- 
ware out, and thwart 
application-focused attacks. 
Unfortunately for IT professionals, 
the landscape isn't getting any friendlier. 

"Every year, between 7,000 and 8,000 
new vulnerabilities are discovered in the 
software that's used to run IT hardware," 
says Mike Paquette, chief strategy officer of 
Top Layer Security (www.toplayer.com), 
maker of the IPS 5500 ES-Series appli- 
ances. "The vast majority of these resources 
can be taken advantage of by malicious 
software — a process called remote exploit. 
IPS reduces the follow-on risks of other 
negative things happening." 

Taking IPS One Step Further 

Those other negative things extend not 
only to firewall breaches designed to com- 
promise internal resources and steal data. 
They also include DDoS (distributed 
denial of service) attacks, which have 
grabbed headlines throughout 2010 thanks 
to high-profile cases such as those against 
MasterCard and Visa that followed the lat- 
est round of WikiLeaks leaks and the 
Stuxnet worm that targeted infrastructure 
at power-generating stations. 

Unlike more traditional security threats, 
DDoS attacks are relatively unsophisticat- 
ed and are focused on disrupting instead of 
breaking in. They leverage relatively small 
groups of attackers — in some cases as few 
as three individuals — who, working manu- 
ally or using automated scripts or botnets, 
simultaneously bombard an online target, 
typically a Web site, with access requests. 
Eventually the site either slows down or 
crashes altogether. 

Conventional Solutions Are Lacking 

Unfortunately for IT shops looking to 
mitigate the impact of DDoS attacks on 
operations, most conventional IPS solu- 
tions aren't designed to counter this kind 
of threat. Top Layer Security's IPS 5500 
ES-Series, on the other hand, is. It moni- 
tors all incoming access requests in real 
time, using patented algorithms to distin- 
guish legitimate requests from nefarious 
ones. It blocks the attack-based requests 



while allowing those from the intended 
audience to be processed. 

"The ES series keeps the services you're 
trying to offer up and available to cus- 
tomers while blocking, in real time, the 
requests that in any other scenario would 
compromise availability to legitimate 
users," Paquette says. 

It's a strategy that doesn't just rely on 
real-time intervention during an attack. 
The ES-Series IPS appliances analyze 
request signatures over extended periods 
of time, learning how to more effectively 
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Security 



identify and intercept these kinds 
of attacks. 

"Our technology watches the behavior 
of a given requester over time," Paquette 
says. "This is a really hard thing to do 
because a lot of times those requests look 
completely legitimate. There's quite a bit 
of science that takes place behind the 
scenes to make this kind of adaptive 
process possible." 

Seamless Implementation 

That behind-the-scenes capability is cru- 
cial to successful deployment in a typical 
data center. IT professionals don't have 
the resources to babysit appliances to 
ensure that they remain capable of assess- 
ing and dealing with fast-evolving threats. 

The average IT professional "doesn't 
have to worry about how all of this works," 
says Paquette. "He basically sets up a poli- 
cy that identifies the assets being protected. 
From that point on, it's all automatic: The 
IPS builds its own database by watching all 
communications, all without additional 
intervention or day-to-day management." 

In resource-strapped IT shops, the work- 
flow benefits of this approach are clear. 
Staff members don't need to be retrained 
to derive the benefits of improved DDoS 
protection, and existing monitoring roles, 
processes, and protocols can stay pretty 
much intact. 

ISPs Play A Role, Too 

Paquette says the ISP plays a role. The 
impact of a DDoS attack on the service 



provider upstream means even the most 
sophisticated IPS appliance can't guaran- 
tee 100% protection. 

"To be honest, when DDoS attacks hap- 
pen at such a large volume that the ISP is 
unable to let good traffic go through, these 
things are less effective," he says. "The 
good traffic could be getting dropped due 
to overload from the ISP." 

Still, Paquette says Top Layer Security 
has learned that about 70% of DDoS attacks 
cause a denial of service without actually 
filling up the network pipe — a reality that 

reinforces the 
value of solu- 
tions like the 
ES-Series that 
are capable of 
identifying 
and addressing 
different classes 
of requests. 
"The bulk of our 
business is in the 
network IPS space," 
Paquette says. "We 
compete with our com- 
petitors with that functionality, while 
DDoS protection in the ES-Series is a 
bonus because it's not an expected fea- 
ture of a network IPS." 

It all adds up to visibility. Network 
administrators with better visibility into 
the security status of the network are bet- 
ter able to proactively manage hardware, 
software, and services. Whether or not 
the network is under attack, the benefits 
are tangible. 

"Within the industry, security people are 
increasingly using the term 'visibility,'" 
Paquette says. "Not only does IDP protect 
you, it also improves visibility and lets 
you know what's going on in the net- 
work." He adds, "Network traffic is one of 
those things that the closer you look at it, 
the more things make you nervous until 
you understand it more closely." 

Beyond basic protection, that's the 
value proposition of Top Layer's ES 
solution. As DDoS attacks continue to 
grow in both scale and frequency, it's a 
capability data center managers will 
increasingly employ to ensure that the 
right users get in and the attacking hordes 
are turned away. 

Top Layer Security 
IPS 5500 ES-Series 



(978) 212-1500 
www.toplayer.com 

Description: An advanced intrusion 
prevention system that monitors networl< 
traffic in real time to prevent security 
breacties and distributed denial of ser- 
vice attacks. 

Interesting Fact: Top Layer's Protection- 
Cluster technology enables up to eight IPS 
appliances to be interconnected for maxi- 
mum protection. 
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SIX QUICK TIPS 



Fight Back Against 
Black Hat Threats 

Make Your Enterprise Less Susceptible To Cybercrime 



by Bruce Gain 

The collateral damage associated 
with cyber attacks has grown steadily 
worse during the past few years. A cottage 
industry of smart black hats has emerged 
whose sole purpose and intent is to steal 
data in hopes of brokering the ill-gotten 
information for large sums of money. 

However, methods for protecting enter- 
prises against cyber attacks have not 
changed much, relative to the malicious 
ploys of today's attackers. Here are some 
steps to take to make sure your enterprise 
is less vulnerable. 

School Users 

In Social Networking Risks 

Social networking sites can serve as 
valuable professional tools. However, 
social networks also attract cyber thieves, 
given their often unplugged security holes 
and their growing popularity. 

"Businesses seem to have a love-hate 
relationship with social networking," says 
Paul Wood, a MessageLabs Intelligence 
senior analyst at Symantec Hosted Ser- 
vices (www.symantec.com). "They are po- 
tentially very useful and valuable, and 
their benefits may often outweigh their 
weaknesses and risks in terms of security. 
To address these issues, the business must 
consider its attitude to social media and 
how this is addressed in its acceptable- 
usage policies." 

Indeed, taking steps to make social net- 
working more secure should thus involve 
making sure users do not compromise the 
network. Phishing links or the prolifera- 
tion of harmful applications that can be 
downloaded from often legitimate social 
networking sites are among the threats 
users should know how to avoid. "It's all 
well and good having a policy in place, 
but users must also be educated as to why 
the approach chosen is appropriate for the 
organization, as well as make sure that the 
policies can be monitored and effectively 
controlled," Wood says. 

Don't Neglect Mobile 

The amount of data accessed and trans- 
ferred over mobile networks is soaring, 
which also means that administrators 
have yet another major security risk to 
worry about. Users regularly rely on their 
smartphones and laptops to send and 
receive data while connected to the enter- 
prise's servers. "An increasingly mobile 



workforce may enable a business to be 
more agile, but from a security stand- 
point, the challenges of managing such a 
workforce are not without issues, while 
35% of mobile workers exhibit potential- 
ly harmful browsing habits when on the 
road," Wood says. 

It is thus crucial to safeguard Web 
browsing for mobile users, especially 
because there is more malware hosted 
on legitimate sites. Wood says. "It is 
[important] to apply the same rules to 
mobile workers as for those in the 
office," Wood says. 

Cover All The Bases 

A major component of warding off 
attacks is really as simple as making sure 
that the basic protocols are respected. Many 
enterprises, surprisingly, still fail to take 
fundamental measures to protect against 
threats, says Joe Malec, the St. Louis chap- 
ter president of ISSA (Information Systems 
Security Association; www.issa.org). 
"There is always going to be some kind of 
threat out there, whether it is a variant of 
malware, social engineering, or something 
else that is going to try to infiltrate [sys- 
tems]. To counteract it, you really need to 
stick to fundamentals, get your patches and 
signature updates, etc.," Malec says. "Stay 
diligent, because there is always going to be 
some variant of malware checking the door- 
knobs around the house. It is not so much 
'here is a new threat, be wary of it,' but it is 
more a question of just doing your job." 

The fundamentals of security, as before, 
can still be broken down into three key 
areas where attacks can take place: the 
client side of the network, the network 
gateway, and on storage servers, says 
Dirk Knop, a technology manager for 
Avira (www.avira.com). "Running proper 
anti-malware protection on the client side 
of the network is necessary to protect 
against threats on USB sticks and similar 
[connections]. The second one is the net- 
work gateway, where the Web and email 
traffic needs to be filtered," Knop says. 
"A third place where protection from 
Internet threats is [especially] necessary is 
on storage servers. All storage files 
should be scanned for malware at least 
upon archiving and opening files [from 
storage devices]." 

Use Third Parties 

Cyber thieves know that enterprises 
often simply lack the manpower to ward 



BONUS TIPS 



■ Block rogue sites. A user 
just has to type in a variation 
of a liigli-traffic Web address 
to access a site loaded with 
malware. Installing an appli- 
ance or utilities that block 
certain sites is thus a good 
idea. "A lot of people can 
surf to sites unintentionally, 
so appliances that block 



those sites are especially 
important," says John Matzek, 
CEO of Logic IT Consulting 
(www.logicitc.com). 

■ Avoid popular software 
when possible. If you were in 
the mafia and wanted to make 
money by stealing data, would 
you seek to exploit software 



that is only used by a small 
percentage of all users or 
go for the gold by seeking 
holes through the wortd's 
most popular software prod- 
ucts? Matzek recommends 
reducing exposure to risks by 
opting for lesser-used yet 
robust software options. 



off attacks, thus making their job of find- 
ing security holes easier. While involving 
an additional cost, of course, investing in 
services that third parties offer can be 
worth your while. "Given that 15 years 
ago you had the client server computing 
environment, but now it is much more 
dynamic and complicated, companies are 
enlisting professional security companies 



Best Tip: 

Use Compliance 
As A Metric 

Although meeting all applicable compliance 
regulations is not the be-all and end-all met- 
ric that means an enterprise is protected 
from cyber threats, full compliance means, 
at the very least, that your security plan is 
sound. An auditor that checks that you are 
meeting applicable compliance regulations 
can help to make sure that best practices 
are in place, as well. "Being compliant is 
definitely a step in the right direction," says 
Joe Malec, the St. Louis chapter president of 
ISSA (Information Systems Security Associ- 
ation; www.issa.org). 

Most Practical Tip: 

Prepare For Attacks 

Preparing for the day a cyber attacker 
successfully penetrates your network is 
not a sign that you lack confidence in your 
security plan. Instead, it is another way to 
overcome a potential threat. After all, the 
damage an attack inflicts can be measured 
by losses in productivity, and by being pre- 
pared, the amount of potential damage 
is minimized. 

"A rescue plan should be made that involves 
remaining calm and helping with [damage 
control] if an emergency like an attack hap- 
pens," says Dirk Knop, a technology manag- 
er for Avira (www.avira.com). "Without such 
a rescue plan, data and productivity loss 
risks are very high." 



that can do the consulting for them," 
Malec says. "[Third parties] actually have 
administrative access to the servers and 
firewalls, and intrusion detection systems, 
and then report back to a contact within 
the company that basically outsources its 
security management." 

However, when relying on a third- 
party security firm, it is important that at 
least one person on staff in the enterprise 
manages what the consultant does. 
"[Third-party security firms] are not 
employees, so you still want some kind 
of oversight. You want to know when 
they are accessing your systems and to 
know when the third party is doing 
something," Malec says. "You can't out- 
source all the responsibility because you 
still need to have some layer of over- 
sight, since there is still a third party 
infiltrating your environment." 



I EMC Acquires Isllon 

storage giant EMC recently purchased 
Seattle-based NAS vendor Isilon Systems. 
As per the terms of the deal, EMC bought all 
outstanding shares of Isilon common stock 
for $33.85 per share, or about $2.16 billion. 
Isilon is expected to become a division of 
EMC's Information Infrastructure Products 
unit, and Isilon President and CEO Sujal 
Patel will report to EMC's COO and President 
Pat Gelsinger, formerly of Intel. EMC's Isilon 
purchase, which brings with it several media 
customers, follows its earlier acquisition of 
massively parallel data warehouse platform 
vendor Greenplum and its business analytics 
customer base. 




I Google Buys NYC Building 

Google confirmed in late December that it had 
closed a deal to purchase an 18-story build- 
ing in New York City at 1 1 1 Eighth Avenue. 
Google partnered with laconic Investment 
Partners, Jamestown Properties, and the 
New York State Common Retirement Fund for 
the purchase and will retain the services of 
laconic Management Company to provide 
customer service to the building's current ten- 
ants. The building, which was at one time a 
Port Authority edifice and is considered to be 
one of the most wired buildings in the world, 
is currently home to data center operations 
for such companies as Digital Realty Trust, 
Equinix, and several other providers and net- 
works. In addition to those operations current- 
ly in place, the building will house 500,000 
square feet of office space for Google's 2,000- 
plus New York-based employees. Separate 
reports put the sale at $1 .9 billion. 

I Dell To Buy Cloud-Based 
Medical Archlver InSlte One 

Dell announced in late December that it plans 
to buy InSite One, a cloud-based archiving 
provider that helps customers reduce the 
costs associated with long-term data storage 
and migration and facilitates the sharing of 
images between medical professionals for 
diagnosis and treatment purposes. Dell says 
that combining InSite One's cloud-based, 
vendor-neutral archive solution with its own 
Unified Clinical Archive solution will make 
data retention easier and help medical pro- 
fessionals access and share images no mat- 
ter the technology used. InSite One now 
manages about 55 million clinical studies and 
more than 3.6 billion medical images and 
supports nearly 800 clinical sites. Financial 
details of the acquisition were not disclosed. 

I Windows Phone 7 Sales 

According to Achim Berg, corporate vice 
president of the Mobile Communications 
Business and Marketing Group at Microsoft, 
earty Windows Phone 7 sales are boding 
well for the new platform. About 1.5 million 
Windows Phone 7 handsets were sold in the 
first six weeks of availability. Microsoft cites 
the availability of apps, the platform's design, 
and the ease with which developers can work 
with the mobile OS as potential boons to the 
device's success; however, analysts point out 
that the phone has a ways to go before it will 
catch up with smartphone giants such as the 
iPhone and the Droid. 
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Vulnerabilities & 
Compliance Consume 
Most IT Security Time 

Unpatched vulnerabilities and regulatory 
compliance are dominating the workloads of 
most IT security professionals, according to 
eEye Digital Security's "2011 Vulnerability 
IVIanagement Trends Research Report." 
Some believe that these vulnerabilities are so 
common because software companies don't 
take enough time to include in-depth security 
features in their products. 

"It is still the nature of most technology com- 
panies to put new products and features first 
before security," says Marc Maiffret, CTO and 
co-founder of eEye Digital Security. "Security 
is still a reactionary process for most organi- 
zations, and that is no more the case than in 
the software industry. There is also a level of 
complexity as it relates to properly writing 
secure code that makes it so that even when 
an organization focuses heavily on security, 
they are still going to make mistakes that 
cause security issues." 

According to eEye's survey, 60% of security 
teams have found vulnerabilities in at least 
25% of their applications. The problem is 
compounded because respondents say they 
spend nearly 50% of their time working on 
basic regulatory compliance. This leaves 
less time to find patches for applications 
and makes zero-day identification much 
more difficult. 




"Zero-day vulnerabilities are vulnerabilities 
that do not yet have a solution, such as a 
patch, from the technology vendor," Maiffret 
says. "The lack of visibility into the zero-day 
problem really is because most organizations 
again lack a proper vulnerability management 
process and vulnerability management solu- 
tions which can identify zero-day vulnerabili- 
ties within an organization." 

Early Detection Is Essential 

If a vulnerability in any application remains 
intact for an extended period, it leaves the 
company vulnerable to attack. Therefore, it's 
important to catch problems early so compa- 
nies can create patches and prevent poten- 
tial data loss or damage. The first step is 
putting a plan in place that makes it faster 
and easier to find and fix vulnerabilities so IT 
teams have more time to address other 
needs within the company. 

"If you do not have a good vulnerability man- 
agement program in place, then you really 
do not have a foundation for security moving 
forward," Maiffret says. "You must have the 
technology and process in place to be able 
to analyze your entire organization from a 
threat perspective to understand the ways 
that attackers can potentially compromise 
systems, and then [you need] a proper 
process of remediation to fix those weak- 
nesses," he says. 

by Josh Compton 
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Of Special Interest To Government Data Centers 



A Look At Government 
IT Spending In 2011 



Confidence Builds, Especially For Local Government Segments 



by Chris A. MacKinnon 

It's no secret that IT departments have 
been holding back on IT spending. Given 
the overall economic climate and the 
financial responsibility to support exist- 
ing operations and staff, it's no surprise, 
either. But according to the latest "CDW 
IT Monitor" report, things are looking up 
in the spending department. The report, a 
bimonthly indicator of the direction and 
momentum of the U.S. IT marketplace, 
says that 82% of state government IT 
decision makers are expecting new soft- 
ware investments in the next six months 
and 84% of local government IT decision 
makers plan to replace or install new 
hardware in the same time frame. 

This is good news because the figures 
are up significantly from just a few 
months ago. The question is: What prod- 
ucts and technologies will government 
IT departments be investing in over the 
coming months? 

Numbers Are Up 

David Hutchins, director of state and 
local government sales at CDW-G (www 
.cdwg.com), says the numbers are up 
partly because of tax increases. He 
explains, "The increase in confidence 
can be attributed to a combination of fac- 
tors. According to an October study by 



John Longwell, vice president of 
research at Computer Economics, says it 
was definitely a brutal year for IT in the 
government sector. Longwell comments, 
"The shortfall in tax revenues caused a 
decline in IT spending, both operational 
and capital spending, for most local and 
state governments. As a result, we saw 
an increased willingness to consider out- 
sourcing and software as a service. 
Looking ahead, we anticipate zero 
growth in IT operational and capital 
spending for governments. On the posi- 
tive side, there is no decline, either." He 
says government spending and finances 
appear to be stabilizing, with little move- 
ment up or down. 

Invest Here 

According to Hutchins, as more gov- 
ernment organizations launch pilot pro- 
grams that employ solutions such as 
cloud computing and virtualization, 
cyber security will naturally be top of 
mind. He elaborates, "According to 
CDW's fourth annual 'Year-in-Review' 
survey, hardware refreshes, virtualization 
solutions, and security solutions rank 
highly on the list of planned IT invest- 
ments for the public sector in 2011. In 
fact, 70% of IT decision makers at feder- 
al government organizations and 59% of 
those in state government organizations 



"70% of IT decision makers at 
federal government organizations 
and 59% of those in state government 
organizations cite security as a top 
spending priority in the new year." 



• CDW-G's David Hutcliins 



the Nelson A. Rockefeller Institute of 
Government in Albany, N.Y., state rev- 
enue is poised to increase for a third 
straight quarter as tax increases help 
government recover from a 15-month 
slide in collections." Hutchins continues, 
"Additionally, a July 2010 report from 
Input's 'State and Local Information 
Technology Market, 2010-2015,' indi- 
cates that IT spending will grow at a 
CAGR (compound annual growth rate) 
of 3.1%, which is expected to bring $8.7 
billion into the state and local market." 

He adds, "As refresh cycles begin to 
pick up again in this sector, we anticipate 
that state and local governments will use 
their IT budgets for investment in tech- 
nologies that can save money and boost 
productivity in the long run." 

Thomas E. Richards, president and 
COO with CDW, says the development of 
the recent passage of the Small Business 
Jobs Act of 2010 (which includes tax ben- 
efits and lending provisions) could also be 
contributing to the stabilizing effect. 



cite security as a top spending priority in 
the new year." 

At the state government level, planned 
hardware investment is also important, 
with 63% of IT decision makers citing 
new PCs as their No. 1 priority for tech- 
nology purchases in 2011, Hutchins says. 

In Longwell' s opinion, he thinks what 
the CDW report may be seeing is a bit of 
loosening in IT spending after a severe 
"belt tightening." He explains, "Govern- 
ment finances may be in better shape 
than worst-case fears suggested, and 
some budget cuts are being restored. 
However, I do not believe government 
spending is recovering. That is not going 
to happen until well after tax revenues 
begin to rise, and that will require a sus- 
tainable recovery." 

Otherwise, Longwell says IT spending 
will be for "bread-and-butter gear." He 
says that there will definitely be some 
desktop refreshing and Windows 7 migra- 
tions. He says IT departments will also 
be investing in enterprise applications. 



Key Points 



The "CDW IT IVIonitor" says a majority 
of government IT decision makers 
expect to replace or install new hard- 
ware and software in the next six 
months; figures are up slightly from a 
few months ago. 

As refresh cycles pick up, state and 
local governments will invest in tech- 
nologies that can save money and 
boost productivity in the long run. 

IT decision makers are embracing 
virtualization solutions to centralize IT 
management and secure their infra- 
structures and data. 



mobile applications, unified communica- 
tions, and e-government projects. 

The State 

Hutchins says state and local govern- 
ment IT decision makers are able to jus- 
tify expenditures that provide ROI, even 
in this challenging economic climate of 
budget cuts and reduced staffs. He adds, 
"IT decision makers are increasingly 
embracing virtualization solutions as 
they look to centralize IT management 
and secure their infrastructure and 
data. Owing to that data storage is 
becoming even more vital in the sense 
that everyone needs it and everyone must 
have a strategy to transport, manage, 
back up, archive, and retrieve data at a 
moment's notice." 

Hutchins says it will be interesting to 
see how these practices and behaviors 
are modified with increased focus on the 
cloud and the benefits and issues that 
come with a dynamic technology that 
seems to be continually evolving. 

On the state level, the "CDW IT 
Monitor" also says that 15% of govern- 
ment IT decision makers are expecting to 
hire additional staff in the next six 
months (this represents an increase of 
four percentage points since August 
2010). On the other hand, 32% are antic- 
ipating an increased IT budget in the 
next six months (this represents a 
decrease of four percentage points since 
August 2010). ^ 



Additional Findings 

According to the technology media com- 
pany IDC, overall IT spending will shift 
from hardware in 2010 to software in 
201 1 . IDC is also projecting that global IT 
spending will be $1 .6 trillion in 201 1 (up 
5.7% from 2010). Gartner, on the other 
hand, predicts that global enterprise infor- 
mation technology spending in 2011 will 
reach $2.5 trillion, representing a 3.1% 
increase above 201 0's expectation of 
$2.4 trillion. By 2014, Gartner says world- 
wide enterprise IT spending will reach 
$2.8 trillion. 

Source: IDC and Gartner 
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USED & REFURBISHED EQUIPMENT SPOTLIGHT 

Warranty & Service Issues To Consider 

Reputable Vendors Will Take Care Of Your Equipment Long After It Leaves The Showroom 



by Robyn Weisman 

Nowadays, new IT equipment is in 
many cases a luxury ratlier than a neces- 
sity. "Some people like having the extra 
comfort of having new equipment in 
their data center, but refurbished hard- 
ware will save you a lot of money in the 
long run," says Brandon Kasper, market- 
ing specialist at Word Data Products 
(www.wdpi.com). 

But used and refurbished equipment 
strikes fear in many IT staff for the same 
reason a used car causes uneasiness in 
the average consumer. After all, you 
don't want to discover that once you've 
driven it off the lot, it's a lemon that 
ends up costing more than if you had 
gone new to begin with. To gain some 
reassurance, be sure to look into the 
equipment vendor's warranty and service 
options so that if there's a problem, you 
know you'll have someone to turn to. 
Here are some tips to keep in mind as 
you research. 

Find a reputable reseller that offers its 
own warranty policies. "There are dif- 
ferent kinds of scenarios, but let's say a 
company wanted to buy 50 PCs," says 
Morris Scott, president of DMD Sys- 
tems Recovery (www.dmdsystems.com). 



"Generally speaking there would be, say, 
a 90-day warranty, but [the reseller] 
should offer an additional warranty of 
one, two, or three years that would be 
akin to one from the manufacturer." In 
addition, resellers may offer additional 
benefits by providing 52 PCs for the 
price of 50, so that if one PC goes down, 
you could ship it back for a replacement 
and meanwhile make use of the spare. 

"It means you could buy [refurbished] 
hardware for about half the price of new 
and get a warranty that equals or exceeds 
the current manufacturer's warranty," 
Scott says. 

Make sure your reseller has techni- 
cians onsite. Kasper says that onsite 
technicians can help you with any tech- 
nical questions you might have about 
installing or using your hardware. "A lot 
of companies will just bring in hardware, 
mark it up, and push it out the door," 
Kasper says. "A reseller that has the 
technical staff to test equipment, make 
sure it's working, [and] knows where to 
find replacement parts will save you a lot 
of time and money in the long run." 

Determine the type of warranty that 
best serves your needs for the hardware 
you are buying. For the most part, service 
plans are either/or — either a defective 



item is replaced or it is repaired. "Some- 
times warranties will only cover direct 
failures or things like that, not total fail- 
ures," Kasper says. "Parts do break down, 
but you need to make sure whether 
just that part will be replaced or if it's a 
full replacement." 

Remember: hardware is often covered 
by the original warranty no matter who 



owns it. According to Kasper, warranties 
typically follow the life of the equipment 
no matter which platform or type of 
hardware you're buying. "A lot of [man- 
ufacturers] let you transfer warranties 
easily," he says. "If a warranty on a 
product is for two or three years, that 
warranty continues to be valid from the 
date of its original purchase." 



Find Used & Refurbished Equipment 

For Sale 

Once you've made the decision to purchase used or refurbished equipment, finding the equip- 
ment you need is easy with Processor's online Data Center Products For Sale Database. 

From Processoi's home page (www.processor.com), you can search for a specific part number, 
make, model, or description. Enter the information in the appropri- 
ate box and click Search. You'll see a list of available equipment. 
If you don't see the particular piece you're looking for, scroll to the 
bottom of the search results page to conduct a more detailed 
search. There, you can search by part number, model, price, 
location, and more. 



IWKll'KSOl- 




Don't know the specific part number or model? Use 
the drill-down search on the Processor home page 
to view results from specific manufacturers. Simply 
click the manufacturer name, and you'll see a list of 
all equipment listings from that manufacturer. 
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2011 Budget Analysis 



Where Are You Wasting Money? 



by William Van Winkle 

Few would argue that the fiscal feeUng 
on the street is more upbeat at the beginning 
of 2011 than it was a year ago. Claims of 
the recession being over appear to be gradu- 
ally loosening the purse strings, and IDC 
forecasts that worldwide small and medium- 
sized enterprise spending on information 
technology will increase from $501 billion 
in 2010 to $530 billion in 2011. Single-digit 
spending growth may not be cause to break 
out the bubbly, but it's a lot better than the 
recent rampant contracting. 

Still, Forrester Research analyst Craig 
Symons cautions in his "2011 IT Budget 
Planning Guide for CIOs" that plenty of 
North American companies still worry 
about a macroeconomic double-dip. As 
such, while "many industries have recov- 
ered from the negative growth from 2008 to 
2009 to post positive growth from 2009 to 
2010, many organizations have maintained 
a conservative financial posture character- 
ized by a reluctance to invest. . . . We expect 
a similar pattern of conservative formal 
budgets but above-budget spending in prac- 
tice to continue through 201 1." 

Pund-IT president and principal analyst 
Charles King perhaps described IT budget 
scene best: "optimistic with a healthy dose 
of skepticism." According to King, many 
SMEs realize that they need IT upgrades, 
but with demand remaining relatively flat, 
most are leery about overinvesting or accu- 
mulating debt. The question then remains: 
How should enterprises allocate their IT 
budgets in the new year? 

Budget Areas 

Naturally, knowing how much money to 
spend on a given IT facet will depend on the 
company's priorities for the year. Forrester's 
"Forrsights Budgets and Priorities Tracker 
Survey, from Q2 2010" reveals that SMEs 
note improving or streamlining business 
processes as their top IT management priori- 
ty for the year, followed by improving the 
efficiency of IT (for example, lean initia- 
tives). Focusing solely on IT technology pri- 
orities, SMEs note significantly upgrading 
disaster recovery and business continuity 
capabilities, followed by consolidating IT 
infrastructure. These two priorities are 
reversed for larger enterprises of 1,000 
employees or more. 



The emphasis on consolidation falls in 
line with predictions from Rob Enderle, 
principal analyst at the Enderle Group, who 
says that the coming year will balance 
expansion against replacement of aging 
hardware, much of which was delayed dur- 
ing the dark recessionary stretch. Whereas 
previous bottom Une cuts may have focused 
on trimming head counts, the bottom line 
bolstering in 201 1 will likely spotlight light- 
ening the load of heavy iron, either through 
on-premises server virtualization or out- 
sourcing to hosted services in an effort to 
lower capital expenses. 

"IDC forecasts worldwide IT spending 
will be $1.6 trillion in 2011, an increase of 
5.7% over 2010," says IDC spokesman 
Mike Shirer. "While hardware spending 
will remain strong (7.8% year-over-year 
growth), the industry will depend to a larger 
extent on improvements in software spend- 
ing (5.3% growth) and related project-based 
services spending (3.5% growth), as well as 
gains in outsourcing (4% growth). To state 
it another way, the hardware market will 
continue on its current refresh cycle, but at a 
somewhat slower pace than 2010, while 
software investments will continue to grow 
in importance." 

Forrester data shows a nearly equal 
spending balance between hardware infra- 
structure and software costs, each account- 
ing for about 20% of the SME IT budget. 
Third-party IT services accounted for 12.6% 
of SME IT budgets, but this number was 
14.6% for larger enterprises. Conversely, 
larger businesses allocated less than SMEs 
for their on-premises IT hardware and soft- 
ware. Smaller firms wanting to adopt the 
strategies driving their larger counterparts 
should take notice of these shifting alloca- 
tions, and hardware/software spending well 
above these levels might be the first red flag 
for unnecessary waste. 

The move to hosted services reflects an 
even larger emphasis on improving IT effi- 
ciency. Often, improving efficiency requires 
some modest investment, even when it 
comes to personal productivity. 

"Fundamental, positive differences in 
how a company does business might come 
from upgrading laptops or buying smart- 
phones for highly mobile employees," 
notes King. "Enterprises might even 
upgrade desktop clients for core workers. 
In the data center, virtualization has been 



and will remain a significant area of invest- 
ment this year. Storage also remains on its 
ever-upward path, and the increasing popu- 
larity of data deduplication has some 
SMEs wondering how they should capture 
those efficiencies." 

Beyond what is needed to guarantee SLA 
levels, redundancy is typically a waste, as is 
resource underutilization. Keener invest- 
ments into trimming both elements are more 
likely to yield outsized rewards. 

Expert Advice 

Much as we've followed the traditional 
wisdom of extrapolating the future from the 
recent past, Enderle warns against overre- 
liance on this strategy. Basing new budgets 
on past spending can lead to "buying capaci- 
ty businesses may never need, building in 
inefficiency, and buying upgrades for prod- 
ucts that are seldom used." 

"One of the worst things an IT manager 
can do is continue buying into technologies 
whose time has passed rather than consider 
new, potentially valuable alternatives," 



Key Points 



Experts expect single-digit growth in IT bud- 
gets for 201 1 , even though staff counts may 
remain flat. 

"Lean" remains the watchword this year as 
Forrester sun/ey data shows that streamlin- 
ing business processes is the top SME IT 
management priority. 

Beware of maintaining or increasing capital- 
heavy budgets. The trend is sliding in the 
opposite direction, and the objective going 
forward should be on maintaining less hard- 
ware and software. 



says King. "For example, desktop up- 
grades provide a perfect time to look into 
virtualized client infrastructures." 

Also remember to look for input from 
partners. Most vendors will share at least 
some information about what similar clients 
are doing and why. 

"If you want to reduce IT waste in 201 1, 
couple zero-base budgeting with cost ben- 
efit analysis," says Enderle. "Justify all 
annual expenditures over a certain level 
and then challenge the working budgets to 
see if the money could be spent either 
more optimally or shifted to areas which 
would provide the company with a 
stronger return." □ 



2010 IT Spending 

Forrester's "Forrsights Budgets and Priorities Tracker Survey, from Q2 2010" leaned heavily on sur- 
vey responses from the U.S. and Canada and predictably revealed that basic IT operations and main- 
tenance consume the lion's share of budgets. However, application development and implementation 
takes the single biggest slice of the budget pie while fon/vard-looking research and development has 
the smallest share, perhaps reflecting a lingering worry and conservatism in the market. 

"In 2010, how much of your combined IT operating and capital budget 
will go to the following IT functional activities?" 



Business continuity 
and disaster recovery 
6.1% 



IT management (CIO or 
equivalent and direct reports 
8.7% 



Information management 
and storage 
9,9% 




Research and development of 

emerging technologies 

3.9% „ ,, . 

Application 

development, customization, 

and implementation 

1 4.9% 



Application maintenance 
14.0% 



Desktop operations 
11.0% 



Server and mainframe 
operations 
1 3.2% 



Network operations 
1 1 .3% 



Base: 904 IT decision-makers 



Source; Forrester Research 
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Deliver On The Promise Of IT 

The CIO Edge: Seven Leadership Skills You Need To Drive Results 



Authors: Graham Waller, Karen Rubenstrunk, and George Hallenbeck 
Publisher: Harvard Business Press 
Price: $29.95 

Format: Hardcover, 240 pages 



by Kurt Marko 

Change is a constant in IT, yet one tru- 
ism of the IT world during the past decade 
is that the pace of change is accelerating 
and not all of it is rooted in technological 
progress. These trends have impacted virtu- 
ally everyone in the enterprise, but for 
those at the top, CIOs at the end of the cor- 
porate seesaw, the changes are most dra- 
matic and career-altering. 

Enterprise IT is less defined by operational 
excellence (keeping the data center lights on) 

^ Key Concepts 



and more by business acumen (understand- 
ing key business strategies and building IT 
services to further those objectives). In their 
new book, "The CIO Edge," authors Graham 
Waller, Karen Rubenstrunk, and George 
Hallenbeck outline seven skills CIOs and 
other IT executives need to thrive in this 
new environment and "best deliver on the 
promise of IT." 

Key Insight 

The authors' key insight is that, at the 
executive level, the biggest determinant of IT 



Executive IT responsibilities have historically focused on management systems — developing strate- 
gies, planning and budgeting, and running efficient operations — while neglecting the executive role 
as leaders who must establish a vision, inspire change, and maximize employee performance. This 
so-called leadership gap leads to suboptimal results. 

The most successful CIOs embrace their softer sides by focusing on leading people, establishing 
personal networks, nurturing relationships, and mastering communications and motivation. 

'The CIO Edge" outlines seven steps for bridging the CIO leadership void by focusing on people 
leadership, not technical mastery or process minutia. This leadership style not only improves busi- 
ness results but also staff performance and work-life balance. 



success or failure isn't technical savvy, but 
artful leadership, or the ability to leverage the 
expertise and fuel the passions of IT col- 
leagues. CIOs can best deliver results 
"through people, by people, and with peo- 
ple," and this requires mastering soft skills. 

The core of the book is an outline of the 
seven behavioral patterns and proficiencies 
CIOs must possess to excel at leading peo- 
ple. Most of these will be familiar to many 
readers, but what sets "The CIO Edge" apart 
is the research backing its guidelines, using a 
mix of empirical data, qualitative studies, and 
in-depth interviews of successful CIOs. 

The fundamental principle is that CIOs 
must focus their time and effort on working 
with people, not management systems or IT 
processes. This comes by developing softer, 
more effective communication techniques 
and professional networks and by being an 
inspiring visionary, able to motivate col- 
leagues to a common purpose and higher lev- 
els of performance. 

Anticipating those seasoned, flinty IT 
managers who might write this off as mere- 
ly the fluffy nostrums of ivory-towered con- 
sultants, the authors contend that effective 
people leadership helps deliver concrete 



New & Upcoming 
IT Book Titles 

"The Innovator's Way: Essential Practices 
for Successful Innovation," by Peter J. 
Denning and Robert P. Dunham. This book 
provides a systematic look at the process of 
innovation, where the authors contend that 
the meager success rate of most enterprise 
innovation projects can be dramatically 
improved through management training and 
organizational inculcation. 

"IVIaking Software: What Really Works, 
and Why We Believe It," by Andy Oram 
and Greg Wilson. A comprehensive com- 
pendium of articles by leading thinkers in soft- 
ware development that explores the tools, 
technologies, and practices that demonstra- 
bly improve software development. 

"The Dragonfly Effect," by Jennifer Aaker 
and Andy Smith. Another in the seemingly 
endless recent stream of books about lever- 
aging social software and online networks to 
improve business results. What sets this book 
apart is the use of research in consumer psy- 
chology and marketing strategy to develop a 
model and implementation toolkits for tapping 
social media to magnify the results of efforts. 



professional results, better business align- 
ment, and a more balanced work and pro- 
fessional life. For IT execs whose career 
seems unfulfilling and nerve-racking, "The 
CIO Edge" offers a prescription for devel- 
oping those oft-neglected interpersonal 
skills that can be the gateway to renewed 
career success. 



^ MAGNEOT 



Mag next Ltd 

7099 Huntley Rd, Suite 104 1 
Columbus, OH 43229 DATA BACKUP SOLUTIONS 



NEW & REFURBISHED AUTOLOADERS & TAPE LIBRARIES 
UPGRADE PACKAGES FOR HIGHER PERFORMANCE & CAPACITY 
TAPE LIBRARY REPAIR SPECIALISTS - STOCK lOQO'SOF PARTS 



LTO • DLT • SDLT 
9840 • 9940 • TIOK 

Magnext stocks tape drive 
modules for your tape library 

Call for best pricing! 

Committed to providing high-value, high-quatity, products ta the IT mari^etpioce 



Toll-free 888-NOW-TAPE 
www.nnagnext.com 



514-433-0011 
info@magnext.com , 



Information 
Technology 
Trading 



Experience to find you the 
right technology solution. 

AS/400 • RS/6000 • Sun Microsystems 
Storage 'Tape Backup 



(877)715-3686 | www.itechtrading.com 



Pegasus Buys, Sells and Offers Depot Maintenance 
& Flat Rate Repair On: 

KronosTime Clocks, Flat Panels, 
PCS & Symbol, HHP, PSC,Telxon, 
Metrologic, Barcoding Equip 



We can supply any configuraton you 
need. If you have clocks installed and 
need a specific KOS version we can 
help you. Same is true on I/O Boards. 

Specialize in 420G, 440B, 
460F, 480F, 551, and 4500-s 



Ethernet Daughter Board, Modem Option, 
Remote Readers, Bell Relays, Master Sync, 
Battery Backup Kit, Dual Reader, I/O Board, 
External Reader I/O Board, Touch ID 




jLpcm a 



Pegasus Computer Marketing, Inc. 

(800)856-2111 I www.pegasuscomputer.net 




CA$H IN 

YOUR USED CELL PHONES 



It PAYS! 

UPT0$100 

FOR EACH PHONE 




Pace laniRis 

1-800-248-5360 , , ^^^'^ 

www.pacebutler.com 

Some phones have no value. See current purchase price list 
for individual model prices at wwv/.pacebutler.com. 



Mm 



Thanks to DMD, we 
don't have to sit on 
our old connputer 
equipment anymore. 



etrieve ■ refurbish ■ reuse ■ recycle ■ remarket 
We Purchase: We Offer: 



Compute rsyLaptops 
Networking Equipment 
Power/Environmental 
Telecommunications 
Complete Data Centers 
Printers 



Asset Tracking/Reporting 
Deinstallation/Packingyrransportation 
DOD Level Data Destruction 
Epa Recycling/Reuse 
Ongoing Support Plans 
Tectinology Refresh/Install Programs 



At DMD Systems Recovery, we remove ttie headache from asset 
disposal. We can manage the whole process from deinstallation to 
asset remarketing. We worry about data destruction, EPA 
regulations, logistics, and insurance so that you don't have too. 
Don't tie up your resources or take chances with you data or 
environmental issues. Call DMD today. 



DMD SYSTEMS RCCOVERV, INC. 

A aiifprii)' Dituunt campiifiy'' 

ItrUfItt: iB7T)17T-mS} PtlUtA: ;|Q2)30>-9IBO FU: |HD7|3D?-I>'iai 

PfOuiOinp OUALtTV GOODS ino SEBV>CES tot InOupify 



dbg 



DEC-Compaq-Clsco-Sun-SGI 



770-931-7732 

Fax 770-931-9416 

www.dbgweb.com 
salesp@tlbgweb.cam 



AlphaServer GS160 Model 16 

Base System for OpenVMS 

• DY-160CG-AA 

• One Alpha 21264 Processor 1224 MHz 

• Four Quad Building Blocks 

• One 14-Slot PCI Shelf 

• OpenVMS Operating System License 

ALSO AVAILABLE: 

• Additional 1224 MHz CPU w/SMP 

• Additional Memory 

• Additional PCI Shelves 

• Additional PCI Options 



2 Systems In Stock! 



Authorized COMPAQ.' Reseller 

WE WILL BUY YOUR USED HARDWARE! 
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Processor 
Solutions Directory 

Here are brief snapshots of several companies 
offering products designed for tfie data center and 
IT industry. Listings are sorted by category, 
mal<ing it easy for you to find and compare companies 
offering the products and services you need. 

You can find more detailed information on these 
companies and the products they offer inside this issue. 



To list your company and products, 
call (800) 247-4880. 



Physical Infrastructure 



CYBER@SWITCHING® 



Cyber Switching began pioneering power distribution 
technologies in 1 994. Our PDUs are used to power cycle 
and manage power to blade servers, routers, SANs, and 
other data center equipment. Our intelligent PDUs can 
monitor current individually by outlet and also provide virtual 
circuit breaker protection on an individual outlet basis. No 
other PDU on the market offers these unique features. 



Products Sold: 

• Intelligent power management 

• Value-added power management 

• Metered power distribution 

• Three-phase power distribution 



Energy management 
and control 
Switches 
Patch Panels 



311-6277 I www.cyberswitching.com 



Physical Infrastructure 



PDUs 



direct 



Established in 2008, PDUsDirect.com is an online whole- 
saler providing a select line of PDUs for server and net- 
worked environments. PDUs Direct's basic, metered, and 
switched Rack PDUs provide local and remote power 
management, power monitoring, and environmental moni- 
toring. We pride ourselves in offering industrial-grade qual- 
ity products at the lowest prices, with the fastest shipping 
(most orders shipped within 24 hours) and simplest pur- 
chase process. 

Products Sold: 

A complete line of 20A PDUs, including metered, basic, 
and switched. 



751-7387 I pdusdirect.com 



Physical Infrastructure 




Server Technology 

Solutions for tlie Data Center [ijuiijiin'rii Cdbinei 



Server Technology is committed to the PDU market with the 
largest group of engineers dedicated to power distribution 
and other solutions within the equipment cabinet. Advance- 
ments in device power monitoring help data centers monitor 
and improve their efficiency, and continuous research and 
development is fueled by companies that look to Server 
Technology for their custom cabinet power solutions. 

Products Sold: 

A complete line of cabinet PDUs, including Per Outlet 
Power Sensing (POPS), Rack Mount Fail-Safe Transfer 
Switch, Console Port access with remote power manage- 
ment. Switched, Smart, Metered, Basic, and -48 VDC 



Physical Infrastructure 



AVTECH 



AVTECH Software, founded in 1988, is focused on making 
the monitoring and management of systems, servers, net- 
works, and data center environments easier. AVTECH pro- 
vides powerful, easy-to-use software and hardware that 
saves organizations time and money while improving opera- 
tional efficiency and preparedness. AVTECH products use 
advanced alerting technologies to communicate critical status 
information and can perform automatic corrective actions. 

Products Sold: 

A full range of products that monitor the IT and facilities 
environment, including temperature, humidity, power, 
flood, room entry, and UPS 



220-6700 I www.AVTECH.com 



Physical Infrastructure 



DAZA CEnZEH DEPOC 

A Gaw Associates, Inc. Company 

Data Center Depot prides itself on providing the best 
selection, pricing, and support for data center products. 
Our diversified product line can meet the specific needs of 
data center managers responsible for virtually any type of 
corporate setup. We are a major manufacturer and also 
distribute the product lines for top companies in the indus- 
try. Most of our products are available via our online store, 
but we encourage you to contact us so we can help you 
find the right products for your requirements and budget. 

Products Sold: 

• Data cabinets, racks, and accessories 

• LAN and NOC furniture • Cable ladders 

• Consoles and monitor walls • Patch panels 

• Power supplies • Storage furniture 



(877)429-7225 I www.DataCenterDepot.coni 



Physical Infrastructure 




RackSolutions has been serving the data center market 
for more than 10 years. All of our products are designed, 
engineered, built, and shipped under our own roof. We 
have product solutions available for every major OEM, but 
if one of our existing products doesn't fit your needs, our 
top-notch mechanical and electrical engineers can create 
the item you need from scratch, solving even the toughest 
installation design challenges. Best of all, we typically 
don't charge up-front fees for design services. 

Products Sold: 

Computer server racks, cabinets, shelves, and 
mounting products. 



(888) 903-7225 I www.racksolutions.com 



Physical Infrastructure 



upsite 

technologies® 



Upsite Technologies was founded in 2001 to address data 
center needs for products and solutions reaching far 
beyond standard engineering and consulting offerings. The 
company innovates elegantly engineered products specifi- 
cally designed to maximize data center airflow efficiency, 
improve PUE, and increase heat density. Upsite designs 
and manufactures the LOK family of products, which pro- 
vides superior sealing, maximum energy savings, and the 
best protection available for your IT equipment. 



Products Sold: 

• Koldlok Grommets ' 

• HotLok Blanking Panels 



HotLok Temperature Strips 



Physical Infrastructure 




BayTech was founded in 1 976 and, since the 1 990s, has 
developed unique products for remote power management. 
The company uses printed circuit board instead of wires for a 
better, more resilient connection between the data center 
equipment and the receptacle. BayTech provides an exten- 
sive Web site with brochure downloads, warranty informa- 
tion, and reseller support and also offers evaluation units for 
data centers. 

Products Sold: 

• Power control, distribution, management, and metering 

• Power transfer switches 

• Console management and remote site management 



(800)523-2702 I www.baytech.net 



Physical Infrastructure 



herqo' 



Based in New York City, Hergo Ergonomic Support 
Systems is an independent designer and manufacturer of 
enclosure cabinet solutions, technical computer furniture, 
and modular racking systems. The company's products 
are designed to promote organization in the workspace 
and to increase the productivity of computers, peripherals, 
and communications equipment. Hergo is known for its 
high-quality products and superior customer service. 



Products Sold: 

• Racks 

• Enclosures/cabinets 

• Motorized workstations 

• Flat-panel arms 



Computer desks 
Cable management 
Power management 



222-7270 I www.hergo.com 



Physical Infrastructure 



RACKMOUNr 

SOLUTIONS. Ltd 

■ where customer service matters^ 



Rackmount Solutions' mission is to listen to the IT engi- 
neer's specific needs and deliver superb-quality, high-per- 
formance products through continuous product innovation 
and operational excellence. We pride ourselves in provid- 
ing quality customer service, products that fit your IT 
requirements, and solid value for your money. 

Products Sold: 

• Wallmount and server racks and cabinets, including 
sound proof, air conditioned, and large cable bundle 

• Desktop/tabletop portable racks 

• Shockmount shipping cases 

• Bulk cable 



(866)207-6631 I www.rackmountsolutions.net 



Networking & VPN 



^BLACK BOX 

NETWORK SERVICES 



Black Box is the world's largest independent provider of 
voice communications, data infrastructure, and product 
solutions. Shop at Black Box for 1 18,000+ networking 
products, a best-price guarantee, and FREE, live, 24/7 
Tech Support. 



Products Sold: 

• Cabinets and racks 

• Cables 

• Datacom 

• Digital signage and 
multimedia 

• Industrial 

• Infrastructure hardware 



KVM 

Networking 
Power 

Premise security 
Servers, storage, 
and PCs 

Voice communications 



(800)835-1515 I www.servertech.com 



(505) 982-7800 I www.upsite.com 



(877) 877-2269 I www.hlackbox.com 
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Networking & VPN 



iiin NetWrIx 

SystEfns Management and CompFrance 



NetWrix Corp. provides cost-effective solutions aimed at 
simplifying systems management and compliance for 
multiple industry verticals. The company's easy-to-use, 
problem-focused solutions deliver value and close to 
instant ROI, helping to save resources and minimize costs. 

Products Sold: 

• Tools for analysis and reporting of changes in the entire 
infrastructure to aid in regulatory compliance 

• Systems management tools for security, automation of 
e-discovery, and identity management 



(888)638-9749 I www.netwrix.com 



Servers 



SUPERMICR< 



When buying a sen/er, you don't want a one-size-fits-all 
solution. Supermicro uses modular and interoperable 
Server Building Blocks to offer the highest levels of flexibility 
and customization possible to design servers tailored and 
optimized for your specific needs. Supermicro's focus on 
green computing leadership, system design expertise, and 
power-saving technologies ensures the products you 
purchase are energy-efficient and application-optimized. 



Products Sold: 

• Servers 

• Motherboards 

• Chassis 



Networking 
Storage 



(408) 503-8000 I www.supermicro.com 



Clients 



OEM Production 

Mini Wiiite Box PC Solutions 



OEM Production is based in South San Francisco, Calif., 
and specializes in a wide range of data center products, 
including servers, storage solutions, and mini platform 
PCs. OEM Production also offers services such as proto- 
type and production manufacturing, which includes devel- 
opment, assembly, testing, and warranty repair sen/ices. 



Products Sold: 

• Mini platform PCs 

• Storage 

• Servers 



Chassis 
Cables 

Equipment manufacturing 
and repair services 



(650)871-3930 I www.oemproduction.com 



Storage 



Equipment Dealer 




In 1987, Pegasus Computer Marketing started providing 
mainframe products to the end-user market. What began as 
a sales-only organization soon adapted to offer in-house 
repair and refurbishment. During the past 1 years, Pegasus 
has focused primarily on the point-of-sale and barcode 
industries, buying, selling, and providing service contracts for 
anywhere from a few scanners to hundreds. 

Products Sold: 

We buy, sell, and service: 

• Point-Of-Sale Equipment and POS/PC Flat Panels 

• Wired and Wireless Barcode Hardware 

• Kronos Time Clocks and Accessories 



(800)856-2111 I www.pegasuscomputer.net 



ESS Data Recovery 

www.datarecovery.com 



real bbs, real people, 

REAL RECOVERY 




DataRecovery.com (formerly ESS Data Recovery) was 
formed in 1996 as one of the first data recovery compa- 
nies in the world. We have labs in Minnesota, Illinois, 
California, and Ontario, Canada, that service thousands 
of customers worldwide. We can work with almost any 
storage device, including large RAID arrays, data tapes, 
and any brand of hard drive. 

Services Offered: 

A complete line of data recovery sen/ices, including online 
backup, tape duplication, and secure data erasure. 



(800)237-4200 I www.datarecovery.com 



Clients 



CHCi^BRO 



Chenbro is a leader in enclosure solutions, selling its prod- 
ucts primarily to system integrators and OEM and channel 
partners. The company's extensive research and develop- 
ment efforts help it to keep its competitive edge and main- 
tain market leadership, with special focus on thermal, EMI, 
and acoustic solutions. Taiwan-based Chenbro has offices 
in the United States, UK, The Netherlands, and China. 

Products Sold: 

• A comprehensive line of PC chassis, server/workstation 
chassis, rackmount chassis, and HDD enclosures. 



(909) 947-3200 I www.chenbro.com 



Services 




SIGNATURE 
TECHNOLOGY 
GROUP, INC. 



STG provides third-party computer hardware and software 
maintenance for a variety of OEMs, including HP, IBM, 
Dell, Sun/Oracle, and many more. From mainframes 
to desktops and printers and everything in between, 
STG can help your company save up to 50% on IT 
maintenance costs. 



Services Offered: 

• Hardware maintenance 

• Software maintenance 

• Colocation managed services 

• Multiple service levels 

• U.S. -based service desk 



Project engagement 
Managed services 
Inventory control 
Virtualization 
24/7 support 



(800) 229-7900 I www.sigtechgrp.com 



Equipment Dealer 



rP ° 

^■^B^k information 
^^^^ Technology 



Trading 



At Information Technology Trading, our goal is to help you 
acquire the right hardware or software solution. We special- 
ize in purchasing and reselling data-processing equipment 
and have more than 21 years combined experience. We pro- 
vide sen/ices and system upgrades, DASD, communication, 
and memory. We're also an outlet for off-lease portfolios. 

Products Sold: 

• AS400, Advanced System/36, R/S6000, ES/9000, and 
PC systems (including lease and rental) 

• CPUs, memory, disks, tapes, displays, and controllers 

• Services, including system design and installation, 
maintenance, and buyback of existing hardware 



(877)715-3686 I www.itechtrading.com 



Storage 



SECURE 



MOBILE DATA ELIMINATION 



Secure MDE offers clients a mobile data elimination service, 
destroying hard drives and other media at customers' loca- 
tions. The company's self-contained, high-capacity Secure 
Shark"^"" can be deployed at any facility across the country 
and is capable of shredding up to 1 ,000 hard drives an 
hour. Secure MDE is a subsidiary of Luminous Recycling, a 
leader in computer and electronics recycling. Luminous 
recycles 10 million pounds of electronic scrap annually. 

Services Offered: 

• High-capacity destruction of hard drives and other 



sensitive data 



312-2333 I www.securemde.com 



Clients 



dtSearcK 

www.dtsearch.com 



Maryland-based dtSearch started research and develop- 
ment in text retrieval in 1988. The company is known for 
speedy adoption of new programming standards, OSes, 
and file types. Plus, it has a flexible licensing model. 
Typical corporate use of dtSearch includes general infor- 
mation retrieval, Internet and intranet site searching, and 
email archiving and email filtering. 

Products Sold: 

Text retrieval products, including: 

• Desktop With Spider • Web With Spider 

• Network With Spider • Engine For Win & .NET 

• Publish For CD/DVDs • Engine For Linux 



(800)483-4637 I www.dtsearch.com 



Equipment Dealer 




Pace 



• PaceButler buys used cell phones. 

• In business since 1987 

• Redeploy your used phones after upgrade 

• Donation option - directly to the non-profit of your choice 

• Dedicated to customer satisfaction 

- A+ Rating with the Better Business Bureau 

- Payment issued in four days 

• Dedicated to employee development 

- Book reading program 

- Health and fitness programs 

Products Sold: 

We buy used cell phones & PDAs, including Apple, LG, 
Blackberry, HTC, Motorola, Nextel, Nokia, PalmOne & 
Samsung. 



(800) 248-5360 I www.pacehutler.com 



Processor is now on 
Facebook and Twitter! 

Follow us at www.twitter.com/ProcessorPib 
or search for "Processoi" on Facebook Groups 




PROCESSOR 

Call (800) 81 9-901 4 to subscribe to Processor o! goto 
www.processQr.com to read articles and view thousands 
of products online tree of charge to qualified readers. 
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The landscape of the electronics industry is changing 

And it's all about the apps. Building complete systems that are application-ready is now 
as fundamental as delivering power-efficient silicon. There are a range of possibilities 
out there for EDA, but realizing them means going in a different direction. 

Cadence focuses on application-driven approaches to designing, verifying, and 
implementing advanced chips, SoCs, and systems. And we build innovative capabilities 
for IP creation, selection, integration, and optimization. Along with our strong network 
of partners, we tackle what's now and survey what's next. And from our point of view, 
a revitalized industry is on the horizon. 

Discover more at www.cadence.com/newfrontier 



' 2010 Cadence Design Systems, Inc. All rights reserved worldwide. 
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